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Welcome to WhatsUp IP Address Manager

In This Chapter
Finding more information and updates 1
Sending feedback 2

WhatsUp IP Address Manager is an automated solution to the cumbersome and error prone
task of inventorying network address usage. IP Address Manager's discovery scans to find
devices on your network and provides you with an extensive breakdown of your network's
subnets, DHCP, and DNS servers. Discovery scans can be scheduled to run automatically to
gather up-to-date inventory information on a daily basis. Discovery Alerts notify you when
changes are detected in your discovery files and allow you to merge and sync changes. The IP
Address History Log offers chronological event history, such as allocation and status change,
for IP addresses, MAC addresses, and hostnames.

The IP Address Manager's network views allow you to see information about your network's
subnets and servers from one central location. IP Address Manager's main view, the Subnets
View, allows you to manage your network subnets, without having to leave the IP Address
Manager console. IP Address Manager's DNS server view gives you in-depth inventory
information for your network DHCP servers. Configurable thresholds alert you when your
servers are nearing full capacity, allowing you to make hardware or configuration changes if
and when conflicts arise.

Inventory information can be saved, exported, and distributed in multiple formats as reports.
Scheduled Reports can be configured to send inventory information on a regularly scheduled
basis.

IP Address Manager can share a server with Ipswitch WhatsUp Gold, or can be installed as a
standalone application on a separate server.

Finding more information and updates

The following are information resources for IP Address Manager. This information may be
periodically updated and available on the WhatsUp Gold web site
(http://www.whatsupgold.com/support/index.aspx).

A Release Notes. The release notes provide an overview of changes, known issues, and
bug fixes for the current release. The release notes are available on the WhatsUp Gold
web site (http://www.whatsupgold.com/IPAM1relnotes).

A Application Help. The console help contains dialog assistance, general configuration
information, how-to's that explain how to use IP Address Manager's features. The
Table of Contents is organized by functional area, and can be accessed from the main
menu or by clicking Help in IP Address Manager dialogs.


http://www.whatsupgold.com/support/index.aspx
http://www.whatsupgold.com/IPAM1relnotes
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A Additional WhatsUp Gold resources. For a listing of current and previous guides
and help available for WhatsUp Gold products, see the WhatsUp Gold web site
(http://www.whatsupgold.com/support/guides.aspx).

A Licensing Information. Licensing and support information is available on the
Mylpswitch licensing portal (http://www.myipswitch.com/). The web portal provides
enhanced web-based capabilities to view and manage Ipswitch product licenses.

A Technical Support. Use the WhatsUp Gold Support Site for a variety of WhatsUp
Gold product help resources. From here you can view product documentation, search
Knowledge Base articles, access the community site for help from other users, and get
other Technical Support information. The Support Site is available on the WhatsUp
Gold web site (http://www.whatsupgold.com/support/index.aspx).

Sending feedback

We value your opinions on our products and welcome your feedback.

To provide feedback on existing features, suggest new features or enhancements, or suggest
ways to make our products easier to use, please fill out our product feedback form
(http://www.whatsupgold.com/wugfeedback).


http://www.whatsupgold.com/support/guides.aspx
http://www.myipswitch.com/
http://www.whatsupgold.com/support/index.aspx
http://www.whatsupgold.com/wugfeedback

Installing and Licensing
IP Address Manager
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System Requirements

Installation overview

Activating IP Address Manager
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Exceeding your license

System Requirements

Refer to the Release Notes (http://www.whatsupgold.com/IPAM1relnotes) for IP Address
Manager product features, system requirements, fixed in this release, known issues, and other
information.

Installation overview

IP Address Manager can share a server with Ipswitch WhatsUp Gold, or can be installed as a
standalone application on a separate server. In either case, IP Address Manager is licensed
separately, and is installed using the IP Address Manager installation program. The IP Address
Manager Release Notes (http://www.whatsupgold.com/IPAM1relnotes) contain the most up-
to-date information about installing.

Before installing, we recommend that you read the IP Address Manager Release Notes
(http://www.whatsupgold.com/IPAM1relnotes) for possible application update details and
review the system requirements information to ensure that the system, on which you are
attempting to install, meets the base-level requirements.

To update your license to purchase IP Address Manager, visit the Mylpswitch portal
(http://www.myipswitch.com). For more information, see Activating IP Address Manager (on

page 4).


http://www.whatsupgold.com/IPAM1relnotes
http://www.whatsupgold.com/IPAM1relnotes
http://www.whatsupgold.com/IPAM1relnotes
http://www.myipswitch.com/
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Activating IP Address Manager

If IP Address Manager is installed using the installation application downloaded from the Web
link provided in the purchase confirmation email, the program is fully functional immediately
after installation.

If the IP Address Manager license is not automatically activated during installation, you can
manually activate IP Address Manager using the activation program in the IP Address
Manager group on the Windows Start menu.

To activate IP Address Manager manually:

LT[B‘. Note: Before you begin the manual activation process, make sure that you have your product
serial number available to use in the activation program.

1 Click Start > Programs > Ipswitch IP Address Manager > Manage IP Address
Manager License. The activation program appears.

2 Follow the onscreen instructions to complete the product activation.

W Note: When activation completes, a confirmation page indicates that the license has been
activated. If activation does not complete successfully, you may be behind a proxy or firewall
that is blocking the activation request. In this case, click Offline and follow the onscreen
instructions.

For additional help and information about managing your product license, go to the
Mylpswitch licensing portal (http://www.myipswitch.com).

Exceeding your license

Your license dictates how many IP addresses you can manage with IP Address Manager. If you
have exceeded your license, many features and menu options are disabled. By default, all
discovered subnets and addresses are manageable, so you must decrease the number of
managed IP addresses in the event that you exceed your license count. You can choose
which IP addresses to manage from the IP Address Manager Subnet View. Additionally, you
can upgrade your license to enable you to manage more IP addresses with IP Address
Manager.

Managing subnets from the Subnet View
Using the Subnet View right-click menu, you can select to unmanage and manage subnets.
To unmanage a subnet:

Right-click a subnet, then select Unmanage. The subnet becomes inactive, indicated with a
strike through.


http://www.myipswitch.com/

Using IP Address Manager

Upgrading your license

If you need to upgrade your license to manage more IP addresses, you can do so from your
Mylpswitch (http://www.myipswitch.com/) licensing portal.


http://www.myipswitch.com/
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Getting Started with IP Address Manager

To start IP Address Manager:

From the Windows Start Menu, select Ipswitch IP Address Manager.

) WhatsUp IP Address Manager Setup 2 |

Getting Started with WhatsUp IP Address Manager o

Welcome to WhatsUp IP Address Manager. This dialog helps you get started
using the WhatsUp IP Address Manager appication

You can start using WhatsUp IP Address Manager by:

1) Starting @ new scan of your network to discover the devices Wizard
connected on your network. The discovery wizard wil assist -
you in starting a new discovery.

2) Select an existing discovery file to load into WhatsUp IP Address

Recent fles
101311.dis
100611 dis
100411 dis
091911 dis
050611 dis

DonY show this at startup Help
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To begin gathering and viewing network information:

A Start a new network scan to discover devices connected on the network. Click Wizard
to start the Wizard discovery process.

_or_

A If you have saved IP Address Manager discovery files previously, you can select an
existing discovery file in the Recent files list, then click Open.

Select Don't show this at startup to prevent this dialog from appearing each time you start
IP Address Manager.

For more information about other methods to do network discovery, see About Network
Discovery (on page 7).

About network discovery

IP Address Manager discovers the devices on your network to gather detailed inventory
information about each device, including device system information, IP and MAC addresses
for all device interfaces, and detailed history, status, use, and type information for network
addresses.

There are several ways to add devices with Network Discovery:

A Through the Network Discovery option in the IP Address Manager console Discover
> Network menu. For more information, see Run Discovery in the Help.

A Through the single device discovery option in the IP Address Manager console
Discover > Device menu. For more information, see Add New Device in the Help.

A Through the Getting Started with IP Address Manager Wizard that appears when you
start IP Address Manager For more information, see Getting started with IP Address
Manager (on page 6).

Configuring network discovery

Network Discovery can run with a minimal amount of configuration. The discovery settings
can be specific and point to a certain part of your network, or more general and pertain to the
entire network. In both cases, network settings are key to successful network scans.

There are two main elements to configure for each network scan.

A A base discovery configuration that includes a discovery scan type and IP scope. For
more information, see About Network Discovery scan types (on page 8).

A The network protocols and credentials used during the network scan. For more
information, see the Configuring network protocols and credentials (on page 11)
section.

Network Discovery setup is accomplished by using the Discovery Setup wizard or manually
through several IP Address Manager dialogs. This section describes how you can manage
both the discovery settings and protocol settings manually.
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About network discovery scan types

An important part of Network Discovery is understanding the different methods by which a
network can be discovered. There are two Network Discovery methods.

ARP Cache Discovery

Address Resolution Protocol (ARP) Cache discovery locates network devices by reading SNMP
information on your network. This scan type uses SNMP enabled devices (usually routers) to
identify devices that are active on your network. In addition to using the ARP cache on each
network device, ARP Cache discovery also uses many proprietary discovery protocols to find
additional devices connected to the network.

The Discovery Setup wizard prompts you to enter a Seed IP Scope (IP addresses, IP address
ranges - including IP subnets) that indicates where you would like the discovery to start.
These devices are used as the seed of the network discovery.

@ Important: We recommend that you use ARP Cache discovery as your primary discovery
method.

Ping Sweep discovery

Ping Sweep discovery scans a range of IP addresses and finds the devices that respond to the
ICMP or SNMP protocol.

The Network Discovery Setup wizard prompts you to enter a Seed IP Scope (IP addresses, IP
address ranges including subnets) that indicates where you would like to focus your network
scan.

W Note: The Ping Sweep discovery method is used for very specific discovery scans. If you are
unsure of your network configuration, including any of its subnetworks, ARP Cache discovery
is a more appropriate method for discovering your network.

For more information about how Seed IP Scopes work in each discovery method, see About
Seed IP Scope.

Advanced Discovery Settings

Access Advanced Discovery Settings using the Advanced button on the Discovery
Name/Method dialog. The Advanced Discovery Settings dialog sets the maximum number of
threads to use during the discovery scan, allows you to configure IP Address Manager to ping
devices first, ping discovered subnets, resolve hostnames using a Domain Name System
(DNS), and exclude device categories from the discovery scan.
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T, Note: When setting the number of threads used during a scan, increasing the number of
threads allows IP Address Manager to simultaneously open more connections with network
devices, possibly reducing the time needed to perform the scan, however this may
negatively impact network performance as the number of open connections increases.

About discovery settings

Each network scan requires several base-level settings that guide the discovery scan of your
network. These discovery settings are grouped by a general name that describes the area of
the network that the settings scan. Discovery Settings are accessible from the Discovery
Settings dialog (Discover > Discovery Settings) and the Discovery Wizard.

Configuring discovery settings

To add discovery settings:

1 From the main menu of the IP Address Manager console, select Configure > Discovery
Settings. The Discovery Settings dialog appears.

2 C(Click New. The New Discovery Settings dialog appears.

3 Enter a Name that gives context to the discovery settings you are creating (i.e. TestLab,
Production Network). This name is stored so that it can be reused for later network
scans.

4 Select the discovery method, either ARP Cache Discovery or PING Sweep Discovery.
For more information, see About Network Discovery scan types.

5 Click Advanced to set Advanced Discovery Settings.

A Enter the number of Max Threads to use while running the discovery scan. This
indicates the number of separate threads to run in the background as IP Address
Manager attempts to communicate with the devices on the network.

r Note: If you are concerned about the load discovery could place on the network, you can
reduce the Max Threads to cut back on the concurrent network communication.

A Select whether the discovery engine should try to Ping Devices First before
attempting any other protocol.

A Select whether the discovery engine should attempt to Ping Discovered Subnets to
provide a more complete scan during an ARP Cache type of discovery.

L’[”j Note: This option tells the engine to take each discovered subnet and run a ping sweep
through it to ensure all devices are discovered in the defined subnet.

A Select the Resolve DNS names option to resolve DNS names to their IP addresses.

A Select the Exclude Device Categories option if you want to exclude specific device
categories from discovery. This option allows you to narrow the range of devices that
are discovered.
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A Click OK to complete the advanced options,
6 On the Discovery/Name Method dialog, click Next.

7 C(lick Gateway to enter the Seed IP Scope. For more details in regards to the Seed IP
Scope, see About Seed IP Scope (on page 11).

8 If you want to use Advanced IP Scoping options, click Advanced.

A Enter the Include IP Scope. For more information, see About Include IP Scope (on page
11).

A You can also enter the Exclude IP Scope. For more information, see About Exclude IP
Scope (on page 11).

A Click OK to complete the advanced options.

On the Discovery Starting Point(s) dialog, click Next.

10 Enter Discovery Protocol Settings as required. For more information, see Configuring
network protocols and credentials (on page 11).

11 Click Finish to save all changes made in the Discovery Settings dialog.

To rename discovery settings:

1 From the main menu of the IP Address Manager console, select Configure > Discovery
Settings. The Discovery Settings dialog appears.

2 The dialog displays all previously defined discovery settings. To rename a collection of
discovery settings, right-click the collection that you would like to rename, then click
Rename. The Rename Discovery Settings dialog appears.

3 Enter a new Name for the collection of discovery settings.
4 C(lick OK.
5 Click OK to save all changes made in the Discovery Settings dialog.

To delete discovery settings:

1 From the main menu of the IP Address Manager console, select Configure > Discovery
Settings. The Discovery Settings dialog appears.

2 The dialog displays all previously defined discovery settings. To delete a collection of
discovery settings, right-click the collection that you would like to delete, then click
Delete. The selected collection of discovery settings is deleted.

3 Click OK.
4 (lick OK to save all changes made in the Discovery Settings dialog.

About discovery IP scopes

Discovery IP scopes are a means by which discovery is configured to understand the area(s) of
the network that it scans, or excludes from a scan.

IP scopes can be:

A Asingle IP address (i.e. 10.0.0.1)
A Arange of IP addresses (i.e. 10.0.0.1-10.0.0.100)
A A subnet range of IP addresses (i.e. 10.0.0.1/24 or 10.0.0.1/255.255.255.0)

The following is a description of how these IP scopes are used in IP Address Manager
discovery settings.

10
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About Seed IP Scope
Seed IP Scope defines the range of IP addresses where network discovery starts a scan.

A For Ping Sweep discovery, these addresses are contacted with an initial ICMP request.

A For ARP Cache discovery, these addresses are queried for additional data. The
discovery engine reads SNMP data from these devices and continues to scan the
network for additional devices based on the SNMP responses from the seed devices.

About Include IP Scope
Include IP Scope defines the range of IP addresses in which to include in the network scan.

A For Ping Sweep Discovery, Include IP Scope is the same as the Seed IP Scope.

A For ARP Cache Discovery, Include IP Scope indicates an IP address range that the
network scan should restrict itself to during discovery.

LTj Note: In order a Include IP Scope scan to find devices, the Seed IP Scope must intersect with
the Include IP Scope. For example, if you enter a Seed IP Scope of 188.311.5.1 and an Include
IP Scope of 188.311.4.10-188.311.4.160, the scan is unable to locate devices because the two
IP scopes do not intersect.

Example
A Asingle IP address (i.e. 10.0.0.1)

A Arange of IP addresses (i.e. 10.0.0.1-10.0.0.100)
A A subnet range of IP addresses (i.e. 10.0.0.1/24 or 10.0.0.1/255.255.255.0)

About Exclude IP Scope

Exclude IP Scope defines the range of IP addresses to exclude from in the network scan.

A For Ping Sweep Discovery, Exclude IP Scope might be an IP range of servers or
workstations that are a subnet of the Seed IP Scope.

A For the ARP Cache Discovery, Exclude IP Scope indicates an IP address range that
network scan should not attempt to discover.

Configuring network protocols and credentials

Several industry-standard protocols are used in network discovery. The three main protocols
used in discovery are ICMP, SNMP, and WMI.

Additionally, the IP Address Manager Credentials Library provides support for Telnet and SSH.
Telnet and SSH credentials are used to communicate with network devices and capture

device configuration information.

The following information describes how to manage each protocol/credential settings.

1
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Using the ICMP protocol

The ICMP protocol allows the discovery engine to test whether a particular IP address is active
and responding on the network. Depending on network latency, this protocol can be
adjusted to meet the configuration on your network.

L“[Bj Note: You can only edit the default ICMP settings; you cannot create a new set of ICMP
credentials.

To change the ICMP settings for the discovery engine:

1 From the main menu of the IP Address Manager console, select Configure > Protocol
Settings/Credentials. The Protocol Settings/Credentials dialog appears.

2 Select ICMP, then click Edit. The Edit ICMP Settings dialog appears.
3 Increase or decrease the Timeout settings. The default timeout is 500 milliseconds.

L“[Bj Note: If you are discovering across a WAN link, increase the timeout.

4 Increase or decrease the number of ICMP Retry counts. The default number of one retry
is recommended for most networks.

LT;j Note: If you are discovering across a WAN link, increase the number of retries.

5 Click OK to save the protocol changes.

Using the SNMP protocol and credentials

The SNMP protocol allows the discovery engine to query detailed device information from
each SNMP-enabled device. The correct SNMP Read community names, along with the
appropriate timeout and number of retries are required for successful network queries.

This section describes how to add and maintain the appropriate SNMPv1, SNMPv2, or
SNMPv3 protocol settings for successful SNMP network device discovery.

SNMPv1 credentials

To add a new set of SNMPv1 credentials:

1 From the main menu of the IP Address Manager console, select Configure > Protocol
Settings/Credentials. The Protocol Settings/Credentials dialog appears.

Click New.

Select SNMPv1, then click OK. The protocol properties dialog appears.

Enter a Name for the set of SNMPv1 credentials.

Enter the new SNMP read Community name.

Optionally, enter a new SNMP write Community name.

Increase or decrease the SNMP Timeout. This setting is dependent on the latency and
load on your network devices. Longer timeouts can cause discovery to slow down.
However, if the network is experiencing a lot of network traffic, a longer timeout is

Nowu s~ WN
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' Note

L

T
| Note: If you are discovering across a WAN link, increase the number of retries.

L

Click OK to save the protocol changes.

1 From the main menu of the IP Address Manager console, select Configure > Protocol
Settings/Credentials. The Protocol Settings/Credentials dialog appears.

2

A name.
A name.

A Increase or decrease the SNMP Timeout

However, if the network is experiencing a lot of network traffic, a longer timeout is

' Note

L

A Increase or decrease the SNMP

— Note

4 C(lick OK to save the protocol changes.

Protocol Settings/Credentials dialog appears.
2

3 ClickOK
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