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WhatsUp Event Archiver Quick Setup Guide

Thank you for choosing to evaluate WhatsUp Event Archiver! Please read the following topics
in this help file thoroughly before beginning your installation and configuration.

See any of the topics below to review them in depth.

Installation Requirements (on page 3)

Manually Creating Firewall Exceptions (on page 4)

Before You Begin (on page 4)

Vista Requirements and Recommendations (on page 15)

Network and Bandwidth Considerations (on page 19)

Other Recommendations (on page 23)

Legal Information Including Patent and Trademark Notices

WhatsUp Event Archiver is Copyright © 1997-2011 Ipswitch, Inc. All Rights Reserved.
WhatsUp Event Archiver is protected by U.S. Patent # 7,155,514. Other patents pending.

WhatsUp Event Archiver, WhatsUp Event Analyst, WhatsUp Event Alarm, WhatsUp Event
Rover, and the WhatsUp word mark are trademarks or registered trademarks of Ipswitch, Inc.
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Microsoft Windows NT®, Microsoft Windows 2000°, Microsoft Windows XP®, Microsoft
Windows 2003°, Microsoft Windows Vista®, Microsoft Windows Server 2008°, Microsoft
Windows® 7, Microsoft Access®, and Microsoft SQL Server® are all registered trademarks of
Microsoft Corp. Microsoft Windows NT®, Microsoft Windows 2000°®, Microsoft Windows XP®,
Microsoft Windows 2003°®, Microsoft Windows Vista®, Microsoft Windows Server 2008,
Microsoft Windows® 7, Microsoft Access®, Microsoft Exchange® and Microsoft SQL Server® will
hereafter be referred to as NT, 2000, XP, 2003, Vista, 2008, Windows 7, Windows, Access,
Exchange, and SQL Server respectively. Oracle® is a registered trademark of the Oracle
Corporation. All other products or technologies not specifically mentioned here are the
registered trademarks of their respective companies, and are used by permission.

Ipswitch Contact Information
Ipswitch, Inc.

10 Maguire Road - Lexington, MA 02421
Phone: 781-676-5700 Fax: 781-676-5715

WWW: http://www.whatsupgold.com

Installation Requirements

= Microsoft Windows XP Professional SP2

= Microsoft Windows 2003 Server SP2

= Microsoft Windows Vista (Business and Ultimate)

= Microsoft Windows Server 2008 / Windows Server 2008 R2
= Microsoft Windows 7

Installation is supported on both 32-bit and 64-bit versions of the above operating systems.
Recommended Hardware Requirements:

Dual-core 2GHz or faster processor

2 GBRAM

4 GB Available Hard Disk space minimum for database storage, if detected events are stored
in a database. Size depends on the volume of log data stored in a database.

Microsoft Access (optional)

WhatsUp Event Archiver can convert event logs into Microsoft Access database tables, so you
will need to have Microsoft Access installed if you wish to view these tables directly.
Alternatively you can download WhatsUp Event Analyst to view, filter, and report on data
stored in Microsoft Access and Microsoft SQL Server database tables.
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Microsoft SQL Server 2005/SQL Server 2008 (Workgroup Edition or Later) OR Microsoft
SQL Server Express 2008 (optional)

WhatsUp Event Archiver can also convert event logs into ODBC server database tables.
Microsoft SQL Server is the recommended database server for LANs generating a great deal
of event log activity.

Manually Creating Firewall Exceptions

During the installation process, WhatsUp Event Archiver creates firewall exceptions for all
critical ports. However, if the Windows firewall is turned off at the time of installation,
WhatsUp Event Archiver does not create a firewall exception for the Windows firewall. If you
decide to turn on the Windows firewall after you install WhatsUp Event Archiver, you must
manually create a Windows firewall exception for WhatsUp Event Archiver to work properly.

T Note: The steps below may vary slightly based on your operating system

To manually create a Windows firewall exception
1 From the Windows Start menu, click Control Panel, then select System and Security.

.‘T Note: Depending on your operating system, your selection may vary. For example, from the
Control Panel, you may see an option for Windows Firewall, in which case you would select
Windows Firewall.

N

Click Windows Firewall, then select Allow programs to communicate through
Windows Firewall.

Click the Allow Another Program button.

Browse to Program Files(X86) > Common Files > Ipswitch > Syslog Listener.
Select the Service Host check box, then click Add.

Check the Domain check box associated with Service Host.

QAU A~ W

Before You Begin

1.) Make sure you are logged in with local administrator rights on the machine where you are
installing the product. In addition, if the product will be used to collect logs in a domain,
make sure you have domain admin rights or OU (organizational unit) admin rights as well.
Check these settings in the Active Directory or via the Computer Management snap-in (figure
1 & 2). Otherwise, you will not be able to properly setup the software.
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m Note: If you do not have access to a full domain admin account in your domain, the software
still can be configured by using an account with local Admin rights on all member servers
and workstations, such as one created to administer the computers in a specific OU. Consult
this KB article for more details, and/or consult with lpswitch Support if needed.
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2.) Determine which domain(s) you want WhatsUp Event Archiver to collect event logs from.
If you want to collect logs from more than one domain, you must choose a primary domain
that is trusted by other domains. WhatsUp Event Archiver refers to this primary domain as the

"default domain." When prompted during the first run of the software, enter the default
domain you have chosen. (Figure 3).

Event Archiver Enterprise ' =10 x|

Filg Migw Topls Optiors  Help

JEL,IJQJMJEIL&J&IEJMEI_IJ _

Domarc  [EUEES =]
= Loge Repatar] valh Evanl Aschier:
Computer [ Log [ Schedus [ Clean [ Catection | CursntStats |
B i SERVER Apphoation Dy |Eveny Day| ez ODEC Daltabase Ide
WIKSER ; -
ngnsm Select the: Primary Romain or Work
B woksERy | Blease Al ok the folowing lields conecty, ard press OF: -
B wWH-SER | Fam managing{at . Domsinisi - Workgroup(s]
[ =T
Detavh Damare  [MDOMAIR] |
Erler e DS (o0 feckensr com] o NefI0S [a0 MYDOMAIN] loireslbad narme of v
ptimany denain and press 'IE. " Pras: F1'for sddiensl hek
08 | Ceneel |
Figure 3
|6 regustened toglz) [ Evert duchiver Sardce iz runring e

m Note: If you are installing WhatsUp Event Archiver to a server or workstation not
participating in a domain, please enter its workgroup instead (figure 4). For complicated
networks that include WANs and/or demilitarized zones, please read the "Other

Recommendations" section listed below, as well as the Deployment Scenarios section of the
WhatsUp Event Archiver User's Guide.
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3.) If you do not already have an established user account with domain admin/OU admin
rights that services can run under in your organization, create one with User Manager or
Active Directory Users and Computers and place it into the Domain Admins/OU Admins

group (figure 1 & 2). Also, make sure that it has administrator rights (either by itself or via
group membership) on the local machine you installed WhatsUp Event Archiver on.

m Note: If you are installing WhatsUp Event Archiver to a server or workstation not

participating in a domain, please enter a local user who is an Administrator (e.g.
SERVERNAME\Administrator).
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4.) Make sure you yourself have domain administrator or OU admin rights in the
domains/OUs you manage with WhatsUp Event Archiver (figure 5). The WhatsUp Event
Archiver Control Panel does do some security intensive tasks, such as changing access control
lists, so domain admin/OU admin rights are required to operate it. In the case of a workgroup,
you should run the software with a local Administrator account common to all servers and

workstations in the workgroup.
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5.) If you would like to be notified about archiving errors and warnings, locate an available
SMTP server on your network (we recommend the Microsoft Virtual SMTP Server that ships
free with Microsoft's Internet Information Server), and adjust its security settings so that the
WhatsUp Event Archiver server may relay mail through it. Then, in the Options menu >
WhatsUp Event Archiver Preferences > General Configuration tab, check the types of
events you want to be notified about, and enter the SMTP server name or IP to relay through
as well as a recipient email address that will receive notifications (figure 6).

Event Archiver Preferences .

Computes, Log, % Schedule Defaults I Staging Area Defaultz I Data Comverzion Defaults |
Final D estirstion Defzuls i Performance Tuning Configuration  General Configuraton 1

—Date Foomat Used in EVT and TAT Filenames:
i+ Morth/DawMear ) DayMonth v ear

—Date Format Used in T=T and ODBC Corversion Routines;

&+ Regonal System Settings £ LS, Fomnat [mmdAdd /)

— DDEC Connection Sirng Security:
£ Inclede in event bag reporting % Dmit fram event log repoding

Errar Motificalions:
[~ Send email when wamnings occur. [+ Send email when uriecoverable emors ocour.

¥ Send email when fecoverable smors oce,

Email Server MameAP [for SMTP ralay]: | mail mydomain,com E rnasl
Emad Addeess of Administiatr [ioeuser@mydomain. com Test
Drefaudt Domain b "Work group: [:{t
{MYDOMAIN]

Figure & (1] 4 Cancel

6.) By default, WhatsUp Event Archiver will attempt to periodically ping servers it connects to
for log file size monitoring. If you have disabled IMCP on your network, or if you do not use
TCP/IP as your primary network protocol, this may interfere with archiving based on file size.
If that is the case, you can disable ICMP (Ping) testing in the WhatsUp Event Archiver
Preferences Dialog, under the Performance Tuning Configuration Tab (figure 7).

L"F Note: By default, Microsoft Vista workstations have ICMP disabled via the Windows Firewall.
If you plan on archiving logs from Vista workstations with WhatsUp Event Archiver based on
their file size, you must either a.) disable ICMP (Ping) testing in WhatsUp Event Archiver, or b.)
allow ICMP responses from your Vista workstations using Group Policy to control this

Windows Firewall setting.
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Event Archiver Preferences
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7.) Begin scheduling logs for archiving by either using the File menu > Add a New Log
option (figure 8 thru 11), or the Tools menu > Step-By-Step Wizards > Setup Archiving for
Multiple Computers at Once option (figure 12 thru 17). The Setup Archiving for Multiple
Computers at Once Wizard allows you to add multiple logs from multiple servers all at once
to the WhatsUp Event Archiver server.
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Microsoft Vista Requirements and
Recommendations

In Microsoft Windows Vista and later operating systems, the default security settings are
much stronger than in previous Microsoft operating systems. This is in keeping with
Microsoft's focus on reducing the potential surface area for attacks over the network.

In WhatsUp Event Archiver, we redesigned the software with these considerations in mind,
using only the bare minimum of network access techniques to collect and convert the

logs. As has been the case in the past, if you can remotely view and manage your event logs
with the Microsoft Event Viewer, our software should have no issues operating on them.

In WhatsUp Event Archiver version 8 and later, we have added special technology that now
allows the software to archive and process EVTX log files from Vista and later operating
systems, *even when installed on a legacy operating system like Windows XP or
Windows 2003.* In that scenario, you will need to add a few additional exceptions to the
Windows Firewall in order for EVTX logs to be processed successfully when WhatsUp Event

15
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Archiver is installed on a legacy operating system. You will also need to establish a Group
Policy to make sure that the Remote Registry Service is running on all of your
servers/workstations targeted by WhatsUp Event Archiver.

If you install WhatsUp Event Archiver on a Windows Vista or later operating system,
and will be collecting EVTX log files, you will need to allow the Remote Event Log
Management exception in the Windows Firewall in order for WhatsUp Event Archiver to
successfully collect and convert logs from Microsoft Vista machines. The easiest way to do
this is in a Domain is to use a Group Policy Object that governs all Vista workstations. On
workgroup or standalone machines, you can either manually set the exception under the
Windows Firewall Exceptions tab on each computer, or you can create a Local Security Policy
template targeting the Windows Firewall with Advanced Security area and apply it to the
Local Security Policy on each machine with the secedit command line tool.

If you install WhatsUp Event Archiver on a legacy pre-Vista Windows operating system,
and will be collecting EVTX log files, you will need to allow the Remote Event Log
Management Exception, the File and Printer Sharing Exception, the Remote
Administration Exception, and the Remote Service Management exception in the
Windows Firewall in order for WhatsUp Event Archiver to successfully collect and convert
EVTX logs from Microsoft Vista machines. Please review the aforementioned paragraph and
screenshots below for guidance on how to do this.

Also, if you want WhatsUp Event Archiver to automatically archive the event logs on
Windows Vista machines when the logs are close to becoming full, you will either need to a.)
disable ICMP (Ping) testing in the WhatsUp Event Archiver Preferences dialog or b.) create an
exeception in your Group Policy or Local Security Policy in the Windows Firewall with
Advanced Security area to allow ICMP traffic between your WhatsUp Event Archiver server(s)
and the Windows Vista systems being managed.

Finally, you will need to establish a Group Policy that makes sure that the Remote Registry

Service starts automatically and continues to run on all servers and workstations targeted by
WhatsUp Event Archiver over the network.

16
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Figure 1 - Setting the exception manually on each machine with the Exceptions tab
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Figure 2a,2b,2¢,2d - Setting the exception via a Policy object (local Policy or Group Policy)

T Note: Ipswitch recommends creating both an inbound and outbound rule allowing Remote
Event Log Management and other exceptions as needed.
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Network and Bandwidth Considerations

WhatsUp Event Archiver works best in a well-connected LAN environment (e.g. 10 Mbit/100
Mbit/1000 Mbit Ethernet). If you plan on converting event logs into text, Access databases, or
ODBC databases, it is best to locate your WhatsUp Event Archiver server "near" your Primary
Domain Controller / Active Directory Server for the purpose of account lookups. If you plan to
use WhatsUp Event Archiver in a WAN environment, it is beneficial to install an WhatsUp

Event Archiver Server locally at each remote end to speed up collection. Moving EVT files over
WAN links can prove slow and unreliable.

20
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In many networks, the available bandwidth is such that you can transmit event log records
directly to a central database or database server immediately after archiving with WhatsUp
Event Archiver. However, if you have a very limited amount of bandwidth from your central
office to remote sites containing logs you must archive, yet you still need to bring your event
log records into a central database for analysis, contact Ipswitch Support to request a copy of
the WhatsUp Event Archiver Importer companion tool. The WhatsUp Event Archiver Importer
tool can be installed on a server at your central office and then be instructed to monitor a
local folder or share where compressed copies of your event logs are arriving from your
remote sites. When the compressed logs arrive in the folder, the WhatsUp Event Archiver
Importer tool will automatically uncompress them and read their contents directly into a
Microsoft SQL database server. The following diagram illustrates this process:

21
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Starting in Version 7 of WhatsUp Event Archiver, you can utilize a "Working Directory" that is
local to the machine where WhatsUp Event Archiver is installed. If you plan on doing lots of
processing to a log after it is archived, such as creating an MD5 hash of the file, converting it
to another format (e.g. text file or database table), and/or zip compressing it, WhatsUp Event
Archiver will consume substantially less bandwidth if the EVT/EVTX file is transferred first to
the WhatsUp Event Archiver server before such processing. You can control how large a file
must be before WhatsUp Event Archiver will transfer it to this "Working Directory" by
selecting WhatsUp Event Archiver Preferences from the Options Menu, and then selecting the
Bandwidth Optimizer Tab. All files larger than the limit will be moved into the Working
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Directory with log processing performed locally, and all files smaller than the limit will not be
moved, with log processing taking place across the network.

Event Archiver Preferences

Einal Destination Defaultz l Performance Tuning Eunfiguratinnl General Configuration l
Computer, Log, & Schedule Defaultsl Staging Area Defaultsl Data Corvversian Defaults]
Microzoft Wista and Server 2008 Log Settingsl File Hashing [MD5]  Eandwidth Optimizer l

BT Log Record Fetching Limit
Fetch |40 logrecords at a time when converting EV T event logs.
Wiorking Directary 5 ettings
To minimize bandwidth use, move EVTAEW T files bigger than ||
temporarily into a local working directony before processing (.0, zipping, converting).
Local warking directarny: |E:'xF'rcugram Filez'E vent Archiverswiarking', -
s Cancel

We know that every network is different, so if you have additional questions about how to
best configure WhatsUp Event Archiver in production, please contact our support team. We'll
be happy to assist.

Other Recommendations

If you are an administrator of several different workgroups, or of multiple OUs in a larger
Active Directory, but possess a common domain or local account with Administrator rights on
the various workgroups or servers, you can create a custom domain to keep track of all of the
managed computers in a logical group. Likewise, if you are a domain administrator who
wants to separate different servers (e.g. by role) into different logical groups, a custom
domain affords this flexibility. Computer to custom domain mappings can be established
under the Options Menu with the Manage Custom Domain to Computer Mappings

option. Once computer names have been mapped to custom domains, you can work within a
custom domain by selecting in the upper right hand corner of the WhatsUp Event Archiver

Control Panel.
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Automatic database maintenance of Microsoft Access MDB files and Microsoft SQL Server
database tables can be controlled by choosing the Setup/Adjust Automatic Database
Maintenance item under the Tools menu. Event Archiver can be instructed to automatically
prune older data out of MS SQL database tables, as well as automatically archive MDB files
nearing their file size limit, all on a scheduled basis.

If you plan to collect event logs from many different servers (e.g. over 50), it is beneficial to
space out their collection schedules. Having WhatsUp Event Archiver attempt to collect 20
different event logs at the same time can be a severe drain on server resources. Therefore, it is
best to space out collection times and dates. In fact, we recommend the "When the log is full"
scheduling option, because server event logs often reach their maximum sizes at different
times from one another.
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