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Corrupt and Shutdown Dirty EVTX Log Files: 
A Comparison of Recovery Using the Microsoft Event Viewer Versus 

Ipswitch's LogHealer Technology 
 
 

As the Microsoft Windows Vista, Windows Server 2008, and Windows 7 operating 
systems become increasingly more widely adopted, so too does their new logging format, the 
EVTX log file. Properly saved EVTX log files can typically be opened without issue in the Microsoft 
Windows Event Viewer or a third-party tool like WhatsUp Event Analyst or WhatsUp Event Rover.  
However, corrupt and/or "shutdown dirty" EVTX files raise a serious issue for the network 
administrator or a forensic examiner tasked to view their contents. 

 
In some, but not all cases, the Microsoft Event Viewer in Windows Vista and Windows 

Server 2008 can open an EVTX file reclaimed from a shutdown dirty system, such as from a 
computer where the "plug was pulled" to start a forensic investigation. However, the Microsoft 
Event Viewer attempts to repair data elements in the file without prompting or confirming 
this action with the user of the program. 

 
This behavior is reproduced readily and shown below in the series of screenshots: 

 

 
Figure 1 - An application EVTX log from a machine that was shutdown dirty.  Notice the date modified timestamp of June 
16th, 2009. 
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Figure 2 - The Microsoft Event Viewer on Windows Vista has started.  The application EVTX log file can now be opened 
and read by the Microsoft Event Viewer program. 
 

 
Figure 3 - A return to Windows Explorer shows that the Date Modified timestamp of the file has changed to the current 
date, July 16th, 2009.  The Microsoft Event Viewer modified the EVTX file with no prompting or notice to the 
administrator! 
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 Obviously, this raises serious implications regarding evidence management and could 
ultimately compromise an otherwise well-conducted investigation. 
 
 Ipswitch has pioneered a new approach to the recovery of corrupt and shutdown dirty 
EVTX log data that is refered to as LogHealer Technology. WhatsUp Event Rover is the first 
solution featuring this technology, which is incorporated into other WhatsUp Log Management 
products. 
 
 Rather than attempting to modify the original source file, when LogHealer detects a 
corruption in an EVTX file, it first prompts the administrator to repair it in a new location, so that 
the original file remains unmodified. This is shown in the next series of screenshots below: 
 

 
Figure 4 – WhatsUp Event Rover is preparing to load the shutdown dirty Application EVTX file into memory. Because the 
log file is from a foreign network, we are electing to load log metadata from an alternate computer. 
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Figure 5 - LogHealer detects corruption in the EVTX file, and is prompting the administrator to perform a repair into a 
new file, leaving the original file unmodified. 
 

 
Figure 6 - LogHealer makes the repairs in a new file on disk, and WhatsUp Event Rover now loads log records from the 
repaired file into memory. 
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Figure 7 - Windows Explorer shows the original file's Date Modified timestamp unchanged, with the new repaired version 
next to it in the same folder. 
 
 In some cases, Microsoft Event Viewer cannot open a corrupted log file, and instead 
displays the following dialog: 
 

 
 
 While LogHealer technology remains in its infancy, we are pleased with its current ability 
to repair some log files that the Microsoft Event Viewer cannot, as well its ability to do so in a 
non-destructive manner. As the EVTX logging format becomes more widely adopted, we look 
forward to working with end users, network professionals, and forensic examiners to expand and 
improve upon this technology. Correspondence with Ipswitch's support and development team, 
as well as the submission of corrupt log files, are always welcome at 
http://www.whatsupgold.com/support. 


