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Backing up IMail Server using Altaro Backup FS

Purpose

The purpose of this document is to provide guidelines and procedures for backing up IMail server
system data and user data in case of a hardware or system failure. This will cover steps on preparing the
IMail system settings for backup, installing and configuring Altaro Backup FS to back up IMail files to an
external source.

System Requirements
These are the minimum requirements to run IMail server and Altaro Backup FS:

e  Minimum Software Requirements
o Microsoft Windows® 2003 or 2008 Server
o Microsoft .NET Framework 4
o Microsoft Internet Information Services (IIS) 6.0 or later
o Microsoft Data Access Component (MDAC) 2.8 SP1 or later
e Minimum Hardware Requirements
o TCP/IP enabled NIC with a static IP address
o A broadband or dial-up connection to the Internet
o AnIntel® Pentium® 4 1 GHz or higher or an equivalent processor
o 512 MB RAM minimum

Altaro Backup FS requires a minimum of 128 MB of free hard drive space on the IMail server machine to
install.

You will need an external storage device to store your backup files on. You may utilize another file
server or some type Network Attached Storage (NAS) drive. The size of the external storage will depend
on how many users and/or mail traffic your IMail server processes in a day. The minimum would be 500
GB and would need to be adjusted up from there to fit individual needs. An additional consideration if
planning on using a NAS drive is to have a second network interface card (NIC) so not to interfere with
mail traffic.

Preparing IMail for backup

Now is a good time to do some house cleaning. You might want to remove no longer used accounts,
and their accompanied user files. Clean up the spool of old files and no longer needed log files. The
easiest way to clean the spool and logs is to use the isplcin.exe utility.

The first step is to configure an automatic back up of the IMail system settings. This will involve setting
up a scheduled task to launch the IMail Configuration Export utility (IMailConfigExport.exe) to save the
configurations as a file to be backed up. If your version of IMail does not contain the configuration

export utility, you can down load it from http://www.imailserver.com/support/utilities/ and save it in



http://ipswitchmsg.force.com/kb/articles/FAQ/Using-isplcln-exe-to-delete-old-files-in-spool-1307739576797
http://www.imailserver.com/support/utilities/

the IMail install directory. In Windows 2003, you will create this in Scheduled Tasks, in Windows 2008;
you will use the Task Scheduler as shown below.

Click Start: Administrative Tools: Task Scheduler. When the Task Scheduler window opens, right mouse
click on Task Scheduler Library and select New Folder.

@ Task scheduler
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Name the new folder IMail and click ok. Select the IMail folder and then click Create Basic Task
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Enter a Name and description then click next.

A minimum export sequence would be once a week, unless you wish to do it daily, then click next.

51
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< Back | Next = I Cancel |

Then select a day and time to launch the configuration export, then next.
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Select the Action of “Start a program” and click next. Click browse, then browse to the directory where

IMail is installed to and select the IMailConfigExport.exe. In the example, the IMail install directory is
C:\IMail.

(Create Basic Task Wizard x|
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Finish
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There is an option for adding arguments. The ImailConfigExport.exe has one argument that can be
added, which is the path where you want the export file to be created if it will be different from the

IMail install directory. This path must exist because the utility will not create this directory. Click next to
proceed to the next page.



Review the entries, check “Open the Properties dialog for this task when | click Finish”, then click finish.
x
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On the properties page, select “Run whether user is logged in or not” and click Ok.

1Mail Configur
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General | Triggers | Actions | Cenditions | Settings | History |

Mame: [IMail Configuration Export
Author: IPSAUG-ROCKVOS Administrator
Description:

Launches IMailCenfigExpert wtility te save off the IMail Server for backup

Security options

When running the task, use the fallowing user account:

IPSAUG-ROCKVOB\Administratar

Change User or Group...

€ Run only when user is logged on
@& Run whether user is logged on or not
™ Denetstere password. The task will enly have access to local computer reseurces.

™ Run with highest privileges

™ Hidden Configure for: | Windows Vista™ or Windows Server™ 2008 j
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Type in the user’s password and click ok in the password dialog box that opens up.

Test your set up by clicking run, then open up windows explorer and browse to the IMail install directory
to see that the ImailConfigExport.reg file was created.
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Installing Altaro Backup FS
Before continuing ensure your external hard drive or whatever device you will use for your external
storage is set up and running.

Install the program

Do you want to run this file?

Iﬂ Name: ...om\Downloads\altarobackupfssetup_betal. exe
Publisher: Altaro Ltd

Type: Application

From: ChUsers\Simon\Downloads\altarobackupfssetu...

Run | [ Cancel

| V] Always ask before opening this file

i "-] While files from the Intemet can be useful, this file type can
\g potentialy hamn your computer. Only run software from publishers
= you trust. What's the risk?

2. Next you will be presented with the welcome screen of the installer. Simply click [Next].

~»LTARO

Welcome to the Altaro Backup FS Setup
Wizard

The Setup Wizard will install Altaro Backup FS on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard.

Cancel |




3. You will now see the End User License Agreement into which you will enter with Altaro Ltd.
Please read through the agreement and check the “I Accept...” checkbox. Once you have agreed
to the terms and conditions in the EULA you can press [NEXT].

. ! i ]

| —
End-User License Agreement f
Please read the following license agreement carefully ‘
END USER LICENSE AGREEMENT -

IMPORTANT! READ CAREFULLY.
THE FOLLOWING IS A LEGALLY BINDING AGREEMENT.

BEFORE YOU CHOOSE THE "I AGCEPT" BUTTOM AT THE BOTTOM OF THIS
WINDOW, CAREFULLY READ EACH PROVISION OF THIS AGREEMENT. BY
CLICKING OMN THE "I ACCEPT" BUTTON YOU WARRANT AND REPRESENT
THAT:

¥ I accept the terms in the License Agreement

4. At this point you will be prompted for the Destination Folder of the installation. In most normal
cases you should leave the installation path as default. Backup FS will be installed within your
program files folder.

Destination Folder ’
Click Mext to install to the default folder or dick Change to choose another, &

Install Altaro Backup FS to:

]C: \Program Files\Altaro\altaro Backup F3Y

Change...

Back | Next | Cancel




5. Nextyou

will see a screen asking you for conf

Ready to install Altaro Backup FS

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

irmation to install. Please press [Install].

aro B

Back ] Install ] Cancel |

6. At this point the installation will begin. You will be presented with a progress bar updating you
with the progress of the installation. Installation should only take a few seconds. Please note
that if you have UAC enabled on the Server then a UAC prompt may be displayed. Please click
allow for the installation to complete. UAC is required for the following reasons:

a. Files are being copied to the Program Files Folder.

b. Entries are being made in the registry.

c. A Windows Service is being installed.

Installing Altaro Backup FS

Please wait while the Setup Wizard installs Altaro Backup FS.

Status:

e=n]




7. Once the installation is done you will be presented with the successful installation
screen. A checkbox is also present to and checked by default indicating whether the

Backup FS Setup Wizard should be launched automatically.
ro Bac (>

Altaro Backup FS has been
installed successfully

Click the Finish button to exit the Setup Wizard and dick on
the desktop icon to begin,

W Launch Altaro Backup FS

BackupFS

8. After the installation process completes, Altaro Backup FS will launch automatically if
you click the “Launch” checkbox in the last screen of the Installation Wizard. Otherwise
click “Start” and launch Altaro Backup FS from the Program Menu shortcut.

9. Altaro Backup FS will then launch the Setup Wizard to help you through the

configuration of your backup plan. The Wizard may take a few seconds to launch, during
which you will see this window:

[ Altaro Backup FS Setup Wizard =)
~LTAROBackupFS first run

Welcome to the Altaro Backup FS Setup Wizard...

=] @ Backup a File Server for the first time
Choose which folders you would like to backup

— (Click here to create 3 new Backup Plan.

e N
B -
|  © Restore an existing backup to new File Server
| Choose the backup drive where your backup is stored
. (Click to restore vour Backup Plan..)

[] Help us improve Altaro Backup FS by sending usage and eror reports.
By automatically sen o

il be helping us to improve
ble. Personal information wil never be:
ou have any questions

Altaro Backup FS ai
collected. Contact L

bugs as g
support@akaro cor

Back Next Cancel

'i'his will be a fresh backup plan so select the first optioﬁ, “Backup a File Server for the first
time” as shown above.



10. The next screen in the wizard shows you a summary of the three steps that need to be
performed. These three steps involve choosing the data to back up, choosing a backup

destination and finally reviewing and firing up the backup plan:
[8] Altaro Backup FS Setup Wizard = B [ |

~LTAROBadkupFS first run

Welcome to the Altaro Backup FS Setup Wizard...

N (4\
| (1, Step 1-
7 Choose which folders you would like to backup

(Click here to get started

= Step 2:

ﬁ-\/@/ Choose a backup drive where to store your backups
2]
4 Step 3:

b — Review your settings and start using Altaro Backup FS

Back Next  Cancel

Choosing what data you want to back up.

1. The next screen of the wizard shows you a split view. To the left is a tree view showing you the
folder hierarchy on the server. To the right is a panel showing the summary of your selections,
which will initially be blank:

2. The tree view to the left is a standard “My Computer” view from which you can expand the
different drives and drill down to the folders you want to back up and select the corresponding
check boxes.



3. Navigate to the folder where the IMail Server is installed, check ‘IMail’ folder and uncheck the

spool folder as in the screenshot below.
—1O| ]

~ LTAROBackupFS first run

Step 1 of 3: Choose what to backup...

D I..J Perflogs :I This panel shows a summary of folders | files chosen for backup
"'D 113 erogram Fies Folder | Folder path |
E-CI Program Files (x86 1L Mai CelProgram Files (s
-0 I_J Altaro K spoo/
H- DLJ Common Files
[+ DLJ Internet Explarer
= .
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H I_j IM Server
|1} 1™ail Client Apps
Lj lists
LJ logs
H-=0 OpenLDAP
-0l B
3] L_} Users
- Lj WebDir
[ | L_} WorkgroupShare | Fie Exclusion Rules | -
[]DI_J Microsoft Silverlight K Do nct backup zny file ma
-0 LJ Microsoft. NET K Do nat > any file
f-O 1L MsBuid ¥ o net ) any file
-0 LJ Reference Assemblies § E‘ :: ' ::, :i
O} Uninstall Information ® I::;- r‘;-l ) r:: f.; e
-0 LJ Windows Defender LI 9 Do not ) any file matching thum .
[T Show Files & Exclude by file type... g Refresh 9 Do not ba » any file matching desktop.in LI
¥ Custom Exclude You currently have 11 exclusion rules (Click to manage them)...

Back Next Cancel

4. Click on the Custom Exclude link.

In the Exclude File(s) box add the path to your Users folder
Check the “Also apply to subfolders”

In the File Name filter box type *.~bx

Then click Exclude

Repeat to exclude *.I and *.nbx

® oo oW
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Step 1 of 3: Choose what to backup...
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-- O u Program Files ol | Eolder path |
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H
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L,_ ! Aleo apply to subfolders
X

Filename Filter

H L I‘_“bx examples: ntuser” filenametd, “bd  “TEMP®

{The wildcard * can only be used at the beginning or at the end of an exclude filter.}
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w3l | 2
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| Back Next | Cancel

5. Click on the “Next” button at the bottom right when you are done.

Selecting a backup destination

1. When you click next, Altaro Backup FS will begin scanning your server for all connected drives.
This may take a few seconds until all drives are checked. If you have mapped network drives,
this step may take a while.

2. Once the detection process is done, a list of all your drives categorized by type will be shown in
the wizard window:



£ Altaro Backip FS Setup Wicard

Step 2 of 3: Choose where to backup to...

You have chosen Backup Dove: E: (Backup Storage)
The first backup will require 1% aof the dive’s free space.

Laal Disks

o/ .; 5 (Uit o] oty o o rore hackup fokdars) 26,90 G5 Fras —
%" | &1 {gackus Searage) 931 GE Free WTFS

Bk upto et ph (UNCptk) |
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Back Mext Cancel

In this example, the E: drive is a NAS drive.

3. Choose the drive where you want to store the backups and press “Next”.

Reviewing your selections and starting the backup plan

1. The next screen in the wizard shows a summary of the selections you made in Step 1 and Step 2.
Press “Done”.

2. The following window will then appear while your backup plan is being set up. That should only
take a few seconds.

{ Altaro Backup FS Setup Wizard

[_[Ofx]

Step 3 of 3: Summary...

Bedaw! -

Backup for Power Users & Small & Mid-Sized Businesses

v Backup for File Servers
v Continuous Data Protection (CDP)
v Fast & Easy Restores

\/ Your Backup Plan has been created.
Simply press the 'Start’ button below to begin

Start

3. Once you see the message “Your Backup Plan has been created” as shown above, you may click
the “Start” button, which will immediately start your very first backup.



User Interfaces

The Quick Launch window, which is a simple window containing shortcuts to the most basic functions in
Altaro Backup FS, will appear above the Windows task bar. For details about how to use the Quick
Launch window, please see the section entitled "The Quick Launch" in the manual. However you can
close the Quick Launch window by clicking the red “X” at the top right and your backup will continue
progressing in the background. You may bring up the Quick Launch window at any time by simply
clicking once on the “Altaro Backup FS” icon in the system tray.

At this point you should see the progress of the backup at the top of the Quick Launch window:

I> Altaro Backup FS is busy...

i. ﬁ Go BackInTime™ and Restore |

;gz e
% 11:54 AM
A [P sz =

It is important to let the backup finish before changing any more settings or shutting down or rebooting
the server.
Once the backup is successful, you will see the following status at the top of the Quick Launch window:

~ LTAROBackupFS

o e,

Backup successful

{ % Your Backup
Click here 1o setup 2 2nd

lg/;} Refrash status
| § Altaro Backup FS is busy...

| ﬁ Go BackinTime™ and Restore ._

|’§T< Manage
7 11:55 AM
AR g, M

Now open the Manager Window. This can be achieved by right-clicking on the Backup FS system
tray icon and choosing [Manage...]. Below is a screenshot of the Manager immediately after the
first backup.

Drive is connected




~LTAROBadkupFS

I> Backup Now
Clicl setup a 2nd Backup Dnve...
@ Go BackinTime™ and Restore @ L G; = < | 8 1 new change, next backup in 4 mins.

f % Your Backup Drive is connected v Last Backup Todayat 11:55

Dashboard Backup Drive Status Total Backup Size / Day | All Folders ~ | Totsl Backup Size / Day ~
- 410MB
T2} Reports Backup 405MB ®
1GB = 0.39GB 400MB
f Advanced Settings . 395MB
f \ 90ME e o © © © © o o
5
@ Email Notifications I-_ Free ! BBfMS
\ Space: 3BOMB 1 gy
39.5GB 4 375MB T T T T
SEET T DAL —~— P U S T I )
O M S L P S A

Backup Folders

Folder Name

* LatestBackups | Changed Files Since LastBackup | Emrors Since Last Backup |

Folders w Today at 11:55: No changes.
w" Today at 11:53: Backed up a total of 15.91 MB for included / excluded folders and 14 changes.
w26 July 2011 at 12:00: Backed up a total of 679.31 KB for 4 changes.

(] wai

To view (or restore) your backups click on the ‘Go BackinTime and Restore’ option — as in the red arrow
in the screenshot above. Once that is done the Altaro Backup FS BackinTime browser will open up.

The BackIinTime browser will list the main folders that are being backed up. In the screenshot below you
can see the IMail ‘Users’ folder that is currently being backed up.

|( AtoroBacwpPs
~LTAROBackupFS

|> Backup Now .‘ﬁﬂ Your Backup Drive is connected v Last Backup Teday at 12.00
Sy <

% Manage = < 194 . N e ok

Choose the folder that you wish to restore from...

1 Send Feedback.. || Orline Help 20110

Double click on the ‘Users’ folder to see the list of mailboxes being backed up.

Use the BackinTime browser in a similar fashion to Windows Explorer.



Click a folder to view the files and sub folders that are being backed up. Find the file / folder that you
would like to restore.

Using the Timeline on the right of the BackinTime browser find the version required by expanding a date
group and then selecting the actual time. Find the version that you would like to restore and click it.

To restore the file / folder click the Restore File or Restore Folder button on the left of the screen or by
right-clicking on a thumbnail and choosing ‘Restore...". You will be presented with a Restore dialog which
will allow you to choose where to restore to.

wap £5

.TAROBackupFS

Altaro Backup S has tken you back i fme
Today - 12:00 26 Jul 2011 - 11:00

[ @ | [vews »  Soowlies /folders exchuded rom ynr Backuy _ % @ [Tvem = P Swwies foiden excted im your Backap
IS e T

Please note, more configuration options can be found in the Altaro Backup FS manual.
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