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Mouse over the Domain tab. The default mail domain (or most recently selected mail domain) appears in 
the Domain tab list. If you want to change to another mail domain, click Manage Domains. 

4 Click the mail domain that you set up as the primary host (for example, 
mail.domain.com). The Domain Properties page opens. Check the following: 
 Domain Name (Official Host Name or OHN). Make sure this name matches the 

host name for the computer upon which you installed IMail Server. 

 Domain Alias(es) (Host Aliases). If you want users on the primary host to get 
messages addressed to the domain name, create an alias for the host.  

 Note: For more information about configuring the Mail Domain Configuration see the 
IMail Administrator Help. 

 

Upgrading the LDAP Database 
IMail 8.1 and later use the OpenLDAP implementation. If you have an existing LDAP 
database with information that you want to retain after the upgrade, take the following 
precautions. Otherwise, your existing LDAP information will be deleted. 

 Backup your LDAP database before upgrading. To access the LDAP database, 
enter the location of the directory where the OpenLDAP files are located. By default, 
the installation path for IMail is C:\Program Files\Ipswitch\IMail\OpenLDAP. The 
following folders are located under the ...\OpenLDAP folder: 
 bin. Folder where all OpenLDAP binaries are stored. 

 Openldap-data. Folder where all folders with domain specific databases are 
stored. Each folder is named after each existing domain. 
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 schema. Folder where all OpenLDAP schema files are stored. Schema files are 
text files that determine the properties of each object. 

 Share\ucdata. Contains supporting data files for the LDAP server. These files 
should not be modified. 

 Clear the Access LDAP Attributes option before upgrading. To access this option 
in IMail Administrator, mouse over the Domains tab, click User Administration, 
then in the left navigation bar click Standard User Settings. The Standard User 
Settings page opens. Click to clear the Access LDAP Attributes option before 
upgrading. 

 Warning: If you click No and install anyway, be advised that IMail Server may not 
function correctly. 

 
 

Upgrading 
This section is for users who are upgrading from a previous version of IMail Server. 
IMail Server is automatically installed in the same directory where you had the previous 
version or evaluation version. This directory should not be changed, moved, or 
renamed. 

1 Back up the registry key, HKEY_LOCAL_MACHINE\Software\Ipswitch\IMail  
(Start > Run > enter regedit locate this key and select Export Registry File from 
the Registry menu.) 

2 Follow the same instructions used for new installations. 

 Note: Make sure that you stop all IMail services and close the IMail Administrator 
interface before upgrading. 

 

 
 

Upgrading Using External Databases 
When re-installing IMail Server over an earlier version, in which one or more hosts use 
an external user database, new columns must be added to the database tables. This is 
due to additional user-level data that must be stored for use with the Web Calendaring 
features. The new columns must be added to the user table for each IMail Server host 
that uses an external database. 

If you are using Active Directory (AD) as your user database, it is strongly 
recommended that you use the Active Directory option on the configuration screen. This 
new option provides much better support for AD, provides for better security on your 
Web server, and offers greatly improved performance. 
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During the install, IMail Server determines whether your system currently uses an 
external database. If the answer is yes, then a dialog provides the following three 
options: 

 Click Yes to have this install program automatically add the columns to all external 
database tables used to store IMail Server user settings. 

 Click No to continue installation without updating the tables. 
 Click Cancel if you want to manually add the necessary columns. The required 

columns can be found in the release notes. You will need to restart this install 
program when ready. 

 Warning: If you click No and install anyway, be advised that IMail Server may not 
function properly. 

If a custom ODBC driver was used with a previous version of IMail Server, the driver 
must be modified to use the new columns. Source code for the basic ODBCUser.dll 
driver (tailored for SQL Server and Access) can be downloaded from the IMail Support 
Center at: 
ftp://ftp.ipswitch.com/Ipswitch/Product_Support/IMail/odbcuser.dll ftp://ftp.ipswitch.com/I
pswitch/Product_Support/IMail/odbcuser.dll 

 

Remove Programs applet in the Windows 

rvices. 

AL_MACHINE\Software\Ipswitch\IMail (but the Ipswitch key is not 

ou have not added users (and root never gets mail), 
the Users directory is removed. 

 

Uninstalling IMail Server 
To remove IMail Server, use the Add/
Control Panel. The following occurs: 

 IMail services are removed from the Control Panel Se
 Everything is deleted in the Windows registry under  

HKEY_LOC
removed). 

 Directories and files created by the setup.exe are removed if nothing has been 
added to them. For instance, if y

 tory or Note: Removing IMail Server as described above does not delete the IMail direc
the subdirectories and files it contains. To remove these, you must delete them 
manually. 
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CHAPTER 5 

Using IMail Anti-virus 
Please select the Anti-virus solution that you will be installing on your system. 

In This Chapter 
IMail Anti-virus powered by BitDefender ................................. 37 

IMail Anti-virus powered by Symantec .................................... 38 
 
 

IMail Anti-virus powered by BitDefender 
IMail Anti-virus powered by BitDefender® is equipped with cutting-edge proactive 
B-HAVE technology that represents the last minute alternative for advanced protection 
against malware. B-HAVE relies on a dynamic heuristic scanner especially engineered 
and designed to improve and enhance the current security technology, while also 
overcoming the architectural limitations inherent in many other dynamic solutions.  

B-HAVE creates a virtual, isolated and self-contained computer, mimicking your system 
configuration. This environment represents the ideal location for applications’ and files’ 
threats investigation, because it ensures your computer is exposed to absolutely zero 
risk. 

Bitdefender® is one of the most comprehensive virus scanners available, and with its 
integration into IMail Server, you can be sure that your mail server will not be 
compromised. IMail Anti-virus powered by BitDefender® works with IMail Server to find 
and repair infected messages before they get to your mail customers. IMail Anti-virus 
powered by BitDefender® searches all incoming and outgoing mail for viruses, worms, 
trojan horses, and other destructive code. It does this by comparing all mail messages 
with a list of known virus definitions. 

If IMail Anti-virus powered by BitDefender® for IMail Server detects a virus, it can 
attempt to repair the infected file, delete the message, or bounce the message back to 
the sender. 

 

 
 

IMail AV BitDefender Administration 
You can administer BitDefender® Anti-virus configurations through the IMail 
Administrator at Antivirus > General Settings.  
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IMail Administration has improved user interface functionality, along with new 
automated virus definition updates. Queue Manager has been enhanced to handle all 
virus definition updates without requiring service restarts. By default, the automatic 
updates are set to run every 4 hours. The Last Updated date will reflect the last date 
and time a virus definition was made. 

Use this page to enable virus scanning; set actions on infected files, and redirect and 
alert e-mail addresses. For more information, see the IMail Administrator Help. 

 

 
 

IMail Anti-virus powered by Symantec 
IMail Anti-virus powered by Symantec™ 
IMail Anti-virus powered by Symantec™ integrates Symantec's Scan Engine 
technology, with your IMail Server software. Symantec™ Scan Engine is a TCP/IP 
server and programming interface that enables Ipswitch, Inc. to incorporate support for 
Symantec™ content scanning technologies into their proprietary applications. The Scan 
Engine integrates proprietary and patented URL filtering scanners, and industry-leading 
anti-virus technology for fast, scalable, and reliable content scanning services to help 
organizations protect against viruses, spyware, and other malware threats. 

The IMail Anti-virus powered by Symantec™ server checks all incoming and outgoing 
mail for viruses, worms, trojan horses, and other destructive code. Live Update provides 
continuous updates to combat the latest viruses.  
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The anti-virus scan checks each message, isolates infected files, and reports the 
results. If a virus is detected, the anti-virus software can attempt to repair the infected 
file. It can also redirect, delete or bounce a message. A log file entry is generated and 
an alert can be sent to the administrator's mailbox.  

nd administration settings through 
Symantec™ Anti-virus Scan Engine Web Administrator. You can access the Scan 

tered in the Proxy Server IP Address 
on the Anti-virus Settings page followed by :8004 (the default port for the Scan Engine 

. The Symantec™ Anti-virus Scan Engine Administration page 
appears. 

 

IMail AV Symantec Administration 
ou can administer IMail Anti-virus configurations from: 

Symantec Scan Engine Web Administrator 

You can access Symantec’s Scan Engine protocols a

Engine Web Administrator at the IP address en

Web Administrator).  

For example:  
http://123.100.100.80:8004. The default password for the Scan Engine Web 
Administrator is admin

 

 

Y
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 IMail Administrator. Click the IMail Administrator Antivirus menu tab. The 
Antivirus Settings page opens. 

 

Use this page to enable virus scanning; set actions on infected files; configure the 
Anti-virus server IP address, port, and redirect and alert e-mail addresses. For more 
information, see the IMail Administrator Help. 

 

Symantec Scan Engine Web Administrator 
You can access Symantec’s Scan Engine protocols and administration settings through 
Symantec Antivirus Scan Engine Web Administrator. You can access the Scan Engine 
Web Administrator at the IP address entered in the Proxy Server IP Address on the 
Antivirus Settings page followed by :8004 (the default port for the Scan Engine Web 
Administrator).  

For example:  
http://123.100.100.80:8004. The default password for the Scan Engine Web 
Administrator is admin. The Symantec Antivirus Scan Engine Administration page 
appears.  

What's New with Scan Engine 5.2 
 Improved performance through changes to default tuning parameters. 
 New Java and .NET API’s (in addition to current C++) 
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 Rapid release anti-virus definition support 
 Resource consumption reporting including details on: 

 Running threads 

 Scan statistics 

 Number of processors in use by scan engine 

 Log file size and available disk space 

Previous Scan Engine changes: 

 Scanning now uses ICAP mode on port 1344 rather than Native mode on Port 7777. 
 Scan Engine admin now requires SSL on port 8004. 
 The admin no longer uses a username. Only a password is required. If the 

password is not set during installation then access is not restricted. 

New ScanEngine 
You can customize a number of Antivirus settings in the Symantec Antivirus Scan 
Engine Web Administrator such as: 

 HTTP bind address for the IMail Antivirus Server 

 HTTP port number that the IMail Antivirus Server runs on 

 Scan Engine Web Administrator password 

 Type of information to log 

 For more information, click Help in the Symantec Antivirus Scan Engine Web 
Administrator. 
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CHAPTER 6 

Using IMail Antispam 
In This Chapter 
About IMail Antispam ............................................................... 43 

What You Can Do with the Antispam Features ....................... 46 

Accessing the Antispam Features ........................................... 47 

Forwarding Spam to CommTouch ........................................... 49 
 
 

About IMail Antispam 
IMail Premium includes Premium Antispam technology by Commtouch.  

 Commtouch Advanced Security Daemon (a.k.a. ctasd™) is a plug-and-play 
email-borne spam and malware outbreak detection daemon that combines your 
current core messaging network infrastructure with advanced detection and 
classification capabilities. The daemon adds a layer of e-mail filtering to your mail 
delivery system in order to provide real-time classification, already in the first 
minutes after a new outbreak is launched. 

 The Commtouch GlobalView Mail Reputation daemon (ctIPd™) is an embedded 
reputation engine with a small footprint. It is responsible for maintaining 
communication with the Commtouch Datacenter. ctIPd delivers reputation data to 
messaging, security and networking devices, providing an added layer of protection 
while saving valuable resources by enabling the messaging network to analyze and 
process requests before message reach the network. These querying devices post 
queries to ctIPd over HTTP, UDP, or RBL/RBL+ protocol requesting reputation data 
on source IP addresses attempting to establish SMTP sessions for sending 
messages to recipients.  

All members of the IMail product family also include standard antispam features. The 
antispam features are custom configured by the administrator to identify spam and 
prevent it from clogging your inbox. Mail messages are passed through several layers of 
filters and tests to assure that maximum spam detection is achieved. 

The Premium Spam Filter performance can be improved when users forward spam 
e-mail to Commtouch (on page 49). Commtouchs' editors review the spam submission 
and add spam signature information to it; then the signature is published to the global 
database to help other users eliminate spam.  
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After installing you can access the Antispam settings by clicking the Antispam tab in 
IMail Administrator. The Domain Level Spam Filter page appears.  
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To access the Premium Antispam settings(available only with IMail Premium), click the 
Premium Filter link. 
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To access Premium Antispam Service settings go to Services > Antispam. 

 
 
 

What You Can Do with the Antispam Features 
 Create a White List (trusted addresses) of e-mail addresses, domains, and subnet 

masks that bypass content filtering. 
 Use Connection Filtering to compare e-mail messages against configurable DNS 

black lists to determine if they are from IP addresses that are known to send spam. 
 Enable verification checks (connection filtering) to verify the "Mail FROM" address, 

HELO/EHLO domain information, and perform a reverse DNS lookup on incoming 
e-mail messages. 

 Use the Sender Policy Framework (SPF) feature to increase the ability to stop 
incoming e-mail from forged e-mail addresses (spoofed e-mail). 

 Use the Premium Antispam filter (available only with IMail Premium) to 
automatically manage spam protection with Commtouch Advanced Security 
Daemon (ctasd™) antispam technology. Premium Antispam filter settings are 
applied to incoming mail before Standard Antispam filter settings. 
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 Use Phrase Filtering (content filtering) to configure a phrase list that searches for 
specific spam phrases within the subject and body of e-mail messages. 

 Enable Statistical Filtering (content filtering) to analyze each message and 
determine if it is spam. 

 Enable HTML Feature Filtering to search messages for HTML tags that could be 
used to disguise spam. 

 Create a URL Domain Black List that searches for domain names (URLs) 
contained within HREF and IMG SRC HTML tags and in plain text messages. 

 Enable Broken MIME Header filtering to treat e-mails with malformed MIME 
headers as spam. 

 Configure delivery Rules to trap messages based on spam X-Headers that are 
inserted when a mail message fails a spam test. 

 

Accessing the Antispam Features 
The Antispam options are accessed from two levels; the server level and domain level: 

 Server level settings. Mouse over the System menu tab, then click DNS Black 
Lists. The DNS Black Lists page opens. 
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Use this page to configure and enable all black lists at the server level. All black lists 
must be configured and enabled at the server level before an IMail e-mail domain 
can use them. This lets a system administrator decide which black lists to allow an 
e-mail domain to use. Only black lists that are enabled on the DNS Black Lists page 
are available for use in domain (host) level configurations. 

Use DNS Black Lists Options to add, edit and delete server black lists. All black lists 
that are currently configured for the server are displayed in the DNS black list. For 
more information, see the IMail Administrator Help. 

 Domain level settings. Click the IMail Administrator Antispam menu tab. The 
Antispam Settings page opens. 
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Use the Domain Level Antispam settings to enable, change, and disable various 
antispam filters for the selected domain: 

 Premium Filter (available only with IMail Premium). Provides fully automated spam 
protection in addition to the standard antispam filter included in IMail Server. For 
more information, see Forwarding Spam to Commtouch 
(http://kb.imailserver.com/cgi-bin/imail.cfg/php/enduser/std_adp.php?p_faqid=269). 

 Statistical Filter. Examines each word in the body of an e-mail message to 
determine if the e-mail is spam. 

 Phrase Filter. Searches for spam phrases within the body of e-mail messages and 
identifies the messages that are spam. 

 HTML Features Filter. Searches HTML features in messages that are subject to 
spam. Sets how many HTML features must be present in an .htm file in order for a 
message to be identified as spam and the spam action to take. 

 URL Domain Black List. Searches for domain names that appear as URL links in 
messages, and lets you set the action to take on such messages. 

 Broken MIME Headers. Uses the Broken MIME Header Filter to identify MIME 
Header characteristics that result in SPAM e-mail. 

 Note: Enable content filtering for authenticated users is an option on the that can 
be selected at the domain level.  

 SPF (Sender Policy Framework). Enables stronger authentication of e-mail 
senders using Sender Policy Framework (an extension to the DNS system). 
Provides administrators increased capability to stop incoming e-mail from forged 
(spoofed) e-mail addresses. 

 Connection Checks. Verifies that the party connecting to your server is not part of 
a black list. 
For more information, see the IMail Administrator Help. 

 
 

Forwarding Spam to CommTouch 
The Premium Spam Filter performance can be improved when users forward spam 
e-mail to Ipswitch. Ipswitch provides the spam mail to Commtouch Advanced Security 
Daemon (ctasd™) editors to review the spam submission and add spam signature 
information to it. Then the signature is published to the global database to help other 
users eliminate spam. For maximum protection, this global database is updated on your 
IMail Server every few minutes. 

Reporting e-mail that is spam to CommTouch: 
1 Obtain the message as it was originally received. 
2 Send the message as an attachment to  reportfn@blockspam.biz 

(mailto:reportfn@blockspam.biz) with the following subject line:  
[FN Report][Messaging Architects][Date] 
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 Note: Only the Date tag should be modified. Example: [FN 
Report][Ipswitch][mm/dd/yyyy]  

Reporting False Positives (Legitimate mail flagged as spam) 
1 Submissions must contain the Commtouch "RefID" from the header of the 

message. You can forward the original message as an attachment ("RefID" 
header line included) or retrieve the "RefID" and put it in the body of your 
submission. It is ok to send more than one "RefID" per message.  
Header line example:  
X-CTCH-RefID: str=0001.0A010208.492285A9.0064,ss=4,pt=62280,fgs=12 

2. Send the message to reportfp@blockspam.biz (mailto:reportfp@blockspam.biz) 
with the following subject line:  

[FP Report][Ipswitch][Date] 

 Note: Only the Date tag should be modified. Ex: [FP Report][Ipswitch][mm/dd/yyyy]  

 Important: This process is only intended for messages that were improperly flagged by 
Commtouch Premium Antispam. If the message was flagged by other IMail spam filters 
you must manually adjust the filter to prevent further false positives. 
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CHAPTER 7 

Mail Servers and the DNS 
In This Chapter 
What is DNS? .......................................................................... 51 

How a Mail Server Uses DNS ................................................. 52 

Setting Up Mail Server Records in the DNS ............................ 53 
 
 

What is DNS? 
DNS (Domain Name Service) is the mechanism by which a program running on your 
host computer can locate the address of other hosts on the Internet, and by which other 
hosts on the Internet can locate you. The DNS essentially provides a map of the 
structure of the Internet.    

Organizations must register a domain name with the InterNIC and obtain addresses to 
use for the hosts in their domain. For example, ipswitch.com is a registered domain 
name, and some addresses assigned to ipswitch.com are 156.21.50.1 through 
156.21.50.255. For information about registering a domain name, see the InterNIC’s 
Web site at http://www.internic.net. 

All hosts on the Internet must have a host name and an IP (Internet Protocol) address. 
You can give a host any host name you want, as long as it is unique within your domain. 
For example, some host names and addresses in the ipswitch.com network are: 

test1.ipswitch.com  156.21.50.1 

test2.ipswitch.com  156.21.50.2 

test3.ipswitch.com  156.21.50.3 

DNS servers provide the mapping of host names to their addresses. The DNS server for 
ipswitch.com lists each Ipswitch host and its corresponding address. Thus, any host 
outside of ipswitch.com can query the DNS server for ipswitch.com to find the address 
of a particular host. Once it has the address, the requesting application can 
communicate directly with the host. Note that querying a DNS server is also called a 
“DNS lookup” or a “lookup.” 

When a host outside ipswitch.com wants to send mail to a user on the ipswitch.com 
network, it queries the DNS server for ipswitch.com to find the mail server for users on 
ipswitch.com. The host can then send mail to the mail server, which will deliver it to the 
appropriate user. 
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How a Mail Server Uses DNS 
All SMTP mail servers that communicate with other Internet hosts use a DNS server to 
look up mail addresses. The basic communications between a mail server and a DNS 
server work as follows for incoming mail and outgoing mail. 

Incoming Mail: 

To illustrate how a DNS server is used to look up mail addresses, we use the example 
of what happens when a user on another Internet host sends mail to a user on your 
IMail Server host (for example to fred@domain.com). 

1 A user sends mail to your user, fred@domain.com. 
2 The sending mail server asks the DNS server on the domain.com network for the 

host name of the mail server. The MX (Mail eXchanger) record in DNS identifies 
the Host Name of the mail server. 

3 The DNS server for domain.com returns the value of the MX record, which is the 
host name of the mail server, in this case, mail.domain.com. 

4 The sending mail server now asks the DNS server on the domain.com network for 
the address of the mail server host (mail.domain.com). The A record in DNS maps 
the host name to an IP address. 

5 The DNS server for domain.com returns the value of the A record for the mail 
server host (mail.domain.com), which is the IP address (156.50.1.5). 

6 The sending mail server connects to the receiving mail server’s IP address and 
sends the mail. 

Outgoing Mail: 

When one of your IMail Server users sends mail to a user on another Internet host (for 
example, to sam@widgets.com), the same process occurs, except that it is your mail 
server that does the lookups for MX and A records on the DNS server for the 
widgets.com network. 

Reverse Lookups 

Note that some mail servers, upon receiving mail, will do a “reverse lookup” on the 
address to make sure it is valid. This is done in an attempt to thwart bulk mailers who 
may be illegally using someone else’s mail server to relay mail. A PTR record attempts 
to verify that the inbound e-mail is originating from a mail server and not a workstation. 
To do a reverse lookup, the receiving mail server asks the DNS server on the sending 
mail server’s network to confirm that the IP address of the sending server matches the 
host name of the sending server. 

Reverse lookups are enabled in DNS by creating a PTR record for the mail host. The 
PTR record maps an IP address to a host name. 
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Setting Up Mail Server Records in the DNS 
To set up your mail server in the DNS, you must create the records that other mail 
servers use to find and connect to your mail server. Making these entries requires that 
you first have: 

 A registered Internet domain name for your local network (for example, 
domain.com). 

 A DNS server for your local network. 
 

Configuring Your Local Network DNS server 
Before your mail server can communicate with other mail hosts, you must configure the 
DNS server to recognize your mail server. Without a functional and correctly set DNS, 
IMail Server cannot deliver mail, except to domains that are within IMail Server. 

For each mail host on your network, you must make the following entries in your DNS: 

 An MX record for the mail domain (for example, domain.com). The MX record 
identifies the host name of the mail host. Note that mail hosts (virtual hosts) that do 
not have an IP address require only an MX record. 

 An A record for the host name of the mail host. The A record maps a host name to 
an IP address. 

 A PTR record for the IP address of the mail host. The PTR record maps an IP 
address to the host name and is used for reverse lookups. 

 An SPF record lets other e-mail servers use SPF filtering (if the feature is available 
on the mail server) to protect against incoming e-mail from forged (spoofed) e-mail 
addresses that may be associated with your mail server. As SPF records are 
implemented more widely, SPF filtering will become more effective at identifying 
spoofed e-mail messages. For more information about SPF records, see the IMail 
Administrator Help. 

Since there are DNS servers from many vendors available, we cannot describe how to 
create the records for your specific DNS server. Instead, we show an example using a 
basic configuration for a single mail host. 
 

Example of a Basic Configuration 
In this example, we use a DNS lookup tool to query the DNS server and show the 
responses. You can use the Windows NT command line program, NSLOOKUP, to 
query a DNS server. If you are not familiar with this tool, we suggest the Ipswitch 
WS_Ping ProPack application, available as a demo at 
http://www.ipswitch.com/_download/main.asp?product=WP-0000 http://www.ipswitch.co
m/_download/main.asp?product=WP-0000, which provides a graphical interface for 
querying a DNS server. Use the Lookup tool in WS_Ping ProPack. 

To describe the DNS entries for a mail server, we use examples from a typical small 

 card (NIC) installed. 

network and start with the following assumptions: 

 You have one computer with a network interface
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 You have set the IP address for this computer to a valid address within your range 

lid in your domain. In the 

ver to act as a backup if your mail server is 

s to the host name of the 

 

addressed to user@domain.com. 

 the mail host 

.com 

nd cecil.domain.com are both mail hosts for the 
er 

 

mail server works, see “Setting Up IMail Server as 

 The sending mail server 

 

.domain.com 

omain.com, we get: 

g mail server can now 
d to 

 

of addresses. In the example, we will use 156.21.50.5. 
 You have assigned this computer a host name that is va

example, we will use mail.domain.com. 
 You have designated another SMTP ser

down. In the example, we will use cecil.domain.com. 

You must set up the following records for the computer: 

 An MX record for the domain domain.com that point
computer running IMail (mail.domain.com). 

 An A record for mail.domain.com 
 A PTR record for mail.domain.com

E-mail for the users on this mail host is 

First, we do an MX lookup (just as a sending mail server would do) to find
for the domain.com network. To simulate this, in the WS_Ping ProPack’s Lookup tool, 
we enter domain.com in the Name/Address box and MX as the Query Type, which 
returns the following: 

  domain

This shows that mail.domain.com a
domain.com network. The cecil.domain.com host is a backup mail server. The numb
indicates the priority of the mail host — it tells the sending mail server which mail host to
try first. The lower the number, the higher the priority. In our case, mail.domain.com is 
the one we want other mail servers to use first; cecil.domain.com is used only if 
mail.domain.com is down. 

For information about how a backup 
a Backup Mail Spooler” in the IMail Administrator Help. 

Only a host name is returned in response to an MX query.
needs the IP address of this host name so it can connect to the mail host. The sending 
mail server performs another DNS lookup to get the IP address (defined in the A record)
of highest priority mail host. To simulate this, in the Lookup tool, we enter 
mail.domain.com in the Name/Address box and A as the Query Type, which returns 
the following: 

  mail

If we query the A record for cecil.d

  cecil.domain.com 

With the IP address for the mail.domain.com host, the sendin
connect to that host and deliver the mail. If the attempt is successful, there is no nee
go any further. However, if the mail.domain.com host is down, the connection attempt 
fails and the sending mail server will have to try the next highest priority MX record, in 
this case, cecil.domain.com. 
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y the DNS server for the network in our example (for 
e), you would see entries like the following: 

cecil.domain.com.  IN A  156.21.50.100 

.domain.com.   IN A  156.21.50.5 

 

st = mail.domain.com 

 

 host = cecil.domain.com 

Other Configurations
multiple mail hosts on your IMail Server, you will need an MX, A, and PTR 

 information, see "Setting Up DNS for Multiple Mail Hosts 

Sample DNS Records 
If we use a DNS lookup tool to quer
all information, in verbose mod

domain.com.  IN MX   50 cecil.domain.com. 

 IN MX   10 mail.domain.com 

 

mail

5.50.21.156.in-addr.arpa.,type = PTR 

 ho

5.100.21.156.in-addr.arpa.,type = PTR

 

 
If you have 
record for each host. For more
(on page 10)". 
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