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Quick Start Guide

Quick Start Guide

This guide is intended to provide you with the minimum steps necessary to deploy Ipswitch Failover components
within your environment for High Availability purposes. Detailed information about the complete deployment

process, configuration, and use of Ipswitch Failover for Disaster Recovery can be found in the Ipswitch Failover
Installation Guide and Administrator's Guide.

Introduction

Ipswitch Failover provides a flexible solution that can be adapted to meet most business requirements for
deployment and management of critical business systems. Capitalizing on VMware vCenter Server's ability to
manage virtual infrastructure assets combined with Ipswitch's application-aware continuous availability technology,
Ipswitch Failover brings a best in class solution for protecting critical business systems.

Ipswitch Failover consists of the Ipswitch Failover Management Service that is used to deploy and manage the
Ipswitch Failover nodes of the Ipswitch Failover cluster. Ipswitch Failover provides for application aware
continuous availability used for protecting critical business systems. The Ipswitch Failover Management Service
can be installed on the same system as vCenter Server or another Windows server with access to a remote instance
of vCenter Server and is accessible via common web browsers.

Using the Ipswitch Failover Management Service User Interface, users can deploy and manage Ipswitch Failover
with the ability to view Ipswitch Failover component status and perform most routine Ipswitch Failover operations
from a single pane of glass.

Environmental Prerequisites
Ipswitch Failover supports the following environments listed below.

Supported Environments
» Ipswitch Failover is supported on the following versions of Windows Server

- Windows Server 2008 R2 x64 Standard/Enterprise//Datacenter
- Windows Server 2012 x64 Standard/Enterprise/Datacenter
- Windows Server 2012 R2 x64 Standard/Enterprise/Datacenter

Unsupported Environments
» Ipswitch Failover is not supported across the following:

- Aserver where Ipswitch Failover Management Service is already running
- On aserver deployed as a Domain Controller

- Onaserver deployed as a Global Catalog

- On aserver deployed as a Domain Name Service (DNS)

- Onan IA-64 Itanium Platform

4 Ipswitch, Inc.



Quick Start Guide

Pre-Install Requirements

Prior to installing Ipswitch Failover, the following requirements must be met and are in addition to those required
for installed applications.

Note: Microsoft™ .Net Framework 4 must be installed prior to the Failover Management Service installation.
If .Net Framework 4 is not installed, EMS Installation will not proceed and you will be prevented from installing
Failover Management Service.

For Ipswitch Failover Management Service:

» vCenter Server 5.1 or later running on Windows Server 2008 R2 or later

Note: Ipswitch recommends that you open a command window with elevated permissions and launch the
| pswi tch-Fail over-[n]-[n]-[nnnnn]-x64. nsi file from within the command window.

For Ipswitch Failover on the Primary node:

Note: When deploying the Primary server, use a built-in local administrator account to successfully deploy
the Primary server.

« Verify no other critical business applications are installed on the server.

«  Verify that there is a minimum of 2GB of available RAM in addition to any other memory requirements for
the Operating System or installed applications.

« Verify that a minimum 2GB of free disk space is available on the installation drive for Ipswitch Failover.

* Ata minimum, the File Server role must be enabled.

« Verify that all services to be protected are running or set to Automatic prior to installation.

« Register this connection's address in DNS must be disabled on all NICs on the target server.

* VVMware Tools must be installed on the Primary node prior to deployment when the Secondary node is virtual.

» File and Printer Sharing must be enabled on the Primary target server prior to deployment and allowed to
communicate through any firewalls.

Firewall Configuration Requirements

When using Windows Firewalls, Ipswitch Failover service can automatically configure Windows firewall rules
to open ports required for successful Ipswitch Failover communications. In the event that a firewall other than
Windows Firewall is being used, see the Ipswitch Failover Installation Guide for information on configuring
Firewalls.

Note: Ensure that File and Print Server communications are allowed through any configured firewalls.

Installing Ipswitch Failover

This section provides the installation procedure used to install Ipswitch Failover Management Service and deploy
Ipswitch Failover in a virtual-to-virtual (V2V) configuration for High Availability on Windows Server 2008 R2
or Windows Server 2012/R2.

Ipswitch, Inc. 5
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Install Ipswitch Failover Management Service

1. Having verified all of the environmental prerequisites are met, download the Ipswitch Failover Management
Service . msi file to an appropriate location.

Note: The Ipswitch Failover Management Service allows you to install on any server running Windows
Server 2008 R2 (64-bit) or later with local or remote connectivity to a vCenter Server.

2. While logged in as the Local built-in Administrator or Domain built-in Administrator, double-click the
| pswi tch-Fail over-[n]-[n]-[nnnnn] -x64. nsi file to initiate installation of the Failover
Management Service. The Welcome screen is displayed, click Next.

i'él' Ipswitch Failover Setup ;Iglﬂ

Welcome to the Ipswitch Failover Setup
Wizard

H

Thank you for choosing Ipswitch Failover, the leading
technology for Continuous Availability. Ipswitch Failover
provides local and remote recoverability in just seconds to
minutes.

IPSWITC

Cancel |

3. Review the End User License Agreement and select | accept the terms in the License Agreement. Click Next.
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eIEY
End-User License Agreement u
Please read the following license agreement carefully l
READ THESE TERMS OF USE CAREFULLY BEFORE 4l

PROCEEDING WITH THIS INSTALLATION.

BY CLICKING THE "I accept the terms of this agreement”
BUTTON BELOW_ YOU ARE ACCEPTING AND AGREEING
TO ABIDE BY THIS SOFTWARE LICENSE AND SUPPORT
AGREEMENT.

IF YOU ARE AGREEING TO THIS SOFTWARE LICENSE

AR CTTHITHODT ACDTTAICTRTIT MR DTITATT T A LI

¥ 1 accept the terms in the License Agreement:

Print | Back MNext Cancel |

4. The Firewall Modification screen is displayed. If using Windows Firewall, the Inbound Firewall Rules are

created automatically and no actions are necessary. Click Next.

i x|

Firewall Modification u

Windows Firewall

This install will create Inbound Firewall Rules to allow TCP on Ports 9727 and 9728,
When this product is uninstalled these Rules will be removed.

Other Firewalls

If you are using an alternative Firewall please create these rules manually.

5. The Administrator Credentials screen is displayed. Enter a Username and Password with Administrator
permissions for the server that Failover Management Service is being installed on. Click Next.

Ipswitch, Inc.
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i X
Administrator Credentials u
Enter the credentials which will be used for local initiation of remote installs. I

User Mame: (name ar name @domain)

administrator

This must be either a Local User in the Local Adminstrator group
or a Domain User in the Domain Adminstrator group

Password:

e

Back MNext Cancel |

6. The Ready to install Ipswitch Failover screen is displayed. Click Install.

eiE]
n
Ready to install Ipswitch Failover l

Clidk Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Cancel |

7. The Installing Ipswitch Failover screen is displayed. When the installation has finished installing the
appropriate components, the Completed the Ipswitch FailoverSetup Wizard screen is displayed. Click Finish.
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i':_-ﬂ( Ipswitch Failover Setup =0 =]

Completed the Ipswitch Failover Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Mow go to https:fVCENTERSVR.:9727 to begin deploying and
managing Ipswitch Failover Management Server,

IPSWITCH

Back

Zancel |

Deploy Ipswitch Failover service

1. Launch the Ipswitch Failover Management Service User Interface. Click on the L ogin button and using an
account with Administrator permissions, login to the Failover Management Service.

Iprwdch F asiover @ Logn Cont VOO2195 @

&
Getting S1arted

An adrmanisirator account

. ﬂ fof e Senver whede the
. PPl Management Server is
"‘ installed
“-“-..

Usamame
pervrs [

VTt i el b Fadcreed 7

ARed loggeng an, please femembet o conbguie the ocaton of wCenter

2. Click on the vCenter icon. The Configure Connection to VMware vCenter Server dialog is displayed.
3. Enter the URL and the credentials of an administrator account for VMware vCenter Server. Click Next.

Ipswitch, Inc. 9
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Configure Coanection to Vilbware vCenter Server

2) Readyto complete Enter the URL for the Vitware wCenter Sarver
[hwsmz? 0.0.150% |

Enter the name of an administrator account on te Vitware vCenter Sener

[agminisratongvspere local |

Enter the password for the account

| — I

VMware vCenter Server

o

Viware vCenler Sefver connection is wsed 1o create virtual Secondary Senvers from Vidware
virtual Primary Senvers.

s also used 10 create viluad Tertiary Sercers frorm Vidwang viriial Secondary Sefars,

o
L

4. The Ready to Complete dialog is displayed. Verify the information and click Finish.

Click on the Manage drop-down and select Deploy > Deploy to a Primary server to initiate the Primary

server deployment wizard. The Deploy Failover page is displayed. Either enter the DNS name or IP address
of the Primary server, or select a virtual server from the inventory.

Deploy Failover

(=) select a physical orviriual machine by DNS name of IP address
[10.0.025

2)Validating install

3) Seled public {principal) IF addresses
4) Ready to complete

(O Select avimual Maching Fom e invemony

gt} Fallover

Seled the server where Failover
will be deployed. This will become
the Primary g enver of e protecied
senver pair or trio. You will create
the stand-by Server of Servers
laber. W noinonery is Shiown,
please check Mat the location of
vCenter is coredtly configured.

Entér the narme of an adminisirator accound

[administrator

Enter the password for tha account

| — ]
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6. Enter credentials for a user that is a member of the local Administrator group on the target server and click
Next. The Validating Install page is displayed. The Failover Management Service automatically configures
Windows firewalls allowing installation to continue.

Deploy Failover

1) Seled a larget senver

2} Validating install

3) Selucd public (principal) IP addresses
4) Rieady to complele

0 100% «

Target ks compaticde: installaion can procead

[Errors (0)

‘Warnings (0)

Indi {20)

Total Physical memory size 5 0K

Available Physical mermory size is OK

Murnber of Free System Page Table Enties is above requined.

Mo reboot is pending.

DHCP is disabled, on all network cards,

“Régistid Mis conneclion’s a8dness in DNST is unchecked, on all nebwork cards
1 Metwork Adapter was defecled on this server.

Operating Systemn Microsoft Windows Server 2012 R2 Standard is supported.

Al dives have sUpponed types.

(e

G

,

7. Once the Validating Install page completes and displays that the server is a valid target, click Next. The
Select Public (Principal) IP Address page is displayed.

Deploy Failover

1) Seled a target semver
2} Valldzting install

of public (principal) IP addresses

4) Ready to complels

[ 100028 Select Public (Principal) IP Addresses

Selectwhich addresses are to be visible to clients, These

will be duplicated on HA stand-by servers.

Hyou have already allocated addresses for the channel,

o e should be unchicked.

W you have already allocated addresses dedicated to
managing this senver alone, these should be unchecked.

|

Ipswitch, Inc.
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8. Validate the Public (Principal) IP address displayed and ensure the check box is selected. Click Next. The
Ready to Complete page is displayed.

| Deploy Failover l
1) Seled a target sever |
i
| 2)validating instal Host Mame 0.0.0.25

IP A 10.0.0.25
3) Select public (principal) IP addresses LI

4) Rieady to complete

Ready to Complate
Failover will be deployed on the specfied target server.

Failower will discover applcations which it can prolect and probecled applicaions will have
hgdr Senices Setto manual to allow mem o be managed.

Mext Steps: After the Primary install has completed, you can choose to create a stand-by
VM for high-availabdity lecally, andior for disaster recowery using a host al a remole
location.

Back Finish l

9. Review the information and click Finish. The installation of the Primary server proceeds.
10. Once installation of the Primary server is complete, in the Protected Servers pane, select the Primary server.
The Summary Status page is displayed.

12 Ipswitch, Inc.
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[TT—

Ipswilch Failower &, vCenter. v %, Comverer. <. veERlMSerer v ‘m Logout  Sdvminisrmof

-Prumt:lad Sarvers
4100025 |

Summary Status

MName 10.0.0.25
Secondary Praduct Version

License Status unknigwn

Active Senver

Application State @) Unknown

clientNetwork @ Unknewn

Primary Status &y Deploying. 16% Installing Failover on targe

Drata on Primany @

Secondary Stats

Data on Secondary @

Optional

Important: For installations that include Ipswitch MOVEit Mobile or Ipswitch Analytics agent, peform the
following additional steps.

1. Add Ipswitch MOVEit Mobile service or Ipswitch Analytics agent service to the protected services.

Start the Ipswitch Failover Manager.

Right-click the Default Group and select Add Connection.
Enter 127. 0. 0. 1 or localhost.

Enter domain credentials to provide local machine access.
Navigate to Applications: Services.

Click Add and select:

o o0 o

* MIMOBILE service for Ipswitch Mobile application.
or
* |IPSWITCHANALYTICSAGENT service for Ipswitch Analytics application.

Ipswitch, Inc. 13
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it Add Service -
Name: MIMOBILE 7|
LMHOSTS s

Target State On Active: LEM

Targel State On Passive:

MOVEITDMZFTP
(] Manage Starting and 5| MOVEITDMZHELPER
MOVEITDMZSSH

Monitor State

il Mostcr MOVEITSYSSTAT

On First Failure: MPS3VC ]
On Second Failure: | Recover Service TJ
On Third Failure: | Recover Senvice TJ

L?I Cancel

The Ipswitch MOVEit Mobile service or the IPSWITCHANALYTICSAGENT Service is added under
the User Defined section.

¥ User Defined

MOVEit Mobile Running

2. Add an Inclusion file filter for the data directories for Ipswitch Mobile or Ipswitch Analytics.

a. Navigate to Data: File Filters.
b. Click Add Inclusion Filter.
Depending on the installation location, enter:

* C:\PROGRAM FILES (x86)\IPSWITCH\MOVEIT MOBILE\**
or
» C:\Program Files (x86)\Ipswitch \ANALYTICS AGENT\**
d. Click OK.

The installation directory is added under the Inclusion User Defined file filters. For example:

Replication  FilaFlars  Rolivack  TraMicOusues  WAN Compression

File Filters

Add inclusion Filter... || Aod EsxclusionFilter || Eoit. | Remove |
ilter 1
Inchusions
¥ User Defined
CAPROGRAM FILESWPSWITCHAMNALYTICS AGENT

Create a Stand-by VM for High Availability

1. Click on the Manage drop-down and select Deploy > Create a Stand-by VM for High Availability. The
Create a Stand-by VM for High Availability dialog is displayed.

14 Ipswitch, Inc.
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Creats a Stand.by VM for High Availability

1) Seded a host

2) Seledt slrage

3) Sededt channel |F asdresses

4) Provide additional nitwork setings
&) Rieady to complele

Select a datacenter and host for the virtual maching

+ [jyDatacentert
[ 192.168.1.141

Selecting a Host

A TEW VI willl B Created 10 provice
High Avallabllity.

To protedt againsl sener failure,
mis should bé 2 Separate host
from a Primkary V4,

To provide high-availability, it
Should havit a reliable, high-
[bandwidth connection with e
Primary.

nen | | | [_cancal

2. Select the Datacenter and Host where the Secondary server will be created and click Next. The Select Storage
page is displayed.

Create a Stand-by VM for High Availability

1) Select 3 hiost

2) Select siorage

3) Select channel IP addresses
4) Provide addiional network settings
5) Ready to complete

Seled a storage location for the vitual machine

Datastore Free Space (GB)
B datastoret 128,64
1 datastore BEO29
B gatasirez 12123

Selecting a Datastore

Salecl a datastore on which lo
locate the wirual maching,

To protect against storage fallure,
this should be different from that
of & virtaal Primary Sener

3. Select a storage location for the virtual machine and click Next.The Select Channel IP Addresses page is
displayed.

Ipswitch, Inc.
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| Create a Stand.by VM for High Availability

1) Seledt a host

2) Select slorage | Primary-Secondary

3) Seledt channel |P' adde Select a network adapter far the channel |

4) Provide additional network setings | Ethemet

b) rteady o completa Enter an IPvd address for the Primary

19216825

Primary Subnet Mask (blank for defaull)
2552552550

Enter an IPv4 address v the Secondary

19216826

Secondary Subnet Mask (blank for defaull)

255 285 255.0

Channel IP Addresses

Thit addresses will bé aulomatically adeed 1o &ach SHfvi to allow Failowr 1o communicate and |
replicale data,

|
! Back Next !

4. Enter the Channel IP addresses used to replicate data for the Primary and Secondary servers. The Channel
IP addresses will be automatically added to the NICs by the Failover Management Service as a result of the
installation process. Click Next. The Ready to Complete dialog is displayed.

F;‘;ﬂau Surld-.ll.!'\l'ﬂiot High Availabality - - - - R _|

1) Seled a host Ready to Complete

2) Seledt slorage
The VI will be chomed 1o the specified location, |
3) Selec channeg| P addresses
) . The cloning operation may take some time, depending on volume of data and available |
4) Provide addilional network seltings bandwidth.

5) Ready to complele

Once the cloning has completed, the servers will begin replicating automatically.

1
, o) (o ] (s ] |

5. Click Finish to initiate the cloning process for creation of a Secondary server.

Once cloning process is complete, automatic reconfiguration of the Secondary server will take place requiring
only a few minutes to finish. Once complete, perform Post Installation Configuration tasks as listed in the
Ipswitch Failover Installation Guide.

16 Ipswitch, Inc.
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ESE TN ~ anage |

Ipswitch, Inc.

&, vCenter: v

&, Comarter

woentersemverl. “m Logout admimistrafor Citent VO 0 (21305)

Bf FORBClocal E Evenls | Tasks E Settings = Actions |

T

Secondary
5

Summary Status
HNamea
Produdt Version
License Status
Active Sarver
Application State
Client Netwark
Primary Status
Data on Primary
Secondary Status
Data on Secondary

000000 0EB O

IFOABC local

V.0 (21295)

[Expires in 31 days

Primary

Stared - 0K

QK

Replicating

Acthve

Replicating

‘Synchronized - Recovery Paint (Seconds) 0.0

Applications and Platlorms
@ oK-oK
& oK-oK
@ ok-oK
@ oK-0K

FileSenver
mySql
MOVERCentral
System
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