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Introduction

Typographical Conventions

Before you start using this guide, it is important to understand the terms and typographical conventions
used in the documentation.

The following kinds of formatting in the text identify special information.

Formatting convention Type of Information
Special Bold = Items you must select, such as menu options, command buttons, or
items in a list

= Type of note
*= Values you must type, constants

Emphasis = Titles of books
= Important word
=  Captions for figures
= Variable expressions such as parameters

Monospace Code samples
CAPITALS Names of keys on the keyboard. for example, SHIFT, CTRL or ALT.
KEY+KEY Key combinations for which the user must press and hold down one key and

then press another, for example, CTRL+P or ALT+F4.

The following formatting is used to explain command syntax:

Formatting convention Type of Information

Special Bold Values you must type, constants

Emphasis Variable expressions such as parameters
Monospace Code samples

[1 Brackets enclose optional parameters

{} Braces or curly brackets enclose required parameters

| Bar separates options within brackets or braces

(.. Indicates options may repeat
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Purpose of MessageWay

MessageWay® provides advanced managed file transfer (MFT) to control and secure message traffic. It
handles high-performance, high-volume throughput. Base MessageWay includes services to support most
business requirements. MessageWay also provides optional services for those whose business needs
exceed what is included with the base product.

MessageWay is scalable and portable using modular design and industry standard, multi-threading
technology. The modular design for message transport allows us to extend interoperability as industry
needs change. Multi-threading allows users to scale the number of processes based on current
requirements.

The purpose of this information is to provide users of MessageWay a perspective on what the application
does, how it works, and how users control messaging using the MessageWay Manager.

Audience for MessageWay

The audience for this information comprises those who must:

= Manage MessageWay

= Support MessageWay as it interfaces with the operating system

= Support applications that run within MessageWay, such as the translator
= Support MessageWay external applications, such as perimeter servers

= Support the ODBC database used to store MessageWay information

= Configure MessageWay and support the corporate trading partners

= Ensure MessageWay daily operations

Content

The MessageWay Manager user interface includes extensive online help for field-level topics and
conceptual practices. The objective of the field-level, What's This type of help, is to provide specific
information about how a field is used. By design, the field-level help is limited, so complete reference
information appears in reference sections. The objective of the conceptual information is to provide a
perspective on what the application does, how it works, and how users may control messaging using the
Manager.

Information is presented beginning with basics, then concepts and tasks, and finally reference.
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When You Need to:

Find out about:

Technical support

Related resources

MessageWay features

Product Platform Support

Ideas for planning, administration and basic security
Basic startup and shutdown procedures

Understand the basics of:

How MessageWay works

The major components

What the MessageWay Manager does
How to set up security for users

How to control messaging

Configure MessageWay Internal Servers:

Messaging Server
Service Interface
User Server

Configure MessageWay Perimeter Servers:

AS2 Interface

FTP Perimeter Server

Remote Execution Perimeter Server (RES)
SFTP Perimeter Server

SFTP Proxy Server

Configure users and user and object security to access:

Users
Adapters and services
Locations

Configure adapters and services:

Assign threads
Start automatically
Set specific parameters

Configure environment for remote access:

Create single and multi-server environments for
MessageWay Managers

Access environments from a MessageWay
Manager

Look Here:

Getting Started (on page 19)

Understanding MessageWay (on page
35)

Configuring MessageWay Internal
Servers (on page 79)

Configuring MessageWay Perimeter
Servers (on page 113)

Configuring Users and User and Object
Security (on page 371)

Configuring Adapters and Services (on
page 399)

Configuring Remote Access
Environments (on page 443)
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When You Need to:

Configure locations:

Create locations

Associate with an adapter or service

Specify message storage

Specify retry strategy

Specify delivery strategies

Specify notification strategies

View examples for specific types of locations

Monitor receipt of critical messages

Monitor system activity:

Multiple MessageWay environments
Services

Adapters

Locations

Control message traffic:

Stop and start adapters or services

Hold and release locations and output messages
Cancel messages

Resubmit and redirect messages

Find configurations or message information:

Messages

Archive Messages
Locations

Location Schedules
Receipt Schedules
Rules

Users

Sessions

Maintain message information:

To archive or delete messages
To maintain the message archive
To retrieve messages from archive

Look Here:

Configuring Locations (on page 453)

Configuring Receipt Monitor (on page
671)

Monitoring System Activity (on page
691)

Controlling Message Traffic (on page
701)

Finding Configurations and Messages
(on page 733)

Maintaining Message Information (on
page 783)
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When You Need to:

Understand how to use MessageWay utilities:

Administration activities
Import MessageWay configurations
Export MessageWay configurations

Generate shared key files for security when using
the Remote Execution Server (RES)

Maintain restart records

Trace communications for adapters, services or
internal MessageWay servers

Troubleshooting support:

List of error messages and probable causes
Tracing adapter, service, MessageWay server
activity

Restart options for interrupted processing
Recommendations to tune a MessageWay system

Configure other options, such as:

Maker/Checker to enhance user security by
requiring two users to make changes to user
configurations

Translation service for EDI-type message
translation and routing

Find general reference information for:

Menus
Tools
Tasks

Find complete reference information for all pages of all
windows.

MessageWay uses a common architecture for interfaces to various types of input and output through
adapters and services. The architecture provides scalability, so users can add instances of a particular
adapter or service to handle increased traffic. The functionality provides user security and traceability of
all message processing. Other services provide translation, rules to route messages based on content,
compression and monitoring time-critical messages. The features that are part of base MessageWay are

Look Here:

Using MessageWay Utilities (on page
829)

Troubleshooting (on page 843)

Options (on page 893)

MessageWay Manager Menus, Tools
and Tasks (on page 915)

MessageWay Manager Reference (on
page 925)

called base features. Options that may be purchased separately are called optional features.

The areas of service within MessageWay are:
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= MW Director™, which is a centralized management interface that allows users to configure message
processing requirements and track and control all messaging activity

= MW Transport™, which controls all file transfers with client and server communications protocols

= MW Integrator™, which provides applications secure access to core MessageWay services

= MW Translator™, which provides any-to-any translation for high-volume, highly complex file
information and supports industry standards, such as, XML, X12, EDIFACT, IFX, and SWIFT,

among others.

Base Features

MessageWay includes the following base services:

Base Feature

Archive program

Archive Maintenance
program

Archive Retrieve
program

Compression service

Custom 10 adapter

Custom Processing
service

Manager

Disk Transfer adapter
Distribution List service
E-mail adapter

FTP adapter

FTP SSL Perimeter
Server

SFTP Adapter

SFTP Proxy Server

Description
Provides archive and delete functions to maintain the SQL database, the
Message Store and the Archive Retrieve Message Store

Provides maintenance of the archive zip files and the archive directory

Provides ability to retrieve messages that have been archived

Compresses (zips) and uncompresses (unzips) message content,
supporting both zip and gzip formats

Provides I/O interface between MessageWay and external applications

Provides service interface between MessageWay and external applications

User interface for MessageWay environments that is installed on Windows
and/or on one or more remote Windows workstations. Provides secure
access for users from the manager, with optional LDAP authentication

Provides input from and output to disk locations on the local network
Delivers messages to multiple recipient locations simultaneously
Provides e-mail POP3 and SMTP client services

Provides File Transfer Protocol (FTP) client services and encryption and
decryption services using Transport Layer Security (TLS) and Secure
Socket Layer (SSL)

Provides secured access to MessageWay using File Transfer Protocol
(FTP) with Transport Layer Security (TLS) and Secure Socket Layer (SSL)
from an FTP client. The FTP perimeter server includes an FTP SSL Proxy
Server for the FTP adapter.

SFTP Adapter provides secured client access using SSH to an external
SFTP or SCP capable server

SFTP Proxy Server provides secured access for the SFTP adapter outside
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Base Feature Description

a firewall to an external SFTP or SCP capable server

SFTP Perimeter Server Provides secured access using SSH to MessageWay from an external
SFTP client

Receipt Monitor service Monitors locations to determine when the required number of messages
have been received based on receipt schedules

Rules Processing Routes messages based on various properties or content of the message
service
Scheduling service Provides control over message input and output using various types of

location schedules, and provides monitoring services for Receipt Monitor
and the Remote Execution Server option

Service Interface Controls access to MessageWay from external services, such as AS2,
FTP, SFTP and the Web Client, with optional LDAP authentication

User Server Controls access to MessageWay from the Manager

Web Client Provides secure access to MessageWay through a Web browser using this

client (released separately)

Optional Features

The following options may be purchased separately. For features supported by the Translation Runtime
Module (TRM), refer to the MW Translator Workbench User's Guide and Reference.

Option Description

Additional instances of ®* You may have more than one instance of an adapter or service
adapters and services

AS2 Interface =  Provides support for the AS2 protocol. Includes both an AS2 adapter to
send messages from MessageWay to an external AS2 server and an
AS2 server that controls message delivery to and from MessageWay
over HTTP or HTTPS

AWS S3 Adapter =  Provides support for storing and retrieving any amount of data on
Amazon Web Services (AWS) using Simple Storage Service (S3).

NOTE: This option is documented separately in the document
MessageWay MWAWSS3 User's Guide and Reference.

Content Validation = Provides content validation with anti-virus support using an embedded
(anti-virus support) anti-virus engine
Convert service = Provides character conversion based on character set (code page)

Maker/Checker = Provides additional checking security for additions, changes or deletions
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Option Description

to user security settings

MQ Adapter = Provides client access using the WebSphere MQ client to exchange
messages with an MQ server.

Remote Execution »= Provides secure remote execution of programs. The Remote Execution

Server Server (RES) will use scripts in a custom service location to execute

programs on remote servers, report the status of execution and monitor
the status of remote servers

Translation service = Provides translation between different formats, typically between
proprietary and EDI standards.
= Provides routing with or without translation.

= Provides additional logging and reconciliation services to manage
acknowledgments

The core functionality is the same. Many features are now included in the base product and new
functionality has been added to both base and optional components.

Beginning with version 5, MessageWay has some new terminology. Additionally, in version 6.0, the
MessageWay Dashboard has been renamed to MessageWay Manager.

New Features

The following features are new for MessageWay. The new features are arranged by subversion, newest
first, for example, the 6.1 features list precedes earlier features lists.

Base Product Enhancements

MessageWay 6.1 includes the following enhancements to the base product features.

Enhancement Description
Import/export utilities = Option to export all configurations, including users, rules and
schedules

=  Option to export all location configurations, in both the Locations
folder and the File System folder

Seamless upgrades = Users can upgrade directly to MessageWay version 6.1 from versions
5.0,5.50r6.0
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Enhancement

Pre-defined security user
groups for reporting

Disable the resubmit
function

Support Unicode

Hierarchical Message
Store view for FTP and
SFTP clients

Suppress the canceled
and downloaded
directories for FTP and
SFTP clients

Reference remote file
name from the FTP
Adapter with a
MessageWay token

Description

Pre-defined user groups added with additional rights to support
business requirements for a reporting and analysis tool that will be
available separately and later. The new groups include Report
Administrators, Report Developers, Report Managers, and Report
Users

Option in User Server configuration file to disable the command to
resubmit messages for an entire system

MessageWay supports Unicode encoded characters and strings from
the Basic Multi-Lingual plane.

New types of locations, stored in the File System folder, allow
MessageWay FTP and SFTP Perimeter servers to present lists of
messages to clients in a hierarchical view and allow clients to control
their own hierarchies. These locations and messages are maintained
separately from the traditional MessageWay locations stored in the
Locations folder.

For messages in the traditional Locations folder, a new parameter
SuppressCanceledAndDownloadDirs in the configuration files for the
FTP and SFTP perimeter servers allows you to hide the canceled and
downloaded directories from view of an FTP or SFTP client. This
makes the view from these clients more similar to that of the
hierarchical message store and typical FTP servers.

A new MessageWay token %remotefile% allows you to reference an
external file name with pre and post transfer commands. Among other
things, this allows you to rename and move files on a remote system.

MessageWay 6.0 includes the following enhancements to the base product features.

Enhancement

Centralized Logging

Enhanced Audit Logging

Description

Provides ability to view MessageWay logs, including the perimeter
server logs and all audit and trace logs, from a single place in the user
interface.

Consolidates all of these logs in one place, the MessageWay Server
database, for easier administration. There is little or no performance
impact as a result of this change.

Provides more visibility into data change details (such as who made
the change, what change was made, and when was it changed)

Tracks changes by capturing exactly what values were changed and
the previous values before being modified.
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Enhancement Description

Tamper-Evident Audit -
Logs

Interoperability with -
Tectia SFTP — "Tectia
Ready"

FIPS-only Transfer Mode ™

FIPS 140-2 Compliant -
Cryptography
Enhanced Role-based -

Administration and
Access

Ensures all transfer and processing actions and errors are logged to
MessageWay'’s cryptographic tamper-evident database and any
changes to the audit logs will be visible and easily detected.

Allows an organization to provide to auditors a provably unaltered
history of MessageWay administrative activity.

Ensures that MessageWay supports transfers between itself and
Tectia Client and Tectia Server, a very common SFTP client and
server.

Ensures that both the sender and recipient are using FIPS compliant
cryptography.

Ensures if either the sending or receiving party is not using FIPS
compliant algorithms then the transfer fails and an error message will
be sent to both parties.

Federal Information Processing Standards (FIPS) Level 1 compliance
for encryption using the HTTPS, FTPS, and SFTP transfer protocols.

Improvements include adding more granularity to the number of
actions that can be granted as roles and also the capability to restrict
who has access to what data.

Ensures rules for users overrides those defined for roles (groups).
With this approach, the administrator can always tailor profiles that
best fit the user and the roles or groups.

MessageWay 5.5 includes the following enhancements to the base product features:

Enhancement Description

MessageWay Manager *
able to monitor

multi-system ]
environments .
Integrity checks for -
MessageWay FTP

Adapter

Restartable transfer for =
FTP and SFTP (optional)
adapters

Provides ability to monitor up to 4 MessageWay systems from a single
environment

Supports find queries for multi-system environments
Integrates silently with single-system environments

Provides file integrity, a component of guaranteed delivery. Integrity
checking allows MessageWay FTP adapters to confirm that a file they
uploaded to or downloaded from a third-party FTP server contains the
same data on both source and destination, regardless of format

Currently supports MD5 and SHAL1 algorithms, configurable for each
listener

Provides checkpoint-restart capability to resume file transfers that
were interrupted. Large files can resume a transfer already in
progress.
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Enhancement

Delete original file on
completed transfer

Rescan file information
to assure completeness

Password support for
zipped and unzipped
files

Key management

system for client security

keys

Description

Provides a method to remove content files from Message Store
immediately after they have been successfully delivered to their
destination, rather than using the archive system

Retains tracking information, because detail records remain

Provides another mechanism to ensure that MessageWay does not
try to transfer files which are incomplete

Provides a highly inter-operable mechanism to exchange files with
people using Zip desktop software as well as scripted Zip utilities

Does not apply to gzip format

Provides ability to generate and import SSH client keys using the
manager.

Keys are stored in MessageWay database

MessageWay 5.0 includes the following enhancements to the base product features.

Enhancement

Data content storage
options

LDAP user
authentication

Enhanced search
capabilities

Managed file transfer
enhancements

MWFTP Adapter

Vista and Windows 7
support for manager

Custom columns
selection and ordering

Rules service

Description

Disk or Database storage now available

Encryption in conjunction with the database storage option
Compression in conjunction with the database storage option
Supports authentication using Open LDAP and Active Directory for all
MessageWay interfaces including access from the MessageWay
Manager as well as through the MessageWay perimeter servers
FIND categories by messages, locations, schedules, rules, and users

Sessions to FIND categories by messages, locations, schedules,
rules, and users

Wildcard searching
Retain search criteria (refine search)
Configurable messages returned count

Ability to view and identify messages by a file name, which remains
consistent throughout the life-cycle of the message

Enhanced pre and post transfer commands
Restartable feature allows restart from a check-point rather than the
beginning of the file

MessageWay Manager is now supported on Microsoft Vista and
Windows 7

Ability to select and re-order columns of information displayed on a
message list

Supports double-byte characters
Enhanced detection of content type
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Enhancement Description

Location scheduling = Daily, weekly, monthly, yearly and absolute schedules

=  Allow schedule triggers to perform actions: Input or Execute now,
Hold Location,Hold Outputs, Release Location, Release Outputs

Receipt Monitor =  Daily, weekly, monthly, yearly and absolute schedules
schedules = Repeating notifications at configurable intervals
Retry strategy = Multi-level retry strategies
= Reroute message after failed delivery
Inbound transfers = View and/or act upon (cancel) inbound transfers (receiving/uploading
messages)

= Receipt failure notifications

Unique polling intervals =  Configuration of polling timing by location
by location (mailbox) = Single-threaded processing by location , sender, recipient, classid,
filename and more

User management = Enhanced user and password management
= Enforcement of complex passwords

Enhanced tracing =  Dynamic configuration without stopping adapter/service
= Traces are stored in the database for easy access
= Utility to filter, output to file and maintain logged information

Multiple recipients =  All recipient fields now support multiple entries

Property window change ®  Most property windows now display the date and time that a
status visible in manager configuration was created or modified and by whom

Product Option Enhancements

MessageWay 6.1 includes the following enhancements to product options.

Enhancement Description
MessageWay SFTP =  Supports traditional SFTP directory view of messages
Perimeter Server =  Supports anonymous login

MessageWay 6.0 includes no enhancements to product options.

MessageWay 5.5 includes the following enhancements to product options.
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Enhancement

FTP Perimeter Server
supports protocol-level
integrity checks

FTP Perimeter Server
supports resume in
streaming restart mode

FTP Perimeter Server
supports anonymous
login

FTP Perimeter Server
supports forced binary
transfers

Description

= Provides file integrity, a component of guaranteed delivery. Integrity
checking allows third-party FTP clients to confirm that a file they
uploaded to or downloaded from a MessageWay server contains the
same data on both source and destination, regardless of format

= Currently supports MD5 and SHA1 algorithms, configurable for each
listener

= Allows external FTP clients to resume transfers of large files without
restarting the transfer from the beginning
= Includes block mode and streaming restart

=  Allows external clients to connect to MessageWay using anonymous
login

= Provides ability to force binary mode to avoid mixed-mode transfers
that can cause transmission failures

MessageWay 5.0 includes the following enhancements to product options.

Enhancement

MWFTP Perimeter Server

Description

=  Allow remote users to change passwords

New Product Options

MessageWay 6.1 includes the following new product options:

Enhancement

AWS S3 Adapter

Web Client

Description

= Provides support for storing and retrieving any amount of data on
Amazon Web Services (AWS) using Simple Storage Service (S3).

NOTE: This option is documented separately in the document
MessageWay MWAWSS3 User's Guide and Reference.

= Provides access to MessageWay from an internet browser, and
includes necessary features to upload and download messages, as
well as see related messages and view document reconciliation
status for output created by MW Translator. This options is
available MessageWay 6.1 HFO1.

NOTE: This option is documented separately in the document

MessageWay Web Client Installation and Configuration, MessageWay
Web Client Release Notes and the Web Client online help.

MessageWay 6.0 as of hotfix 03 includes the following new product option.
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Enhancement Description

Web Client Provides access to MessageWay from an Internet browser to review
information about messages and to upload and download messages.
There are two modes available from a browser: one that uses the Web
Client Java applet (Java mode) and one that does not (non-Java mode).
The Java applet provides more features for uploads and downloads than
the mode that does not use Java.

Both modes provide the following functionality:

= HTTPS transfer method between the browser and the Web Client
= Controls user access to information as defined in MessageWay

=  Allows users to change their passwords

= Allows users to access other mailboxes as rights permit

= Allows users to search for messages by filename or class ID, with a
wild card option

= Allows users to upload and download messages
NOTE: Non-Java mode is limited to a maximum file size of 250 MB.

=  Shows results of transfers by category: Available, Downloaded,
Canceled, Uploaded

=  Supports different file formats for uploaded and downloaded
messages:

= Upload: Binary or Text

= Download: Binary, Text or Zip (file is compressed before
downloading)

= Displays related messages and reconciliation information when
appropriate

The Java applet provides the following additional file transfer

functionality:

= Supports transfer of very large files: Maximum file size is controlled
by the operating system and available system resources

= Multi-file transfers

=  Supports restart for upload and download:

= From a check point (streaming restart) for binary files only

= From beginning of file for all other supported file formats

=  Shows progress of transfer and status information

=  Automatically updated detail lists

=  Ability to pause, resume and cancel transfers

= Displays additional error information for failed transfers

MessageWay 5.5 includes the following new product options.
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Enhancement Description

Content Validation -

MQ Adapter -
SFTP Adapter -
SFTP Proxy Server -

Provides integrated anti-virus capabilities against all unencrypted files
and messages that pass through the MessageWay system.

Uses real-time data integration with an embedded anti-virus engine.

System-level setting applies to all files that come into or that are
generated within MessageWay

Quarantines, and optionally deletes, bad messages

Provides an integrated client to exchange files with IBM WebSphere
Message Queue (MQ) servers version 6 or 7

Provides an integrated client to exchange files with external SSH
servers using SFTP or SCP.
Optionally communicates through SFTP Proxy Server.

Provides access to SFTP external servers through this proxy server
connection

MessageWay 5.0 includes the following new product options.

Enhancement Description

MWConvert service -

Maker/Checker .

Performs character set conversions
i18n support
Supports most major single and multi-byte character sets

Enforces independent approval of additions, changes or deletions
made to user configuration records from the MessageWay Manager

New Terminology for MessageWay 5

MessageWay terminology has changed in version 5.0. The interface has remained the same, so users of
previous versions of MessageWay will understand the differences quickly. For a bit of help, the following
tables relate the new terms to the old terms. New terms for features that do not exist in earlier versions are
followed by the word, new.

The first table describes some basic terminology.

Terms for Version 5.0

MessageWay Dashboard

MessageWay Translator,
MW Translator

Terms for Pre-5.0 Versions

MessageWay Control Console (MCC)
Edikit
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Terms for Version 5.0

Adapter
Service

Location

Terms for Pre-5.0 Versions

I/0 Gateway
Processing Gateway

Mailbox

The following terms are labels for the system monitor counts:

Terms for Version 5.0

Service
Adapter
Mailbox

Terms for Pre-5.0 Versions

Processing
1/0
Other

The following terms are folder names visible in the Dashboard (MCC):

NOTE: the Views folder has been removed. A more robust Find/Search option is available to locate
configurations of various kinds, so you don't have to visually search for locations (mailboxes).

Terms for Version 5.0

Adapters/Services

Locations

Adapter

Service

Location

Master Location Schedules (new)
Receipt Monitor Schedules

Rules Processing

Servers (new)

Terms for Pre-5.0 Versions

Gateways
Mailboxes

I/0 Gateway
Processing Gateway
Mailbox

N/A

Receipt Monitor
Routing Tables

N/A

The following terms are specific to locations (mailboxes) and rules processing (routing tables):

Terms for Version 5.0

Location (generic)
Service location
Site

Mailbox

Terms for Pre-5.0 Versions

Mailbox
Processing mailbox
1/0O mailbox

Pickup mailbox
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Terms for Version 5.0

Rules processing profile

Process rule

Terms for Pre-5.0 Versions

Routing table

Routing definition

The following is a list of services (processing gateways):

Terms for Version 5.0
Compression
(MWCompress)

Conversion (new option)
(MWConvert)

Custom Processing
(MW CustomProc)

Distribution List
(MWDistList)

Rules Processing
(MWRules)

Translation
(MWTranslator)

Terms for Pre-5.0 Versions
Compression
(MWayCompression)
N/A

Custom Processing
(MWayProc)

Distribution List
MWayDL

Routing
(MWayRoute)
Edikit
(MWayEdikit)

The following is a list of adapters (I/0 gateways):

Terms for Version 5.0

MWAS2 (new)

Custom 10
(MWCustomIO)

Disk Transfer
(MWDisk)
E-mail
(MWEmail)

FTP
(MWFTP)

Terms for Pre-5.0 Versions

N/A

Custom |10
(MWaylO)

Disk Transfer
(MWayDiskTransfer)
E-mail

(MWayEmail)

FTP
(MWayFTP)

New Terminology for MessageWay 6

The following terminology has changed for these versions of MessageWay 6.
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The following terms changed for version 6.1.

Terms for Version 6.1 Terms for Pre-6. Versions
MessageWay Web Client MessageWay Web Interface
The following terms changed for version 6.0.

Terms for Version 6.0 Terms for Pre-6. Versions

MessageWay Manager MessageWay Dashboard
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Getting Started

This section provides the basic information about MessageWay:

= Resources available to you, such as customer support and related documentation
= Product platform support

= Advice on planning and administration

= How to start up and shut down the system

Technical Support

The MessageWay Technical Support hub is an information and diagnostic center available for customers
to:

= Obtain advice on proper product installation, configuration, and operation
= Report any product problems and receive timely resolutions

= Request a software enhancement

= Request software updates

= Inquire about software release contents and status

= View publications

= See how to contact Technical Support

= See hours of availability for Technical Support

To visit the MessageWay Technical Support hub, please follow the below link:

https://www.progress.com/support/messageway

The Technical Support Web site is available 24/7, portions of which require a valid Progress ID. If you
have not already done so, you can follow the instructions in the following URL to obtain a valid Progress
ID:

https://knowledgebase.progress.com/articles/Article/how-to-create-a-progress-id



https://www.progress.com/support/messageway
https://knowledgebase.progress.com/articles/Article/how-to-create-a-progress-id
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Related Resources

There are several different types of related and supporting information available in varying formats and
locations. Please also review the following:

MessageWay User's Guide and Reference Version 6.1.0

Title

Progress Support
Web site

MessageWay
Knowledgebase

MessageWay
Release Notes

MessageWay
Installation Guide

MessageWay Service
Interface API

MessageWay Web
Client Installation and
Configuration

MW Translator
Workbench User's
Guide and Reference

MW Translator
Workbench Tutorial

MW Translator
Operator Guide and
Reference

Level

(Web site for
additional technical
support) Beginner to
advanced

Beginner to advanced

Beginner to advanced

(For installation and
initial testing)
Beginner to advanced

Advanced

(For installation and
initial testing)
Beginner to advanced

(For EDI testing)
Beginner to advanced

(For testing) Beginner
to advanced

(For production)
Beginner to advanced

Description

https://www.progress.com/support/messageway

This is the Technical Support web site.

https://knowledgebase.progress.com

This web site contains answers to frequently asked
questions.

https://docs.ipswitch.com/en/messageway.html

This web site contains all documentation, including
release notes about the new features of MessageWay
and problems fixed in maintenance releases.

Document available as a .pdf file; contains
instructions on how to install MessageWay and
conduct initial tests.

Document available as a pdf file; describes how to
write a programmatic interface to access specific
MessageWay services.

Document available as a .pdf file; contains
instructions on how to install and configure
MessageWay Web Client and conduct initial tests.

Document available as a .pdf and help file; contains
instructions to use the Workbench program to
configure standards, trade agreements,
acknowledgment profiles, document maps, and
partners.

Document available as a .pdf and help file; contains
complete instructions for users to create EDIFACT
and X12 translation examples as they familiarize
themselves with the Workbench.

Document available as a .pdf file; contains
instructions to use the Operator program to configure
partners, implement and use auditing and
reconciliation, and transfer files from a test
environment to a MessageWay production
environment.


https://www.progress.com/support/messageway
https://knowledgebase.progress.com/
https://docs.ipswitch.com/en/messageway.html
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Title Level Description

MW Translator User C or C++ Document available as a .pdf file on installation

Exits Programming programmer medium, contains instructions to write code for one of
Manual the seven types of possible user exits.

MW Translator API Advanced Document available as a .pdf file, contains information
Reference and programmers to allow programmers to integrate the software into an
Programming Manual application to provide EDI type validation, translation

and acknowledgments.

Product Platform Support

MessageWay version 6.1 supports various operating systems, databases, browsers, distributed
architectures and includes some dependencies.

Operating Systems for MessageWay Servers

MessageWay version 6.1 supports the following operating systems for the MessageWay servers and
perimeter servers:

= Red Hat Enterprise Linux (RHEL) v6.x and v7.x

= Solaris 10

= SUSE Linux Enterprise Server (SLES) v11 and v12

=  Windows Server 2012 Standard R2 64-bit edition

= Windows Server 2016 Standard

=  Windows Server 2019 Standard

The following systems are not supported for MessageWay 6.1:

=  SUSE v10.x
(If you want to run on SUSE v10.x, please contact MessageWay support.)

= Windows Server 2003

NOTE: No international versions of operating systems are required for MessageWay software.

Operating Systems for MessageWay Manager, MW Translator
Workbench and Operator Program

MessageWay version 6.1 supports the following operating systems for the MessageWay Manager and the
MW Translator Workbench and Operator Program:
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=  Windows Server 2019 Standard

=  Windows Server 2016 Standard

=  Windows Server 2012 Standard R2 64-bit edition

= Windows 10 SP1 32-bit and 64-bit editions (clients run here as legacy 32-bit applications)
= Windows 7 SP1 32-bit and 64-bit editions (clients run here as legacy 32-bit applications)

NOTE: No international versions of operating systems are required for MessageWay software.

Operating Systems for MessageWay Remote Execution Server (RES)

MessageWay version 6.1 supports the following operating systems for the MessageWay Remote
Execution Server (RES):

= Windows Server 2019 Standard

= Windows Server 2016 Standard

=  Windows Server 2012 Standard R2 64-bit edition

= Windows 10 SP1 32-bit and 64-bit editions (clients run here as legacy 32-bit applications)
=  Windows 7 SP1 32-bit and 64-bit editions (clients run here as legacy 32-bit applications)
= Solaris v10

= Red Hat Enterprise Linux v5.6, 6.x and 7.Xx

= SUSEvllandvl2

= IBMAIXV66.1andV77.1

The following systems are not supported for MessageWay 6.1

=  SUSE v10.x
(If you want to run on SUSE v10.x, please contact MessageWay support.)

= Windows Server 2003

NOTE: No international versions of operating systems are required for MessageWay software.

Databases and Database Drivers for the MessageWay Server

MessageWay version 6.1 supports the following databases for the MessageWay Messaging Server.
Microsoft SQL

= Microsoft SQL Server 2012 Enterprise Edition on 64-bit platforms, clustered and standalone
= Microsoft SQL Server 2016 Enterprise Edition on 64-bit platforms, clustered and standalone
= Microsoft SQL Server 2019 Enterprise Edition on 64-bit platforms, clustered and standalone
= MessageWay supports both Windows authentication and SQL authentication

MySQL
=  MySQL 5.5.x on 32-bit and 64-bit platforms
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=  MySQL 5.7.x on 32-bit and 64-bit platforms
= Standalone only (no clusters)
= UNIX/Linux operating systems

Oracle

= Oracle Database 10g Release 2: 10.2.0.1—10.2.0.5, clustered and standalone
= Oracle Database 11g Release 2: 11.2.0.1, clustered and standalone

= QOracle Database 12c Release 2: 12.2.x, clustered and standalone

= Oracle Database 19c Release 3: 19.3.x, clustered and standalone (Linux only)
= UNIX/Linux operating systems

The following table shows the relationship between databases and operating systems.

Solaris RHEL RHEL Suse Suse 12 Win2012R Win2016x6 Win2019
10 6.x 7.x 11 2 x64 4 x64

Database
MSSQL_2012_x64 X

MSSQL_2016_x64 X
MSSQL_2019 x64 X
MySQL_5.5 x32 & x64 X X X
MySQL_5.7_x32 & x64

Oracle 10g & 11g

Oracle 12¢ & 19c X X

The following table describes the driver versions for the various databases and platforms that have been
tested with Unicode.

IMPORTANT: All drivers must be 32-bit for 64-bit databases.

Database Platform Drivers Tested
MSSQL 2012 Windows Server 2012 Native client 11.0
MSSQL 2016 Windows Server 2016 ODBC Driver 13 for SQL Server

MSSQL 2019 Windows Server 2019 ODBC Driver 17 for SQL Server
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Database Platform Drivers Tested

MySQL Linux General release version of MySQLConnector 5.1.8
MySQL Solaris 10 General release version of MySQLConnector 5.1.8
Oracle 10g & 11g  Linux DataDirect 8.0 Oracle Wire Protocol

Oracle 12c & 19¢  Linux DataDirect 8.0 Oracle Wire Protocol

Oracle 10g & 11g  Solaris 10 Contact Technical Support

NOTE: Oracle is not supported on Windows.

Distributed Architectures

MessageWay version 6.1 supports the following distributed architectures:

=  MessageWay Server (Failover or “Active/Passive”) HA based on Microsoft Cluster Services

= MessageWay Perimeter Servers (Webfarm or “Active/Active”) HA supported on all supported OS
platforms

Critical Dependencies

Critical dependencies include versions of software that users must install prior to installing MessageWay
software, or it will not install or operate successfully. This software is not packaged with MessageWay
installations.

MessageWay version 6.1 has the following critical dependencies:

MessageWay Component Dependency
AS2 Interface = Java version 8.x
= Apache Tomcat version 7.x, 8.x or 9.x
MWMQ Adapter = MQClient 6, 7 or 9, 32-bit
Remote Execution Server (RES)on = bos.rte.libc 5.3.7.1 libc
IBM AIX *  bos.rte.security 5.3.7.1 libcrypt, libpam
= bos.rte.libpthreads 5.3.7.0 libpthreads
= XxIC.rte 9.0.0.1 libC (C++ library)
Web Client

Please refer to the "Critical Dependencies” topic in the
separate document MessageWay Web Client Installation
and Configuration

MWSFTPD Server (Windows only)  cyqwin version 3.1.6 or newer
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Planning and Administration

The audience for this information has a range of responsibilities, requiring a range of expertise. The
expertise available and the current distribution of responsibilities within a company all affect how each
will distribute the work associated with MessageWay. These suggestions should help new users to plan
their best practices.

Distribution of Work

Consider the following types of users to distribute the responsibilities for MessageWay:

= MessageWay Administrator is responsible for the installation of the product and its interface with the
operating system and other applications, as well as adapter and service configurations and security.

= MessageWay Operator is responsible for the daily operations of message transfer activity, including
basic communications issues.

= MessageWay Configuration Support is responsible for location configurations for customers and
provides customer support.

= (Optional ) MessageWay Translation Support is responsible for configurations for translation
processing and message transfers to and from the MW Translator service.

Security Configurations

MessageWay should be secured with operating system security and ODBC database security. For more
information about this type of security, refer to the MessageWay Installation Guide. Within the
MessageWay database, users may choose to encrypt some or all message content.

Users must log on to the MessageWay Manager. To control user access to MessageWay, configure user
and object security. For more information, refer to the topic, Configuring User and Object Security (on
page 371).

Responsibilities of the MessageWay Team

Each area of responsibility will perform certain tasks, as suggested in the following table:



26 MessageWay User's Guide and Reference Version 6.1.0

Type of User Tasks

MessageWay Administrator *  Plan and install the product
=  Support the ODBC/SQL database
» Create and maintain user security
= Manage initial testing to optimize system settings

»  Support adapter/service requirements with regard to system
communications resources

= Manage integration with other applications
» Manage critical issues
MessageWay Operator =  Monitor the processing of messages using the MessageWay
Manager
= Control message traffic when necessary
= Provide initial diagnostics to troubleshoot messaging problems

MessageWay Configuration ®  Provide the point-of-contact for customers
Support = Create and maintain adapter and service configurations
= Create and maintain location configurations
= Respond to customer's message delivery issues using the
MessageWay query options
= Troubleshoot message problems related to configurations,
consulting with Translation Support as required

MessageWay Translation = Provide diagnostic support for operators and Customer
Support Configuration Support when message transfer issues involve
(Optional) Translation Runtime Module (TRM) processing

» Help Customer Configuration Support with translation logging and
reconciliation issues

= Respond to customer's translation reconciliation issues using the
MW Translator Operator Query feature

Maintaining Licenses

Part of the installation process includes copying the license file to the appropriate location, which will
vary depending on the operating system.

When users log on to the MessageWay Manager, license options will appear on the Licenses page of the
MessageWay Server Properties window. The type of license and the contracted license volume limit and
the current volume in Kilobytes appear on the tab as well. To request a license file, contact MessageWay
Technical Support.

Note that a few services, such as Receipt Monitor and Rules Processing, appear on the Options list. Most
services appear on the Licensed Services list.
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P "

MessageWay Server Properties @
General | License | Options | Audit Log | Event Log | Content Validation
License Type: Production
Client Limit: Inlimited
Licensed Volume: Unlimited Current Volume: 0

License Options: Receipt Monitor, Rules Processing, Content Validation

Licensed Services: )
Service Mame ar

MWAS2

MW Compress
MW Convert
MW CustomIO
MW CustomProc
MW Disk
MWNi=H ist

m

Ok l | Cancel | App

TIP: There may be times when increased volume requires additional adapters or services. Users may install
additional copies of most adapters or services using the install program. If they do not already have a
license that allows them to install a service, they must also receive a new license file from Technical
Support. For more information about installing additional adapters or services, refer to the MessageWay
Installation Guide.

MessageWay Startup and Shutdown for UNIX and

Linux

MessageWay should be started and stopped from the operating system. Users may then use the
MessageWay Manager to configure the adapters and other services to start automatically or manually.

NOTE: The default installation directory is /opt/messageway. That location may vary, so references to it
will be in italics as installation_directory. The default data directory is /var/opt/messageway, which will be
referenced as data_directory.

The MessageWay Manager runs on Windows and connects to various environments, which point to
MessageWay servers. When the MessageWay Server is on the same machine as the Manager, the
environment is created automatically. It is called Default and the server is named (local).
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When the MessageWay Server runs on UNIX or Linux, and because the Manager runs on Windows, any
environments to which the Manager connects are considered remote environments, which must be added
to the environment list before users log on.

IMPORTANT: The ODBC server must be running before you attempt to start MessageWay. The ODBC
database will have to be created separately. For information about how to create the database, DSN and
tables for MessageWay, refer to the MessageWay Installation Guide.

MessageWay Servers, Adapters and Services for UNIX and Linux

This information is for the System or MessageWay Administrator, who should secure the following
services. Users run a script to start, stop or check the status of a service.

The following table lists the base MessageWay servers, adapters and services:

Description Program Name Script Name
MessageWay Compression Service mwcompress MWCompress
MessageWay Custom 10 Adapter mwcustomio MW CustomIO
MessageWay Custom Processing Service mwcustomproc MW CustomProc
MessageWay Disk Adapter mwdisk MWDisk
MessageWay Distribution List Service mwdistlist MW0DistList
MessageWay E-mail Adapter mwemail MWEmail
MessageWay FTP Adapter mwftp MWFTP
MessageWay FTP Server mwftpd mwftpd
MessageWay Messaging Server mwmsg messageway
MessageWay Proxy Server (for SFTP adapter) Mwproxy MWProxyServer
MessageWay Rules Processing Service mwrules MWRules
MessageWay Schedule Server mwsched MWSched
MessageWay Service Interface mwsi MWSI
MessageWay SFTP Adapter mwsftp MWSFTP
MessageWay SFTP Server mwsftpd MWSFTPD
MessageWay User Server mwuser MWUser

The following table lists the optional MessageWay servers, adapters and services:
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Description Program Name Script Name
MessageWay AS2 Adapter mwas?2 MWAS2
MessageWay AWSS3 Adapter mwawss3 MWAWSS3
MessageWay Character Set Conversion Service mwconvert MW Convert
MessageWay Logging Server mwlogging MWLogging
MessageWay WebSphere MQ Adapter mwmgq MWMQ
MessageWay Reconciliation Server mwrecon MWRecon
MessageWay RES mwresd mwresd
MessageWay Translation Service mwtranslator MWTranslator

In the lower left corner of the MessageWay Manager, a status, Connected or Disconnected, indicates
whether the Manager is connected to the MessageWay database environment.

The following example shows a system that has not been started, or one that has been started, but no one
is logged on to the database environment from this Manager.

isconnected |

The following example shows a system that has been started and that this Manager is now connected to a
remote database environment.

|Conmected - AdminTest 1192,168.1.4: 200%/10/16 11:25 4M

How to Start MessageWay on UNIX or Linux

To start MessageWay, proceed as follows:

1 Log on as the user that owns MessageWay, typically, mway.
2 Atacommand prompt, type the following commands and press Enter to:
a) Change the directory to where the script runs, typically /opt/messagewayl/init:
cd /installation_directoryl/init
b) Run the script to start MessageWay
/messageway start

The Messageway Server starts and then starts any other required servers as well as any servers that are
configured to start automatically.

3 To check the status of the Messaging Server, type the following command and then press Enter:
Jmessageway status
The system returns a message similar to the following:
MessageWay (pid 4436) is running...
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MWSched (pid 4448) is running...

MWSI (pid 4480) is running...

MWUser (pid 4464) is running...

-or -

To determine what commands are available, type the following command:

Jmessageway

NOTE: For Red Hat 7.x, MessageWay supports the systemctl utility, including automatically starting
MessageWay when the application server is rebooted, and automatically starting MessageWay
perimeter servers when the perimeter server is rebooted. The systemctl files are named
messageway.service, mwftpd.service, mwproxy.service, mwresd.service and mwsftpd.service, and are
located in /usr/lib/systemd/system/, with symbolic links being added in
letc/systemd/system/multi-user.target.wants/. See above systemctl files for more details.

How to Stop MessageWay on UNIX or Linux

Make sure you are logged on as the user that owns MessageWay, typically mway. Stop MessageWay as
follows:
1 Atacommand prompt, type the following commands and press Enter to:
a) Change the directory to where the script runs:
cd /installation_directoryl/init
b) Run the script to stop MessageWay
Imessageway stop
The MessageWay Server stops other servers and then itself.
2 To check the status of the Messaging Server, type the following command and press Enter:
Imessageway status

MessageWay Startup and Shutdown for Windows

MessageWay must be started and stopped from the operating system. Users may then configure some
internal servers and adapters and services to start automatically or manually with MessageWay.

IMPORTANT: The ODBC server must be running before you attempt to start MessageWay. For Windows,
the MessageWay database tables should have been created as part of the install process when you use MS
SQL Server 2005. For other types of databases, you must create the tables separately. For more
information, refer to the MessageWay Installation Guide.
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MessageWay Servers, Adapters and Services for Windows

Users should not have to access Services to modify settings. This information is for the System or
MessageWay Administrator to secure the following Windows Services. These services should only be

accessed by MessageWay.

The following table lists the base MessageWay servers, adapters and services:

(Display) Name

MessageWay Compression Service
MessageWay Custom 10 Adapter
MessageWay Custom Processing Service
MessageWay Disk Adapter

MessageWay Distribution List Service
MessageWay e-mail Adapter
MessageWay FTP Adapter

MessageWay FTP Server

MessageWay Messaging Server
MessageWay Proxy Server (for SFTP adapter)
MessageWay Rules Processing Service
MessageWay Schedule Server
MessageWay Service Interface
MessageWay SFTP Adapter
MessageWay SFTP Server

MessageWay User Server

Program Name

mwcompress.exe
mwcustomio.exe
mwcustomproc.exe
mwdisk.exe
mwdistlist.exe
mwemail.exe
mwftp.exe
mwftpd.exe
mwmsg.exe
Mwproxy.exe
mwrules.exe
mwsched.exe
mwsi.exe
mwsftp.exe
mwsftpd.exe

mwuser.exe

Service Name

MWCompress
MW CustomlO
MW CustomProc
MW Disk

MW DistList
MWEmail
MWFTP
MWFTPServer
messageway
MW ProxyServer
MWRules
MWSched
MWSI

MWSFTP
MWSFTPServer
MWUser

The following table lists the optional MessageWay servers, adapters and services:

(Display) Name

MessageWay AS2 Adapter
MessageWay AWSS3 Adapter

MessageWay Character Set Conversion Service

MessageWay Logging Server
MessageWay MQ Adapter

Program Name

mwas2.exe
mwawss3.exe
mwconvert.exe
mwlogging.exe

mwmd.exe

Service Name

MWAS2
MWAWSS3
MW Convert
MWLogging
MWMQ
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(Display) Name Program Name Service Name
MessageWay Reconciliation Server mwrecon.exe MWRecon
MessageWay RES mwresd.exe MWRESServer
MessageWay Translation Service mwtranslator.exe MW Translator

In the lower left corner of the MessageWay Manager, a status, Connected or Disconnected, indicates
whether the Manager is connected to the MessageWay database environment.

The following example shows a system that has not been started, or one that has been started, but no one
is logged on to the database environment from this Manager.

|Discu:unnecteu:| |

The following example shows a system that has been started and that this Manager is now connected to a
local database environment.

|Conmected - AdminTest [local): 2009/10016 11:19 AM

How to Start MessageWay on Windows

On Windows, MessageWay runs as a Windows service.

Start MessageWay as follows:

NOTE: Exact instructions vary depending on your operating system.

1 From the Start menu or your desktop, right click My Computer or Computer, and then select Manage.
A management window appears.

2 From the left pane, within Services and Applications or Configurations, click Services.

3 From the right pane, right click MessageWay Messaging Server.

4 From the pop-up menu, click Start.

The MessageWay Messaging Server starts and then starts any dependent services. To view all started
services, press F5.

How to Stop MessageWay on Windows

On Windows, MessageWay runs as a Windows service. You can stop MessageWay from Windows
Services.

IMPORTANT: Closing the MessageWay Manager window does not stop servers or log you off the database.

To stop a MessageWay server on Windows, proceed as follows:

1 Open Windows Services for the machine where the server runs.
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2 Right-click the MessageWay Messaging Server, and click Stop.
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Understanding MessageWay

This section provides an overview of what tasks MessageWay performs and how it does so. It describes its
basic components and the options available to process your data.

System Overview

MessageWay is a store-and-forward messaging system. Adapters and services transfer messages to the
Message Store and transfer messages from the Message Store for delivery. As an alternative to automated
receipt and delivery, users may pick up and send messages using the Internet (Web and AS2), FTP, SFTP
and MQ services. Each message is assigned a destination location. For automated delivery, each location
has a single adapter or service associated with it. All messages submitted to that location are delivered by
the associated adapter or service to a specified address. This model is the basis of operation for the entire
MessageWay system.

Understanding How Users Access MessageWay

MessageWay provides options for centralized or distributed processing with centralized or distributed
management. Users may access MessageWay servers locally or remotely.

Only one MessageWay Server exists per machine. The server and all of its components and database
configurations constitute a MessageWay system. As of MessageWay 5.5, an environment may include one
or more MessageWay systems. The MessageWay Manager provides a user interface to MessageWay
environments. Each MessageWay Manager accesses one MessageWay environment at a time. Each
environment may access one or more MessageWay systems.

Users select the MessageWay environment that they want to access from the MessageWay Manager,
which runs on Windows. For more information about using remote access, refer to Configuring Remote
Access Environments (on page 443).
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Understanding the Basic Messaging Process

MessageWay sends and receives messages using adapters and services to automate the process. Once
messages enter MessageWay, they may be processed by additional services, such as compression,
translation, routing by rules based on properties or content of the messages or routing to a distribution list.

Sending and Receiving Messages

MessageWay uses active and passive methods to send and receive messages. Using the active method,
MessageWay functions as a client requesting services from external servers. Using the passive method,
MessageWay functions as a server, processing requests from outside clients.

To receive messages from outside entities, the methods are as follows:

= Active: MessageWay polls external servers supported by various adapters that provide Input/Output
(I/O) service

= Passive: MessageWay processes upload requests from external services using the Service Interface
(Web Client, FTP Server, SFTP Server, AS2 and Custom I/O Adapter)

To deliver messages to outside entities, the methods are as follows:
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= Active: MessageWay downloads files to servers supported by various adapters (FTP Server can also

work in active mode, as a proxy server)
= Passive: MessageWay processes download requests from the Internet using the Service Interface

(Web Client, FTP Server, AS2 and Custom 1/O Adapter)

The following diagram shows the basic process MessageWay uses to send and receive messages.

Receive Messages
{Upload to
MessageWay)

Wb Server with
VY Web Client

Extarnal FTP Server

BAISSEd

Send Messages
{Download from
MessageWay)

External E-mail Server MW FTP Server

Overview of Basic Sending and Receiving Processes

Using Additional Services

Once messages are stored in MessageWay, users may request additional services. Users may string
services together, passing the output of one process to the input of another, before the message is delivered

or picked up from the Message Store. Services provide the following processing options:



38 MessageWay User's Guide and Reference Version 6.1.0

= Rules processing (route messages based on message attributes or content)

= Distribution List

= Compression (zip and unzip)

= Conversion (convert character set)

= Custom Processing (initiates an external process and optionally returns messages to MessageWay)
= (Optional feature) MessageWay Translator (format conversion and routing)

Routing Messages

To route messages, MessageWay uses static and dynamic addressing techniques. Users store static
addresses with location definitions, but they may also use the Rules Processing service to determine
routing addresses dynamically based on message properties or content. The options are as follows:

= Route an inbound message to a site (location associated with an adapter such as Disk Transfer or FTP)
or a mailbox (location where users pick up their messages)

= Route an inbound message to one or more services. Some services and their associated service
locations have their own means to route messages to delivery locations, such as:

= Distribution List routes to multiple specified locations
= Rules processing profiles, which can be nested, use rules applied to the incoming message to route
it to a delivery location

= MWTranslator (optional feature) determines routing based on its own configurations and typically
the content of the message headers

Understanding the MessageWay Manager

The MessageWay Manager allows users to configure MessageWay entities and to monitor messaging
traffic for a specified MessageWay environment, which is shown in the title bar. In addition, it provides
the ability to start and stop its adapters and services, to perform queries on messages and to view message
content. The System Monitor shows the overall state of messaging traffic. The Adapters/Services monitor
shows the status of messages for individual adapters and services.

Typically, a MessageWay Manager will access a single MessageWay system, and the status and statistics
display for that system.
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However, as of MessageWay 5.5, a MessageWay Manager may point to an environment that monitors
multiple systems simultaneously, and the monitor may be configured to show accumulated totals for the
combined systems or for individual systems within the environment. You can clearly see when you are
monitoring an environment that accesses more than one system, because what the Manager monitors

Lo STy, DT 'le‘—‘ Ervironment, senver ' §
File Search View Adapters/Services Window Help
System Monitor
EITLRET Y BN @ e |
Queued Receiving Sending Complete Error
Service: Adapter: 0 (10} 0 0 12 0(0)
Queued Processing Complete Error Available Uploading Downloading Complete Errar
0 (o) 0 11 0 {0) ailbox: 18 (0) 0 0 0 15 (0)
&y MessageWay Explorer El@
4 MEESSEQE\“‘I‘?'V i Services Status Queued Processing  Complete Error
. :::spbers"rsemm #@ M Compress Stopped 0 0 0 0@
- Locations #@ MW Convert Stopped iE()] 0 0 a(a)
+ -File System F@ MwCustomProc Stopped [LE()] 0 5 o)
- Master Location Schedules P MuDistist Stopped 0@ 0 0 o@
» - Receipt Monitor Schedules PaMwRules Stopped o 0 3 o)
» - Rules Processing @MW Translator Stopped 0@ 0 3 0@
Servers
> - Users
Adapters Status Queued Receiving Sending Complete Error
Adapters/Senices MWAS2 Stopped o (5) 0 0 o 0 (o)
Monitar E=l MwCustomIO Stopped iE()] 1] 1] a iE()]
MWDisk Stopped o () 0 0 12 0 (0)
E= MWEmail Stopped 0 (1) 1] 1] a 0 (o)
MWFTP Stopped o (5) 0 0 o 0 (0)
EAMWMQ Stopped 0 (@ 0 0 0 0 (o)
MWSFTP Stopped o () 0 0 o 0 (0)

displays prominently above the monitor information. The following shows a Manager monitoring multiple

systems in one environment.
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$& MessageWay Manager -[MWAY_USA

Emvironment Name ' System moritor shows

File Search View MessageWay Window Help combined statistics for all
| Sy '| M A | | | @ / systems in the environment.
All SYStEITIS Queued Receiving sending Complete Error
Semvice: Adapter: 0(20) o 0 24 00
Queued Processing Complete Erraor Available Uploading Downloading Complete Errar
0o ] 22 0o hailbox; 36 (0) ] ] 0 30 (0)
£ MessageWay Explorer EIIEI
4 :MessageWay MName Status User Server
4 MWAY USA_NY RHELG "
) Emway_Usa_My RHELS  Conmectsd AdmirTest 127.0.0.1
i-- Adapters/Services )
 Keys E:'M'\".I'AY_USA_NY_\"‘J'INZ. .. Connected AdminTest 192.158.1. 114
> - Locations L]
> -File System

Master Location Schedules
> - Receipt Monitor Schedules
» - Rules Processing
Servers
> - Users
4 - MWAY_LUISA_NY_WIN2003
Adapters/Services
> - Keys
> - Locations
> -File System
i+ Master Location Schedules
-Receipt Monitor Schedules
» - Rules Processing
Servers

Systems currently connected and
whose statistics show in monitor

- -Users

Understanding Adapters and Services

Adapters and services are created during the install process. They cannot be created from MessageWay,
and users may not delete or rename existing ones. With appropriate licenses, users may add copies of
existing adapters or services.

Adapters and services automate messaging. Adapters send messages in and out of the MessageWay
system. Services process a message and produce zero or more outputs that are resubmitted to the
messaging system. They pass the message and information about the message to the Messaging Server. It
stores the information in the Message Store associated with a destination location.

Adapters are typically capable of handling both inbound and outbound traffic, depending on user
configurations. The status and statistics of individual adapters appear in the right panes of the
MessageWay Explorer window.
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&4 MessageWay Explorer E'@
4 M:essage\“a’ay Services Status Queued Processing Complete Error

:-| Adapters/Services

-Key: 5 Fa@mwCompress Stopped o) 0 ] )]

- Locations Fa My Convert Stopped LE(1)] a a o)

.+ File System FaMmyCustomProc Stopped LE(1)] a a o)

i Master Location Schedules o MwDistList Stopped 0@ ] 5 0@

» - Receipt Monitor Schedules P MWRLUles Stopped PE()] 0 ] o

> Rules Processing FaMwTranslator Stopped 00 i} 1 LE()]

i Servers

» - Users
Adapters Status Queued Receiving Sending Complets Error
B2l MyyAS2 Stopped 0 (o) 0 0 0 00
B2l My CustomIO Stopped 0 (o) 0 0 0 0D
E=] My/Disk Stopped 0 (o) 0 0 8 0D
B2 MyEmail Stopped 0 (o) 0 0 0 0{0)
B MWETP Stopped 0 (o) 0 0 0 0{0)
MWME Stopped 0 (o) 0 0 0 0 {0
MWSFTP Stopped LE(1)] a a 1] LE()]

Users may display consolidated service and adapter statistics in a system monitor, which appears below
the MessageWay Manager toolbar. They may toggle the monitor off and on by selecting System Monitor

v System Monitor from the View menu. The System Monitor also displays statistics for a third category
of messaging, mailboxes, which includes messages sent to unknown addresses and messages waiting to be
picked up by users.

Queued Receiving Sending Complete Errar

Service: Adapter: o) 0 o 7 0 (@)
Queued Processing Complete Error Available Uploading Downloading Complete Errar

0@ 0 2 1 () hailbox: 4(0) 0 0 0 PE()]

Consolidated Statistics Displayed in System Monitor

A service performs similar sending and receiving tasks as adapters. Services differ from a pair of 1/O
adapters in that for a service, MessageWay maintains a link between input and output messages. This
provides the user with the ability to find messages related by a process that takes input and produces one
or more outputs.

Users may configure adapters or services to start automatically when the MessageWay Server starts. They

. . . b B
may also control behavior directly using the toolbar buttons to start and stop them.

Understanding Locations

Most messaging behavior is controlled by location configurations. Each location, except a system or
pickup mailbox, is associated with a single adapter or service. Users may change this association as
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required, if the location has no messages currently associated with it. The adapter or service with which a
location is associated is listed in the right pane of the MessageWay Explorer window.

When locations are associated with an 1/O adapter or service, they assume its type. Locations associated
with a service typically send messages to a process. Locations associated with adapters are called sites and
may be configured to receive messages and to send messages, and may have a type of Input, Output, or
1/0.

There are two types of locations, called mailboxes, which are not associated with any adapter or service:
system mailbox and pickup mailbox. System mailboxes are created during the installation process and
include {Quarantine} and {Unknown}. {Unknown} is used for messages in error when the destination
location does not exist. {Quarantine} is used to isolate messages that fail a virus scan, also called content
validation. Pickup mailboxes are used with the AS2 Interface, Web Client, FTP Server and SFTP Server
options to provide users access to messages on MessageWay. For more information, refer to AS2
Interface (on page 114), Web Client, FTP Server (on page 185) and SFTP Server (on page 298). The
location types are listed in the right pane of the MessageWay Explorer window.

There are two systems to create locations. One system is under the Locations folder and the other is under
the File System folder. They are similar in their configuration options and requirements, but they differ in
the way information is presented to remote users. The Locations folder provides a view for all remote
users that shows messages based on the status of the message. The File System folder is only for remote
FTP and SFTP clients whose users prefer a typical hierarchical directory structure that they can view and
maintain themselves. These two systems operate independently in MessageWay and the location and
messages in the two folders are separate. You can move locations and messages between the Locations
and File Systems folders, if the message and location names meet the requirements of the destination
folder.

In the Locations folder, users can create folders from Manager to organize their locations, which appear in
the right pane. Folders appear as a node under the Locations folder, as shown here with the ABC folder.
The status of the location is calculated based on the state (Active or On Hold), the schedule (Open or
Closed) and threshold release (Threshold: nn).
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&Messa eWay Explorer
g9 y Exp

(o]l s

4 -MessageWay
Adapters/Services
» -Keys
» - Locations
» -File System
Master Location Schedules
» - Receipt Monitor Schedules
» -Aules Processing
Servers

MName

[CIFsTest

B mailboxes

E:!Tests

E:!Training MWay50 o5 E...
[E9Translation ¥350TEST ...
& {ArchiveReports}
&{Ard‘uive}
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&2 JQuarantine}

& funknown}
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Open
On Hold
COn Haold
Open
Open

Qutput State  Location T...  Adapter/Service

Active
Active
Active

Folder

Folder

Folder

Folder

Folder

Mailbox

Service MW CustomProc
Service MW CustomProc
Service MW DistList
Mailbox

System

System

In the File Systems folder, both client users accessing MessageWay through FTP or SFTP perimeter
servers and Manager users can create locations, but not folders such as those in the Locations folder.

These locations function as both directory nodes beneath the root node signified by a forward slash / and
as locations. This provides clients a more traditional hierarchical view of message storage.

NOTE: Users can only create locations within the File System folder that are pickup mailboxes or service
locations. They cannot create input or output locations associated with adapters.

&Messa eWay Explorer
g9 y Exp

(o]l s

4 -MessageWay

Adapters/Services

» -Keys

» - Locations

- -File System

ol

i Master Location Schedules
» - Receipt Monitor Schedules
» - Rules Processing

Servers

MName

EfpistListEmpty
R FsTestMove

Ehnme

Status
Open
Open
Open

Active

Qutput State  Location T...  Adapter/Service
Service MW DistList
Mailbox
Mailbox

The schedule that is defined for each location and optional threshold release rules control delivery of
messages for locations associated with adapters or services. The schedule also controls polling for input

locations. The schedule status may be open or closed. Neither message delivery nor polling occurs when

the schedule is closed.
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NOTE: The names of locations in the Locations folder are simple names, whereas the names of locations in
the File Systems folder contain the full path name within the directory, starting with the root, which is a
forward slash /.

This schedule is for a location in the Locations folder.

[ TESTREC-MAILBOX - Site properties [~ B[]

Security | Schedule | Notifications | Disk Input | Disk Output | ]

.@. Allﬁlays Open Schedule Status; ODEFI

() Always Closed
(71 Schedule

Threshold Release

After (10 ~ Messages

QK l ’ Cancel Al

% |
=]

This schedule is for a location in the File System folder.
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[ /home/TestPickupFS - Mailbox properties [~ B[]
| General | Options | Security | Schedule Noﬁﬁmtionsl

i@ Always Open Schedule Status: Cpen

(71 Always Closed
(71 Schedule

Threshold Release

After | 10 ~ Messages

[ Ok ] ’ Cancel Apply

Locations may have schedules that are specific to that location or share a schedule with other locations,
which is called a Master Location Schedule.

r.lﬂl.dminTEt - Site properties
Security | Schedule | Notifications | Disk Input | Disk Output |

() Always Open Schedule Status: Open

(71 Always Closed
i@ schedule Master Schedule
MLS_MTWTF_&5

On the General page, when the location is an output, I/O or service type, a box appears that allows users to
check for duplicate messages sent to the location. The status and state values are display-only. They show
the state, output state and the calculated status. Output state is only valid for service locations.
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UMZIP - Service Location properties @
General |Optiuns |5E|:urity | Schedule | Motifications | Cumpressiunl
Location Type: Service Status: Open
Description: Test location to unzip files
Adapter/Service:  MWCompress -
Priarity: 3 : State: Au:t?‘-re
Output State: Active
Retention Period: 30 = Days Archive Messages
Thread Group: D Check for DLIFI"EEItES
By Source Location
Created: 2011/10/18 01:2333PM  By: <mwimp=
Modified: 2011/03/21 04:58:26 FM  By: AdminTest
Ok l I Cancel App

The output state indicates whether output messages, which are results of the service, are allowed to be
transferred from the location. A location state can be Active, which allows messages to be transferred, or
On Hold, which transfers output to the appropriate adapter, but the output is then placed on hold in the
gueue for the adapter.

Understanding the Message Store

There are two parts to a message in the Message Store: information about the message:

= Message detail or header
= Content of the message

Message detail contains information about the message and is always stored in the MessageWay database.
Users may configure where the content of messages is stored: in the database, with additional options to
compress and encrypt, or on disk. Users specify the type of storage for message content for the
MessageWay server, and then may override this system setting for a destination location.
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P "

MessageWay Server Properties @
General | License | Options | Audit Log | Event Log | Content Validation
Default Message Storage
Database Compressior
Encryptio
@) Disk file

IUse only FIPS 140-2 algorithms for transport

Ok l | Cancel | App

Each message has a unique message identification comprising a message ID and the destination location.
The value in Message Id is the primary key to the Messages table. The value in Location is the name of the
destination location where the message typically resides. Users may view the content of the message in a
Message window. When users archive messages, MessageWay saves information about the message as
well as the message content.

MessageWay Manager

The MessageWay Manager allows users to configure properties and monitor message traffic. The menus
and a toolbar provide easy access to commands. The MessageWay Explorer window shows a monitor for
individual adapter or service status and activity and a monitor for individual location status. The System
Monitor displays consolidated adapter and service activity.

Users may also run more than one instance of the MessageWay Manager on a machine.

Menus and Toolbar

The MessageWay Manager menus and toolbar options change when various options are selected in
MessageWay Explorer. The basic set of menus and toolbar options are shown here.
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-ﬁ. MessageWay Manager - Default, (local)

File Search View MessageWay Window Help

| %

% @ - - |

Notice that the header displays the name of the current MessageWay environment.

MessageWay Explorer

After starting the MessageWay Manager, an explorer-like window appears. The MessageWay Explorer
window provides access to the adapter, service and location monitors and, for local users, access to the
MessageWay Server configurations.

You may have only one system in your environment, as shown here.

e "

&y MessageWay Explorer EI@
' M:essagEWay Mame Status
} :::Spters,f'SEches = Adapters/Services
. - Locations ©Fie System
» - File System = Keys
- Master Location Schedules O Locations
» - Receipt Monitor Schedules S Master Location Sched. ..
- - Rules Processing () Receipt Monitor Sched. ..
- Servers IE) Rules Processing
. Users I servers
ﬁ szers
Fa MessageWay Server

You may have multiple systems in your environment, a multi-system environment, as shown here.
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e "

&y MessageWay Explorer El@

4 | Message\Way Mame Status User

4 MWAY_USA_NY RHEL
- - = IE)MwaY_USA_NY_RHEL Connected Adm

Adapters/Services
> -Keys D MwaY_USA_NY_WIN2008 Connected Adm

» - Locations

- Master Location Schedules
» - Receipt Monitor Schedules
» - Rules Processing

Servers

> - Users

4 - MWAY _LISA_NY_\WIN2008
Adapters/Services

: -Keys

» - Locations

- Master Location Schedules
» - Receipt Monitor Schedules
» - Rules Processing

Servers

> - Users

System Monitor

Users display the System Monitor window from the View menu. The monitor provides a real-time
summary of all adapter and service system activity, which is updated by the MessageWay Server(s). The
counts are grouped by services, adapters and mailboxes. Mailboxes includes messages not associated with
any adapter or service: those that have been sent to the system mailbox, {Unknown}, and those that have
been sent to a pickup mailbox. Pickup mailboxes allow users access to MessageWay from external
processes, through services such as the AS2 Interface (on page 114), the FTP Server (on page 185) or the
SFTP Server (on page 298).

Users may double-click a count to display a list of messages for that category. If there is an error
delivering or processing a message, then the message status is set to Error, an exception is generated that
can be viewed in the event log, and error code and error text values also appear in the Message Properties
window.

Queued Receiving Sending Complete Error

Service: Adapter: o 0 o 7 0@
Queued Processing Complete Error Available Uploading Downloading Complete Errar

0@ o 2 1 (0) hailbox: 4(0) 0 o 0 00

When monitoring all systems in a multi-system environment, the counts reflect message activity for all
systems in that environment to which you are logged on.
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.

£ MessageWay Manager - MWAY_USA
File Search View MessageWay Window Help

TR &
All SYStEI'I'IS Queued Receiving Sending Complete Error
Service: Adapter: 0 (o) 0 o 14 0 (o)
Queued Processing Complete Errar Available Uploading Downloading Complate Error
0 {0) 0 4 2(0) Mailbox: & (0) 0 o 0 0 (o)

Monitor for Adapters and Services

The monitors provide a real-time summary of message activity for each configured adapter and service.
The MessageWay Server provides real-time updates for the monitors.

£ MessageWay Explorer EI@
4 MessageWay Services Status Queued Processing Complete Error

i-| Adapters Services

- Keyf 5 Fa@mwCompress Stopped o) 0 ] )]

. Locations Famwconvert Stopped 0{0) i} i} iR ()]

+ File System Fa@mwcustomProc Stopped 0{0) 1} 1} iR ()]

{.. Master Location Schedules FamwDistList Stopped 0 (o) 0 5 0(0)

» - Receipt Manitor Schedules P MWRUles Stopped R ()] a ] o)

b -Rules Processing P My Translator Stopped LR 1] 1 (1)

i Servers

» - Users
Adapters Status Queued Receiving Sending Complete Error
E= MyAS2 Stopped 0 (o) 0 0 0 0 (D)
B2 My CustomIO Stopped 0 (o) 0 0 0 0D
E=] My/Disk Stopped 0 (o) 0 0 8 0D
B2l MyWEmail Stopped 0 (o) 0 0 0 0D
B2 MWETP Stopped 0 (o) 0 0 0 0 {0
B MyMQ Stopped 0 (o) 0 0 0 0{0)
B2 My/SFTP Stopped 0 (o) 0 0 0 0{0)

The monitor displays the adapter or service name and status, Running, Stopped or Suspended. For each
service, counts are displayed for Queued (On Hold), Processing, Complete and Error. For each adapter,
counts are displayed for Queued (On Hold), Receiving, Sending, Complete and Error.

To control adapter or service processing, users may select one and then select the appropriate command
from the Adapters/Services menu, or right-click and select the command from the menu. Users may also

b B om : .
select buttons on the toolbar to start, stop and restart an adapter or service. The following
table explains the use of the commands:

Command Shortcut Icon Description

Start [} | Starts an adapter or service.
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Command Shortcut Icon Description

Stops an adapter or service.

Stop
|

Restart Stops and then starts an adapter or service when it is
m- running. This process rereads the adapter or service
— configuration files, so use this to make new configurations
take effect.

Suspend menu  When an adapter or service is running, suspends all new
activity (sends, receives, polls), allowing current activity to
complete processing.

Resume menu  When an adapter or service is suspended, changes status
to running and continues activity. This does not reread
configuration files, so use this to continue processing as
before.

Users may double click a count to display a message list window with the messages for that category.

-

e Service Com plete Message List - MWTranslator EI@
Message Query Details
AdapterService: MWTranslator State: Complete
D Sender Recpient Date Size
\/ 201110231205210040qu XB5SOTEST mwiranslator 2011/10/28 12:42:36.563 ... 1997
\/ 20111020103924001680 XB5OTEST MWTranslator 2011/10/20 10:39:24.831 ... 1997
2 Messages 4K total bytes

Monitor for Locations

The location monitor provides a summary of the states for each configured location associated with an
adapter or service. It also provides counts for locations that are not associated with an adapter or service:
the system mailboxes such as {Unknown}, and pickup mailboxes, which are shown in the Mailboxes
category on the system monitor.

There are two system folders that contain locations: the Locations folder and the File System folder. The
locations in these folders are unique and independent, although once configured, all locations behave the
same. The File System folder is for remote users who access MessageWay through FTP and SFTP clients
to view their messages in a more familiar directory structure, rather than the structure imposed by the
Locations folder.

In the Locations folder from MessageWay Manager, you can add, delete or rename locations and location
folders. Locations are defined globally and their names must be unique, even when they are stored within
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folders. The tree structure of folders for locations allows users to more easily manage large numbers of

locations.

In the File System folder from MessageWay Manager, you can add, delete or rename locations only, since
there are no folders. The directory structure is simply a view of the relationship of the locations within the
folder, because the locations function as locations and as containers or directory nodes. Location names

must only be unique within the directory path.

&4 MessageWay Explorer E\@
4 -M:essage‘n.ﬂ.n'a\,f Mame Status Output State  Location T...  Adapter/Service
i AdaptersfServices
. -Keysp 5 EFsTest Folder
s ([oebans (Emaiboxes Folder
. -File System Drests Folder
i...Master Location Schedules E:'Training Mway50 0-5 E... Folder
b -Receipt Monitor Schedules [E Translation X850TEST ... Folder
+ - Rules Processing £ {archiveReports} Open Mailbox
Servers @{a‘-\rd‘nive} On Hald Active SErvice MWCustomProc
i Users @{Checkmglntegrity} On Hald Active SErvice MWCustomProc
& iDist: Open Active Service MyDistList
£ {LogIntegrityReports} Open Mailbox
&2 fQuarantine} System
£ {Unknown} System
£ MessageWay Explorer EI@
4 MessageWay Mame Status Output State  Location Type  Adapter/Service
i Adapters Services
N -Keysl.j 5 ET&stPickupFS Open Mailbox
> - Locations
4 -File System
o
4 home
» - TestPickupFs
i Master Location Schedules
> - Receipt Monitor Schedules
> - Rules Processing
i Servers
> - Users
] 1 3

The monitor displays the location name and status for all locations. For each service location, there is an
output state. The location type indicates how the location is configured. The monitor also shows the
adapter or service associated with the location.

Location information is current at the time of display. Press F5 to refresh the display. The following table
explains the location monitor information:
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Column Description

Status This is the primary status of all auto-delivery locations, sites and service locations.
It is calculated from a combination of the location's state (Active or On Hold), the
schedule state (Open or Closed) and threshold release.

=  Open means that the schedule will allow the adapter or service to send and
receive messages for this location.

= Closed means that the schedule will not allow the adapter or service to send
and receive messages for this location.

= On Hold means that the location is not available to send or receive data.

= Threshold: nn means that the schedule is controlled by threshold release
rules.

Output State Valid for service locations only. It is blank for all other types of locations.
= Active means that the service location will send output for delivery.
= On Hold means that the service location will send output to the appropriate
adapter or service, but the output will be placed on hold in the queue for the
service or adapter.
Location Type = Input means that the site is configured to send messages into MessageWay.

=  Output means that the site is configured to deliver messages from
MessageWay.

= 1/O means that the site is configured to send messages into and deliver
messages from MessageWay.

= Mailbox means that the location waits for users to collect their messages,
rather than having them delivered by an adapter.

=  Service means that the location is associated with a service, rather than an
adapter.

= System means that this is the system mailbox, {Unknown}, used for messages
that are in error, because the destination location does not exist. This location
may not be deleted.

= Folder means that this item is a folder, which you can use to organize your
locations. It has no effect on configurations or processing.

Adapter/Service The location is currently associated with this adapter or service. This value is blank
for group folders, system mailboxes and pickup mailboxes.

Status and output state also appear on the General page for quick reference.

Users may right click the location to directly control location status. The menu allows them to select
Properties to change the schedule or Hold Messages to put the location on hold, among other options.
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3
i E

£ MessageWay Explorer

4 MessagelVay + || Name Status Output State  Location
i Adapters/Services
y -Keysp 5 £ EmailOout Open Output
4 - Locations 4 0TOout Open Output
4 Tests £4DTIn Open Input
.. .AS2 Minar Dt
. Compress Explore :
+ - Conversion |
.- Custom 10 = ||| B sFrP e
- Custom Processing IED Rules Prog Show Dependent Messages
- CustProcExamples ©mg
. Distribution List e Hold Messages
-~ Email (2 Email Release Messages
" I Distributio Hold Outputs
-MQ I custProcE ~
| ; Release Outputs

Message Processing Options

These are some basic processing options.

Sending and Receiving Messages

MessageWay offers several methods to send and receive messages, defined by location configurations.
When a location is associated with an adapter or service, MessageWay automatically delivers the message
to its destination. When a location is not associated with an adapter or service, MessageWay holds the
messages in a destination mailbox for users to pick up, using some external access, such as the Web, FTP,
or SFTP.

Adapters provide services to the Message Store. Services provide access to a processing service. Most
adapters and services are part of base MessageWay, and the modular design of the system allows users to
easily add other instances of an adapter or service. For a list of basic features and optional features, refer
to Features (on page 5).

Specifying Storage of Message Content

MessageWay always stores information about messages in the MessageWay database. For destination
locations, users may decide whether to store the message content on disk, which is the default, or in the
database. When the message is stored in the database, users may also choose whether to compress or
encrypt it. Data is encrypted using the Advanced Encryption Stan