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#

# Cisco IOS Backup Running Configuration

#

# login to the device

@login

#enter privileged mode

@enable

# display the running configuration of the device and capture it in the 

WUG database 

[running-config] show run

# logout from the device

@logout



 

 

 

 



 
 

# This is a comment

#         This is also a comment

123 # This is not a comment because '#' is not the first non-whitespace 

character in the line
 



 
 

CommandTerminator = "\r\n"

TFTPServerAddress = 192.168.10.50

TransferFileName= startup-config.txt

@login

@write "copy tftp start"

@write $(CommandTerminator)

@write "$(TFTPServerAddress)"

@write "(TransferFileName)"

@write $(CommandTerminator)
 



FirstUSPresident =        The Honorable George Washington

$(FirstUSPresident)

"$(FirstUSPresident)"

 

 





 

 AddCommunity RO

 AddCommunity RW

 AddPassword

 AddPrivilegedPassword

 AddReadOnly

 AddReadWrite

 AddUserName

 CommandPrompt

 CommandTerminator

 FileTransferMethod

 LoginTerminator

 MorePrompt

 MoreResponse

 Password

 PasswordPrompt

 PrivilegedPassword

 RemoveCommunity RO

 RemoveCommunity RW

 RemovePassword

 RemovePrivilegedPassword

 RemoveReadOnly

 RemoveReadWrite

 RemoveUserName

 TFTPServerAddress

 TransferFileName

 TransferFileDirectory

 UserName

 UserNamePrompt



 



 
 

@login

@enable 

config t

line vty 0 4

login local

exit

username $(NewUserName) password $(NewPassword)



exit 

@logout
 

 

 

@

@

@login

@write

 @login

 @connect

 @write

 @read

 @read-more

 @logout

 @if

 @endif

 @scp-client-transfer

 @sftp-client-transfer

@ login

username $(NewUserName) password $(NewPassword)
 



This is Control-S: \x13
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show run

ls-al



running-config

[running-config] show run

show run

running-config

 

 ls –al

file-list

[file-list, trim-start-lines = "4"]   ls -al



[file-list, trim-start-lines = "4", trim-end="\n\n\n"]   ls -al
 

enable 

shutdown { "Are you sure? ", "Y" }

shutdown 

Y 

@logtout

@logout

enable { $(PasswordPrompt), "$(Settings.PrivilegedPassword)" }
 



[last-words]   shutdown   { "Are you sure? ", "Y" }

[last-words]  shutdown  { "Are you sure? ", "Y" }

[last-words] 

shutdown

{ "Are you sure? ", "Y" }

[last-words]

shutdown  { "Are you sure? ", "Y" }

[last-words] shutdown

{ "Are you sure? ", "Y" }

[

last-words

]  shutdown  { "Are you sure? ", "Y" }

[last-words] shut

down  { "Are you sure? ", "Y" }

[last-words] 

shutdown

{ 

"Are you sure? ", 

"Y" 

}
 



CommandPrompt

CommandPrompt

 

@



 

@login

@login

 

 

 

 

 

@login

@login

@login

 UserNamePrompt Settings.UserName

LoginTerminator

 PasswordPrompt

LoginTerminator

 MorePrompt MoreResponse

 @login CommandPrompt

Settings.ReadTimeout

 

enable enable 

enable 

@enable

@enable

@enable

@enable

 enable CommandTerminator

 UserNamePrompt Settings.UserName

CommandTerminator



 PasswordPrompt Settings.PrivilegedPassword

CommandTerminator Settings.PrivilegedPassword

Settings.Password

 @enable

CommandPrompt

Settings.ReadTimeout

 

@logout

@logout

@logout <optional device logout word><optional query>

@logout exit 

@logout "logout" logout 

@logout "logout" {"Are you sure?", 

"Y"}

logout "Are 

you sure?" "Are you sure?"

"Y"

 

@login @enable

[last-words]   shutdown   { "Are you sure? ", "Y" }

CommandTerminator



MorePrompt MoreResponse 

CommandPrompt

Settings.ReadTimeout

@login

 @enable { "password: ", "$(Settings.PrivilegedPassword)" }

[running-config] show run

[-] logout

show run

running-config

logout 

logout 

exit logout 

@logout 
 

@login @enable

@login

@login



@login @enable

@connect

@write

@read

 

@connect @login

@login

@connect

@write @read

@connect

@connect

@connect

Settings.ReadTimeout

@connect "login as: ", "user name: "

@connect 

@connect

@connect

@connect-more

more 

more 

@connect-more @connect @connect-more @connect

more @connect

MorePrompt @connect-more

MoreResponse

@connect-more "login as: ", "user name: "

 



@write

show run

CommandTerminator \n \r\n

@write "show run"

@write $(CommandTerminator)
 

@read

@read @write @read

@read

@read

Settings.ReadTimeout CommandPrompt

@read $(CommandPrompt) @read

@write "show run"

@write $(CommandTerminator)

[running-config, trim-end-lines = 1]  @read  $(CommandPrompt)

@read

@read

@read-more

more 

more @read-more

@read @read-more @read, more 

@read MorePrompt

@read-mor MoreResponse
 



 
 

@login @enable

@login

@enable 

[running-config] show run

@logout

@connect "login as: "

@write "$(Settings.UserName)"

@write $(LoginTerminator)

@read "password: "

@write "$(Settings.Password)"

@write $(LoginTerminator)

@read $(CommandPrompt)

@write "exit"

@write $(CommandTerminator)



@login

@enable 

@write "copy tftp start"

@write $(CommandTerminator)

@write "$(TFTPServerAddress)"

@write $(CommandTerminator)

@write "$(TransferFileName)"

@write $(CommandTerminator)

@write $(CommandTerminator)

@logout
 

 


