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Welcome

Welcome to WhatsUp Gold

Network and application infrastructures have become some of the most critical elements in
business strategy. High reliance on network or application availability requires that all
businesses-from SMBs to Enterprises—take a proactive approach to preventing or resolving
outages with minimal impact to productivity and revenue. The Ipswitch WhatsUp Gold
product family leverages a powerful, yet affordable, easy-to-deploy and use, network tools
suite that ensures you always know the pulse of the network so you can respond quickly to
changes. When combining your network hardware with the value of WhatsUp Gold, you can
be confident that you have the tools to manage your network easily and reliably.

This WhatsUp Gold Getting Started guide steps through the overview process of deploying
WhatsUp Gold products—WhatsUp Gold Premium, WhatsUp Flow Monitor, WhatsConnected,
WhatsConfigured, and WhatsVirtual—and suggests other network tools to increase visibility
and access to real-time network performance data.

About WhatsUp Gold

WhatsUp Gold monitors, reports, alerts, and takes action on the status of network devices, the
system, and services. WhatsUp Gold installs, discovers, and maps network connected assets in
minutes. Leveraging SNMP v1/2/3 and WMI, it enables monitoring in combination with
powerful alerting and notification capabilities to keep the network infrastructure running and
you informed when issues arise. Intuitive web-enabled workspace reports and dashboards
provide quick navigation to over 200 reports, documenting all device, bandwidth and
application-related activity. WhatsUp Gold ensures network managers have 360° visibility,
actionable intelligence, and complete control to make smarter decisions faster. For more
information about what's new in WhatsUp Gold, see the WhatsUp Gold release notes
(http://www.whatsupgold.com/WUG144relnotes).

Available editions

WhatsUp Gold is available in four editions. Each edition tailors WhatsUp Gold's features to
meet the diverse needs of WhatsUp users, from small networks to those spanning multiple
geographic locations.

*» WhatsUp Gold Standard Edition manages devices and applications on a single-
location network. Intuitive web-enabled workspace views provide drill-down access
to alerts and issues in real-time, and access to more than 200 reports that document
device, bandwidth, and application-related activity.


http://www.whatsupgold.com/WUG144relnotes
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WhatsUp Gold Premium Edition provides all of the network management
capabilities of WhatsUp Gold Standard Edition, plus advanced management for
Microsoft® Exchange™, Microsoft® SQL Server™, and SMTP email servers. Premium
Edition also includes several features that let you monitor performance data in real
time, as well as support for application monitoring using Microsoft's WMI™,

WhatsUp Gold MSP Edition gives managed solution providers the ability to use all of
the features of WhatsUp Gold Premium Edition to monitor their customers' remote
networks from a central location in the managed solution provider's network
operations center. Managing multiple companies' networks at once has never been
easier.

WhatsUp Gold Distributed Edition extends the features of WhatsUp Gold Premium
Edition to companies whose networks are segmented across multiple geographic
locations. WhatsUp Gold Distributed Edition can detect issues at any of the company's
sites and can then report the issue to the effected site and to a central location.

WhatsUp Gold optional plug-ins

WhatsUp Gold optional applications are available for use with WhatsUp Gold editions.
These plug-ins broaden your monitoring and reporting capabilities to give you a more
complete picture of your network and its many components. For more information, see the
WhatsUp Gold web site (http://www.whatsupgold.com/).

WhatsConnected provides layer 2/3 network discovery and topology mapping to
visually depict device connectivity down to the individual port. It also employs deep
device scanning that provides detailed information about discovered devices in a
simple device list view, a device category view, connectivity report view,
asset/inventory report view, WMI (Windows) inventory information, bridge port
utilization report view, a detailed topology view, and more. You can publish any of
the network maps as a network diagram in Microsoft® Visio™ or export detailed device
information to WhatsUp Gold to automate the creation of detailed network topology
map views. WhatsConnected also includes Layer 2 Trace, IP/MAC Finder, polling and
monitoring, and interface status and utilization tools to validate connection paths and
report real-time availability data on devices. For more information, see the WhatsUp
Gold web site (http://www.whatsupgold.com/products/WhatsConnected).

WhatsVirtual plug-in provides additional capabilities to discover, map, monitor, alert,
and report on virtual environments in WhatsUp Gold. With WhatsVirtual, one
discovery scan can discover both virtual and physical devices. In Device View, virtual
devices are displayed alongside physical devices. For each virtual host discovered, a
group is created for the virtual host and all of its associated virtual machines.
Leveraging the VMWare vSphere APIs, WhatsVirtual enables the same mapping,
reporting, predictive monitoring, and powerful alerting and notification capabilities
of WhatsUp Gold to keep you informed when issues arise and to keep the network
infrastructure running smoothly. For more information, see the WhatsUp Gold web site
http://www.whatsupgold.com/WhatsVirtual.


http://www.whatsupgold.com/
http://www.whatsupgold.com/products/WhatsConnected
http://www.whatsupgold.com/WhatsVirtual
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WhatsUp Gold Flow Monitor plug-in for WhatsUp Gold leverages Cisco NetFlow,
sFlow, and J-Flow data from switches, routers, and Adaptive Security Appliances (ASA)
to gather, analyze, report, and alert on LAN/WAN network traffic patterns and
bandwidth utilization in real-time. It highlights not only overall utilization for the
LAN/WAN, specific devices, or interfaces; it also indicates users, applications, and
protocols that are consuming abnormal amounts of bandwidth, giving you detailed
information to assess network quality of service and quickly resolve traffic
bottlenecks. WhatsUp Flow Monitor protects network security by detecting virus and
worm activity on the network. Comprehensive reporting takes the raw real-time
network traffic data from routers and switches and presents you with useful
information to understand trends, utilization, and where network bandwidth is
consumed. For more information, see the WhatsUp Gold web site
(http://www.whatsupgold.com/NetFlowMonitor).

WhatsConfigured plug-in enables effective management of one of the most critical
assets on your network—device configurations. It automates the key configuration
and change management tasks required to backup, compare, and upload
configuration files for networking devices. WhatsConfigured maintains and controls
configuration files and alerts when any configuration changes are detected.

The WhatsConfigured plug-in reduces the time and effort spent maintaining device
configurations and changes while providing increased security, compliance, and
visibility. For more information, see the WhatsUp Gold web site
(http://www.whatsupgold.com/WhatsConfigured).

WhatsUp Gold VolP Monitor plug-in for WhatsUp Gold measures your network's
ability to provide the quality of service (QoS) necessary for your VolIP calls on your LAN
and WAN links. After a simple setup, the VolP Monitor accesses Cisco IP SLA (service
level agreement) enabled devices to monitor VolP performance and quality
parameters including jitter, packet loss, latency, and other performance values. The
plug-in’s full integration with WhatsUp Gold allows you to easily view graphs and
metrics for bandwidth and interface utilization and troubleshoot network issues that
affect VolP performance. For more information, see the WhatsUp Gold web site
(http://www.whatsupgold.com/products/Voip_Monitor).

WhatsUp Gold Failover Manager provides user-configurable criteria to determine if
WhatsUp Gold is in a failed state. You can choose to have the primary system go
down if all services are disabled, or if any specified service is disabled. For example, if
you select all services, the services used by WhatsUp Gold must go down on the
primary service for the secondary system to take over. If you select only the Polling
Engine and Web Server, and both are disabled on the primary system for any reason,
the secondary system takes over WhatsUp Gold network management duties until
the primary system has been restored. The WhatsUp Gold Failover Manager ensures a
high availability operation for WhatsUp Gold. For more information, see the WhatsUp
Gold web site (http://www.whatsupgold.com/products/FailoverMgr).


http://www.whatsupgold.com/NetFlowMonitor
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Deploying WhatsUp Gold

WhatsUp Gold makes it easy to deploy and be running quickly so you can get started
monitoring and managing your network. Use the following guideline to deploy WhatsUp
Gold and WhatsUp Gold plug-ins, then begin managing your network.

STEP 1 Prepare the STEP 2 Discover and map STEP 3 Explore and STEP 4 Manage the
network the network customize reports network

Prepare network devicesto be Customize how WhatsUp Gold D i e e el e e e Use WhatsConfigured to manage
discovered and monitored monitors discovered devices netwaork device configurations
Run a WhatsUp Gold network S :
Install WhatsUp Gold discovery. IF WhatsVirtual is installed, Customize device status reports E AL T LY

3 . " Center view with Ipswitch Dashboard
virtual devices are also discovered.

Use WhatsConnected to add Layer 2 Configure custom Alert Center Access reports from anyw here using
topology maps to WhatsUp Gold thresholds the WhatsUp Gold mobile interface

Use real-time tools to evaluate
and correct network issues

STEP 1: Prepare the network

Download and install WhatsUp Gold

Download WhatsUp Gold and any WhatsUp Gold plug-ins from WhatsUpGold.com. If you are
evaluating, the installation program includes the evaluation license and activates
automatically.

The WhatsUp Gold installation program bundles and delivers prerequisites for the
application, including Microsoft .NET Framework 4.0 and Microsoft SQL Server 2005 Express
Edition. Because of the need for a more robust and feature rich web platform, Microsoft IIS 6
or Microsoft IIS 7 has become the recommended web server for supporting the WhatsUp
Gold Web Interface and its associated web services. The installation program automatically
configure IIS 7; however, IIS 6 must be enabled prior to the WhatsUp Gold installation. The
legacy WhatsUp Gold Web Server is provided only as a fall-back option.

For more information on specific installation steps, consult the Installing and Configuring
WhatsUp Gold v14.4 (http://www.whatsupgold.com/wugiis_144). The Release Notes


http://www.whatsupgold.com/wugiis_144
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(http://www.whatsupgold.com/WUG144relnotes) are also available from the installation
program.

Enable SNMP on key devices

WhatsUp Gold uses SNMP to determine the manufacturer and model, components (such as
fans, CPUs, and hard disks), operating system, and specific services (such as HTTP or DNS) of
each device. We recommend configuring important devices to respond to SNMP requests.
You can use the Welcome Center Quick Setup Assistant to configure SNMP credentials for
network devices. The Quick Setup Assistant starts immediately following the WhatsUp Gold
installation. You may also want to view the WUG Guru video about enabling SNMP on your
network devices (http://www.whatsupgold.com/wug123snmpvideo).

Configure Flow Monitor on key devices (optional for Flow Monitor
users)

@ Important: The following information is an overview example. The process for configuring a
device to export Flow data varies widely from device to device and is dependent upon your
network configuration. Please see your router or switch documentation to determine the
correct steps for configuring your device.

WhatsUp Flow Monitor collects NetFlow, sFlow, or J-Flow data exported from network routers
and switches. If you use the WhatsUp Gold plug-in, Flow Monitor, to monitor network
bandwidth utilization, the following example shows the command line interface commands
required to enable NetFlow exports for devices on which you want to enable network
bandwidth monitoring:

ip flow-export version 9

ip flow-export destination 192.168.28.4 9999

¥ Tip: Instead of 192.168.28.4 9999, use the IP address of your WhatsUp Gold server.

In addition, configure each interface to export data to WhatsUp Flow Monitor.

ip flow ingress

- or' p—

ip flow egress

If the device exporting flow data is also performing network address translation (NAT), we
recommend exporting egress data from the internal interface so that private network
addresses are displayed in Flow Monitor reports. Any other configuration results in all private
addresses reporting as the public addresses of the device performing the network address

translation.

WhatsUp Flow Monitor automatically begins tracking network bandwidth utilization when it
receives flow data. For more detailed Flow Monitor configuration information, see the


http://www.whatsupgold.com/WUG144relnotes
http://www.whatsupgold.com/wug123snmpvideo
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WhatsUp Gold Flow Monitor Help and the documentation for the router/switch that is
exporting data to WhatsUp Flow Monitor.

STEP 2: Discover and map the network
Run the Quick Setup Assistant

The Quick Setup Assistant guides you through the initial configuration that is necessary for
WhatsUp Gold to discover network devices. You can use the Quick Setup Assistant to
configure the connection to your mail server and set up the default email address for email
notifications. Click the Start Here button to launch the Quick Setup Assistant.

@) \WhatsUp Getting Started

Use the Quick-Setup Aqshtanl‘!
This easy to use assistant is a simple three
process that will guide you through pa'Fu’nmgﬂ'»e
basic tasks necessary to get Whatslp Gold
monitoring your nekwork in the shortest possible
tirme, The assistant will help you set up
when something goes wrong, set up
your SNMP credentials for monitoring your devices,
and enable the discovery of all the devices on your

Not Sure Where to Start?

Click the “Start Here" button to the right! WhatsUp
Gold is designed to make your set up expenence as
easy as possble, Clicking the button will take you
through our Quick-Setup Assistant and youll be
manitoring your nebwork in minutss, Al the power
and fiexibility of the award winning WhatsUp Goid
ars just & few keystrokes away, Get started now|

network.
Community Other Resources Follow us!
o Knowledge Base : "

If you have a problem, chances are good that cthers have been there as Senting Stasted Guide FieExchangs l,.
well and the answer may already be in the WhatsUp Gold knowledge base,

o fandd " hatsln |
Search here to find answers to commaon questions about WhatsUp Gold. Help Documentation Make 2 Suggestion .
Support Forums b“‘
On the forums you can ask questions of other users, WhatsUp Gold experts,
and =ven WhatsUp Gold developers, 1t's 3 great way o leam to improve your Release Notes More...
knowledge and find answers to those tough networking problems. T

[¥ Show Getting Started at launch

Most importantly, the Quick Setup Assistant collects information about your SNMP
communities and other credential types, such as VMware for the WhatsVirtual plug-in, and
TFTP and SSH credentials for the WhatsConfigured plug-in. The Quick Setup Assistant
automatically generates SNMPv1 and SNMPv2 credentials for each community entered.

Configure action policies

Action policies are sets of rules that WhatsUp Gold uses to determine what actions it takes
when it detects network issues. By default, WhatsUp Gold creates an action policy that sends
email notifications to the address you specified in the Quick Setup Assistant and applies it to
all discovered devices.
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If you want WhatsUp Gold to take other actions when issues are detected on devices, you can
configure additional action policies. Action policies are primarily used to send notifications via
email, SMS, and pager, but actions can also be used to write events to common logs, restart
Windows services, set SNMP values, and run custom programs and scripts.

@ Edit Action Policy X

Palicy name:

ce beam

| Wokify 1T mainkenan

Actions in the policy: |

State Change Action Tvpe Action to Perform dd
Q p at least 5 min Sound Action Sound-LIp5 Edit...
Do E-mail Action rrandolphiftalpha.ips...
Q Down at least 5 min - Sound Action Sound-Downb Remaove...
Q Do at least 20 min - E-mail Action mrandolphiztalpha.ips...

04
Cancel

Help

ol e

[ ]only execute first action (for each state)

Action policies can be applied to specific devices automatically assigned to devices that
match a device role (such as an action policy that is applied automatically to all routers).
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Customize device roles

When WhatsUp Gold discovers devices, it tries to determine the type of device so that it can
monitor devices appropriately. To determine the type of device, WhatsUp Gold compares the
discovered attributes of the device to a set of criteria called a device role.

Device roles do two things:

= Specify the criteria that a device must match to be identified as the device role.

= Specify the monitoring configuration that is applied to the device when it is added to
WhatsUp Gold.

B Role Settings Editor

*’ Cisco Catalyst 3750

This dislog allows you change the configurstion settings associated with a device mole.

@ Context menu items | a Web links | " Motes 2 Device atributes Fghe identification
ki T T
¥, Gereral T = Performance monitors | . Active monkors Passive monitars | B Achons |
Ioon: Kama: v

Cesro Catalyst 3750
__.l_?‘,', Descripticn:
e Oisco Catalyst 3750 - Gigabit Etharmat Switch
Dewice type naming scheme:

SHscavery . Davice. Brand “oDiscavery. Davice.Maodal StDacovery. Device.05 S Discovery Device. PrimaryRole
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WhatsUp Gold provides several default device roles that are used to identify most common
network devices. These default roles should correctly identify the majority of devices on the

network, but you can modify the device roles to customize what is monitored on each device

and what action policy is applied.

B Device Role Settings =

Device Role Settings

This dialog albawes you o spedfy the default configuration behavior of the WhatsUp discovery, how a device I going to be conflgured after its

role has been identified.
DHCP Server !
- ﬁ VMware Host
il
Vg Email server WMware ESK/ESH server
E Firewall .
FTP server
) o CPU Utilization
g Printer » Disk Utiizaticn
R M Interface Utilization
-§- . . .
§ Router E * Memary Utilization

Ping Latency and Availabiity
¥ SAN device =
- Configure

e Switch
]

Telnet server ® Active monitors
o

il|

|4 urs
v
Configure

éc vienter Server

ye——

f?‘ VPN device . w Actions (mone)

Halp | Close

In addition, you can create new device roles to specify how WhatsUp Gold monitors and
reports on devices it does not natively recognize.
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Discover the network

After you have completed the configuration of network devices and the customization of
device roles, you can discover the network using WhatsUp Gold.

We recommend using the SNMP Smart Scan option to discover the network. Enter an IP
address of the Core router and an IP address of each Branch router as seed addresses, and
specify a Scan Depth. We recommend a Scan Depth of 2.

Settings

¥

Scan Type:

| 5P Smaet Scan )
Sead kodressas:
152,168.3.1

SHMP Credentials (4/5) -

windows Credentials (0/0)

Scan Method (Ping) -

Scan Advanced Settings

1
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When you start the discovery session, WhatsUp Gold begins scanning the network and
identifying physical devices and virtual devices (if WhatsVirtual is installed). Discovered
devices are added to the list in the Devices Discovered pane. As each device is scanned,
additional information about it becomes available, such as the device brand, model, and
operating system. Based on the network device attributes discovered about each device,
WhatsUp Gold designates a device role.

@ WhatsUp Gold v14.0 - Discover Devices S
| File Advanced Help
| Progress Summary (] Devices Discovered ®
Dievice Summary Host Neme Address Beand Made Operating System Riole ¢
|
s Dewice Limit Unlimited ath- Web server * | comp &
| Ewisting Devices 147 192163 HP HPM4171A P Switch | comp
|‘P Discovered Devices 127 T s 7 1
| 19216834 19216834 Web server v comp
Network Traffic
Id‘ D 19216335 Wb server » | comp
™ SNMP Bytes infout) 419461 /357524 E—
& ps fnvous L EXCH2007 19216336 Email server = | comg
|
id‘ Seannest 180 of 255 NPIDS1ACD HP HP Laseriet | Printer * | comg
Session Metrics MPIZSF4FE HP hp Laserlet 1 Web server = | comp
- L5eve
[17/2009 1272 =
| Scan Start 6/17/2008 3:27:24 PM 19316828 e =
n En =
i 192 [ P Laserlet £ Printer
| Elapsed Time 000105 i v
1921683.11 HP HP Calor Las Printer
| Session Settings E—
] ’ Wek server B cini
|™ Sean Type Range | o
| = SHMP Credentials n/n atl-sp2 ipswitch_mapswi 1 Web server | comp
|+ Windows Credentials {0/ 0) atl-ap3.ipswitch_mipswi 1921 Web senver w | comp _
Progress - F059% 000
Device Information ®
| !) Stop the current discovery session ‘
|
Add completed devices to WhatsUp Gold | — o = "
| B Device Information Scheduled Dwscoveries (0] | | Saved Results [0}

After all devices are discovered, click Add completed devices to WhatsUp Gold to add the
discovered devices to a device group and map.

‘1:!) Tip: You can add devices to the WhatsUp Gold database as they are discovered and before
the discovery has finished identifying all devices.

@ Tip: When VMWare hosts are discovered with the WhatsVirtual plug-in, after you click Add
completed devices to WhatsUp Gold, the VMWare hosts are listed in the Device View,
VMWareScan folder. Double-click a VMWare Host to view the associated virtual machines.
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Map the network (optional for WhatsConnected users)

After device discoveries are complete in WhatsUp Gold, you can discover topology maps with
WhatsConnected. WhatsConnected is available as a stand-alone application and you can
export data to WhatsUp Gold when WhatsUp Gold servers are configured as endpoints for
exchange data with WhatsConnected. Unlike other topology mapping solutions that overlay
devices on a topology bitmap or Visio drawing, WhatsConnected scans your network using
industry-standard protocols (such as ICMP, SNMP and LLDP) to automatically create Layer 2
topology maps of your network segments.

= WhatsUp Gold - Headquarters - Windows Internet Explorer

@ * | @ hitp:)f127,0.0. 1 MimCansolsl DeviceManagemart Devicalist [Devicellst  asprDevicalist nDevicaGroLpl D=4 TaDevicelist olistDewl ¥ | #4 X =
File Edit Miew Favorites Took Help

W de 55|+ gl whatsUp Gold - Headqua... % | @ Ipswitch WhatsConnectsd fo.., 1

Devices

| Device Groups
= [ My Network
KAl devices (dynamic group) R - PEQEREVRDY AN

EJAN routers (dynamic group)
#- | dDynamic Group Examples

12 R

I Headquarters u
[[dRangeScan (5/11/2009 7-35:56 AM) Y ;'.L_.m

# [dSmanScan (6/2/2009 5:59.26 AM)

=

= il e g ol ?
— - S5 -
AT g iy e

Togeig Wi
B M
#: Hetwork e

IL'I.

] ._| =] |?

First, run a layer 2 discovery in WhatsConnected, then right-click the topology map to export
the map to WhatsUp Gold and monitor the mapped devices. You can use filters to manage
devices that display on WhatsConnected maps and you can schedule discoveries to
dynamically update map and export to WhatsUp Gold. After exporting maps from
WhatsConnected to WhatsUp Gold, you can actively monitor network devices from a
topology map view. Network topology maps provide an easy and fast way to browse the
network infrastructure and display physical connections between devices, simplifying the

13



WhatsUp Gold v14.4 Getting Started Guide

day-to-day complexities of managing and quickly resolving network issues. Additionally, you
can export the topology maps to Microsoft Visio, making documenting your network
topology nearly effortless.

WhatsConnected also provides a variety of map-level user tools to test and monitor device
performance. Real-time polling and monitoring tools, such as Interface Status/Utilization, Ping
Status/Latency, and other tools help you test, analyze, and troubleshoot network device
performance.

STEP 3: Explore and customize reports

Set up workspace views

From the WhatsUp Gold web interface, you can group collections of reports into pages called
Workspace Views. Workspace Views provide easily accessible and personalized dashboard-
style overviews of the health of portions of your network.

Home Workepace

ol Hapuits _FuAen Cenles

Itertacn Ermars - Last 4 Howrs (Specic inberface) Mamu  Interface - Top 0 iy Mumber of Errors Menu

ATL-AFLigwwitchzam - Dot 11Radiod (1) Device [—— Tramsmit P v
P L T B cew-2021 ipswileh com GiganfEthemet ] 3 163
- = B ATL-AP 2 rswitch cam Cofl Aol a a
I B ATLAP2 pratich cam Dot Ramol 7 0 12
04505 ipswich com GiRbIEIemEL
O4S0R fpswiich. tom GigabREIhemel
Q4508 jpewiieh, o CigabEthermet
mewitch.cam Dot 1Aadon
r " TL-CISCO450E powihich. com SigabiEthemet
- . 2 = . = B ATL-CISCO4S06 jpewiich com GigabREMemel
i Bicr il BB ATL-CISCO450 opwich com GigabiEihemsd

= Ee

ooa .

Wareh 04 P10 1=00 PN - Masch B4, 2090 47 P9
Do abeirss Tahie Usage Meny  DEACES wilh Dovn Active Monitors Bani
Divics: Siaius

WIMALTD LA A58 TABIAR L/ miza (V) Wi72tE44 00 HTTR [Down al seaet 30 min)
Snatsstie AP skt s BiTz164430 HTTPDawn atieast 20 minl
e Fing{Diown = east 20 min}
PingDiowe 58 1885t 20 miny HTTPCDOwn & least 20 mink
FTR{Dowen)
irterfnce{ 108 Cagabith e et 21 Dowe t least 20 min
(Down at least 20 min

Stataticabg

StatwsthaBdemary

Fing(Down a [east 20 miny
Fing{Down a east 20 miny, HTTPDown & least 20 miny

stk
T
Statsticatrterias e ors AndDiscards ’
[ I e . e
B8 bk loubca il Ipswetcn_m i pswatch com

Anatsiticalimeilace

|

FingsD own 3% least 20 min;
FingiDawe 3 |east 20 minj

ows 10w mMe MMe ME  SIME OME TOME  2OME

TPEWITCM

We recommend creating Workspace Views to show the health of the network; for example
the server room, access points, the core network, and branch offices. In addition, you may
want to create Workspace Views that show the statuses of devices of different types, such as a
Routers, Switches, Virtual Machines, or VoIP devices Workspace View.

14



WhatsUp Gold v14.4 Getting Started Guide

Customize device status reports

The Device Status Report gives you a detailed look at the health of a single device by
aggregating multiple reports that apply to that device. You can view the Device Status Report
for any device you are managing using WhatsUp Gold.

The Device Status Report is automatically configured to display the most commonly viewed
information about a device, but you can customize it to your specific requirements. For more
information, see About the Device Status workspace in the Help.

{" WhatsUp Gold - Device Status - Windows Internet Explorer

G L | R 27,00, N kspaceDevicastatisDeviceSt abiss asp?_nDievieslD=208R_riRepartiD=2258DevicaStatus. nWorkspacall |+ X B~

Bl Edt Yew Favoites ook Hep

AR gewWhatslip Gold - Devies Status M~ B - o~ [iexer Dok

Device Status

3 Home 4 Devicas & Reponts &, Alan Cantar
-
Device Performance Monitor Summary Meny Device Active Monitor States Meny
Parformance Monitor Type Polling Collecion Polling Interval Monitor State
APC LIPS O 10min.
CPU Utilization All CPUs 10min 1FITRES (3] - 3~ 9k nknawn
Disk Utilization All disks omin. e itor
Interface Utilization Active interfaces 10min SHTTP
Memary Utilization Al memary items omin g
Ping Latency and Availability Default infemace 10min. Orequlei Up 31 lea Lt
a least 5
Davice Toolbar Menu
Display name: 192 168,204 30 Tail of State Change Log HMenu
Device type:  Router Tools
‘Q : Start Time Monitor State
e 1 [ 4.30 K e | =
:;:::::‘e ,gi .‘,;i ig .30 LICL R Mon 05/22 2:24 PR Talnet Up at least 5 min
= e Mon 06/22 2:24 PM HTTF Up atleact 5 min
Device Attributes Menu Mon D622 2:23 PW Fing Lip @l beast 5 min
Mon 06/22 2:19 Pi Telnet Up
i) heenc Mon 06/22 2:13 PM HTTR up
Brand: Mon 06/22 2:13 PM Fing Up
Category: b Sat 06120 816 P HTTR Down at least 20 min
Contact: Sabastien Sat 0620 816 FM Telnet Diown &t least 20 min
Description: Linux MRTG200 2.6 57 257-default #1 Mon May 15 14:14:14 U 30620 316 PM Fing Down at least 20 min
Location: DevLab Sat 0620 801 PM HTTP Down 2t least 5 min
MACAddress:
MACAddressVendor: Tail of Action Activity Log (Single Device} eny
Nameli MRTG200 Date Action Name Trigger
3 MRT G20 g KA dolphig dilch [l
ol 1361418072320 Sat 0820 758 PM mrandolphi@alphaipswilch com Down at least 2 min
Device SNMP Details R Ping - Last 4 Howrs [Single Davice Response Time) Manu

3 >
TPSWITCH
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Configure Alert Center Thresholds

As soon as WhatsUp Gold is installed and your network is discovered, Alert Center begins
monitoring and alerting on a variety of thresholds for devices across the network. Disk, CPU,
interface, and memory utilization are tracked for all devices and virtual devices (with the
optional WhatsVirtual plug-in), as are ping response time and availability.

g Descripbon: Aveags Ping Avalabiily darng e gxasl 30 meules tals selow 95%

Device Iniertsca  Parcest packet Loss
-5 prEscIRIpEmich_mipswiich com 81111 3

a-buld igBwitch_m igswhch com BBT%
afi-buld ipswich_m o com 66T %
neTIAK. Sarars g wiich com 7%
EXCHT BETH
oC a8 %
af-instalv 12 IpEwzh_m spamtich com BEE%
INETALLWINGD BBE %
att-ci-main ipswilch_m ipswich com a8 %
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You can create myriad of other thresholds to monitor other types of Performance, Passive,
and System alerts which can be applied to all devices or device groups collecting that type of
data. For more information, see Using the Alert Center in the Help.

& Edit Disk Utilization Threshold ==
Mame:
Performance Disk Utilization Exceeds 95% . '__::.
Threshold

The threshold will alert when:

disk utilization | exceeds v |95 ECI

for more than |1 days 4

Devices to Monitor
Manitar all devices with disk performance data by default

Motification

[T Maintenance Team w E]

Threshold Check
Check threshaold every |60 minutes.

(] Autamatically resalve items no longer out of threshold

Cancel

If you use WhatsUp Gold Flow Monitor, WhatsConnected, or WhatsConfigured plug-ins,

additional thresholds are available to expose and alert on network traffic that could indicate a
problem.
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STEP 4: Manage the network

Configure network devices (optional for WhatsConfigured users)

If you use the WhatsConfigured plug-in, you need to configure and assign credentials to
communicate with devices you plan to manage on your network, configure task scripts and
tasks, and assign tasks to the appropriate devices.

WhatsConfigured enables effective management of one of the most critical assets on your
network—device configurations. As a fully integrated plug-in available for WhatsUp Gold,
WhatsConfigured automates the key configuration and change management tasks required
to maintain and control configuration files for networking devices, reducing the risk of
network outages caused by misconfigured devices. You can leverage this automated
configuration to reduce the amount of time spent ensuring network devices are configured
correctly, freeing valuable time.

& Device Properties © &8 85 ipswich com ===
—
% — WhatsConfigured tasks attached to this device =
B s e | Name Description Last run - Add
Backup Running Task Backup the Runnng Config  9/21/2000 02:04:11 } Remove

Backup Startup Task Backup Startup Config Task

= {errt e i '
I.‘;‘ : 1 | Run Now. o

hives saved foe this device

[ime created Created by Key | | Restore... |

2009 020412 PM  Backup Running Task  running-config | [ Delete... |

- 9/16/2009 04:09:44 PM  Backup Startup Task startup-config
-fl T 1 9/16/2009 02.04.27 PM  Backup Running Task  running-config
p B Tasks 9/15/2009 02:04:08 PM  Backup Running Task  running-config

s 0/14/9008 NP-NA-18 B Barbun Qunninn Taek  nnninaorsnfin iewe

* | | Compara..

| Close

First, assign credentials for each device that you plan to manage through WhatsConfigured.
Next, configure Task scripts that login to devices via SSH or Telnet to run command-line
interface (CLI) commands on managed devices. Tasks can use pre-configured task scripts or
you can configure your own custom task scripts with the WhatsConfigured Custom Script
Language. Task scripts can perform a number of operations, such as uploading, restoring, or
backing up a running or startup configuration, or changing an application password. After
tasks are configured and assigned, they either run on the schedule you configure, or can be
run as needed from the WhatsConfigured Task Library and the WhatsUp Gold Device
Properties Tasks dialog. Task scripts are stored and managed in the Task Script Library and
associated to WhatsConfigured in the WhatsConfigured Task dialog. For more information,
see the WhatsUp Gold WhatsConfigured Help.

Configure a NOC display

After you have discovered your network, configured WhatsUp Gold and other plug-ins, you
can optionally extend the visibility WhatsUp Gold provides to your Network Operations
Centers (NOC) using Dashboard.

18
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Dashboard is a standalone application included with WhatsUp Gold Premium, Distributed,
and MSP editions. Dashboard cycles through report pages on the WhatsUp Gold web
interface, providing network administrators with constant insight into network health. For
more information, see About the Dashboard Screen Manager in the Help.

2 Tip: If your network contains more than a couple of branch offices, consider using WhatsUp
Gold Distributed Edition. WhatsUp Gold Distributed Edition extends the full functionality of
WhatsUp Gold Premium Edition to each branch office, sharing network health information
between a central NOC and any number of remote sites—no matter where they're located or
how they’re connected.
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Assess issues with real-time tools

Throughout reports in WhatsUp Gold, you can view Instantinfo popups, which let you see, in
real-time, how the metric shown on a report is performing. For example, if you're viewing an
interface utilization report for a device, Instantinfo popups allow you to see the real-time
interface utilization. This helps you to quickly evaluate the health of the device.

Interface Utilization

Wileyices o Reports 1 Aed Center
Date range;  Last 2 Hours - FI
Select Interface: Startt B 0o a -—.Ph B il
al Ime 2972009 . | A - Chart L -]
Port 1o Gateway Router 39 (1. « S0 il et Eropontie
End time: 6292009 [EJ1039AM -
June 23, 2008 8:35 AM - June 29, 2009 502 AM: WEIEIC]
B Recerce: B Transm:
100
a0+
B4
7o
iE &0
]
g 50
B
g 4o
T
a
30+
204
104
o
B35 am ES0am
Real Time Intarface Ulilization
S56G - Wlerface m
EO00 3
£ aom .
4 ” - o
:
2 zm
1]
103533 o 14016 am 10:41:03 am 10r41:44 am 04233 om x43168m
Min 83353 kbps  Mac 1 Mbps  Avg 1 Mops  Last 90054 kops
S5G - Irkerface
Fort to  Router 1.9 (149)
— ket Port fo Calew ey Rouer 3.2 (149)
Summary Interface Spasd 100 00 Mbps
Min [ EHS Avg Pfam Litilization % Max |Hilization % Aovg Lhtilization %
Recene: 3E5.70 Kbps 293 Mbps 1.00 Mbps 037 % 393 % 1%
Transmit 21917 Kbps  B55.41 Kbps 35053 Kbps 0.22 % 0.86 % 0.35 %
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Similarly, you can use two network tools to view real-time data on network devices: the Web

Task Manager and Web Performance Manager. Bringing the power of the Microsoft Windows
Task Manager and Microsoft Windows Performance Monitor tools to the Web, these tools let

you view real-time device data directly from the web interface.

& Web Partermance Manitor il SNl ED X Remo g

[

i = |

528 Wipe T =50 B 50 = Fpm
My (168 b I g B

e
i

B Network Tool: Web Task Manager

Sias orrpuien Knise | Diaplay Mams i

Addrese or hostname Calai
192.168.3.169 Speed: Momnal -

(L) Precusin | % Pracasser Trrw Pracsssts Procesar Trra Totsl

CPU Usage CPU Usage Histony

PF Uzage Page File Usage Hslon

Tolals Prvsical Mamony ()

Handlas 48285 Total JEEA03G

Thraads BT focailable 982616

Processes B0 Systam Cacha™ ATHE4
Comme Chamge () Karnal Memory (K)

Tolsl 4B2ToE Total 175028

Limit EOTETI Paged 157640

Peak” 494964 Monpagad 173839

FProcesses ¥ Parformance Interfaces

& Internet | Protected Mede: OFF Kok -
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View reports on the go

With many network management solutions, the most information you can get from your cell
phone is a notification of an issue. With WhatsUp Gold’s mobile interface, you don't have to
run to the computer every time you get a message about network health. The mobile web
interface lets you view thirty-five WhatsUp Gold and Flow Monitor reports from virtually any
modern mobile device, so you can troubleshoot issues as soon as you find out about them.
For more information, see Using WhatsUp Gold Mobile Access in the Help.
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Common network management tasks

Use the information below to learn more about common network management tasks in
WhatsUp Gold and the sections in the Help that pertain to those tasks.

To: See:

Use network discovery scans to discover devices you Discovering network devices
want to monitor on the network.

Use Device Roles to specify the criteria devices must Using Device Roles
match to be identified as the device role and specify the

monitoring configuration applied to devices added to

WhatsUp Gold.

Monitor performance (CPU, disk, memory, and interface Using Performance Monitors
use) for critical devices

Monitor standard IP services on a device, such as HTTP, Using Active Monitors
FTP, or SMTP

Listen for device events, such as authentication failures Using Passive Monitors
and Syslog messages.

Use reports to troubleshoot and monitor performance Using Full Reports
and historical data collected in WhatsUp Gold.

Set up workspace views for your users. Understanding and Using Workspaces
Set up users and role-based security access. Using the WhatsUp Gold Web Interface
Set up and route alerts to the appropriate network Using Actions

administrator.

Customize network maps to reflect your company's Using Maps
network topology.
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To: See:

Group devices by type, location, services, or some other Managing Devices, Dynamic Groups
attribute.

Set up user-configured thresholds and notification Using the Alert Center

policies on performance monitors, passive monitors,
WhatsUp Gold system health, the Flow Monitor plug-in,
and the WhatsConfigured plug-in.

For more information and updates

Following are information resources for WhatsUp Gold. This information may be periodically
updated and available on the WhatsUp Gold web site
(http://www.whatsupgold.com/wugtechsupport).

Release Notes. The release notes provide an overview of changes, known issues, and
bug fixes for the current release. The notes also contain instructions for installing,
upgrading, and configuring WhatsUp Gold. The release notes are available at Start >
Programs > Ipswitch WhatsUp Gold > Release Notes or on the WhatsUp Gold web
site (http://www.whatsupgold.com/WUG144relnotes).

Application Help for the console and web interface. The console and web help
contain dialog assistance, general configuration information, and how-to's that
explain how to use the features. The Table of Contents is organized by functional
area, and can be accessed from the main menu or by clicking Help in the console, or
the ?icon in the web interface.

Additional WhatsUp Gold resources. For a listing of current and previous guides
and help available for WhatsUp Gold products, see the WhatsUp Gold web site
(http://www.whatsupgold.com/support/guides.aspx).

WhatsUp Gold optional plug-ins. You can extend the core features of WhatsUp Gold
by installing plug-ins. For information on available plug-ins and to see release notes
for each plug-in, see WhatsUp Gold plug-ins documentation
(http://www.whatsupgold.com/support/guides.aspx).

Licensing Information. Licensing and support information is available on the
Mylpswitch licensing portal (http://www.myipswitch.com/). The web portal provides
enhanced web-based capabilities to view and manage Ipswitch product licenses.

Technical Support. Use the WhatsUp Gold Support Site for a variety of WhatsUp Gold
product help resources. From here you can view product documentation, search
Knowledge Base articles, access the community site for help from other users, and get
other Technical Support information. The Support Site is available on the WhatsUp
Gold web site (http://www.whatsupgold.com/wugtechsupport).
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Copyright notice
©1991-2010 Ipswitch, Inc. All rights reserved.

This document, as well as the software described in it, is furnished under license and may be
used or copied only in accordance with the terms of such license. Except as permitted by such
license, no part of this publication may be reproduced, photocopied, stored on a retrieval
system, or transmitted, in any form or by any means, electronic, mechanical, recording, or
otherwise, without the expressed prior written consent of Ipswitch, Inc.

The content of this document is furnished for informational use only, is subject to change
without notice, and should not be construed as a commitment by Ipswitch, Inc. While every
effort has been made to assure the accuracy of the information contained herein, Ipswitch,
Inc. assumes no responsibility for errors or omissions. Ipswitch, Inc., also assumes no liability
for damages resulting from the use of the information contained in this document.

IMail, the IMail logo, WhatsUp, the WhatsUp Gold logo, WS_FTP, the WS_FTP logos, Ipswitch,
and the Ipswitch logo are trademarks of Ipswitch, Inc. Other products and their brands or

company names, are or may be trademarks or registered trademarks, and are the property of
their respective companies.

This document was published on Friday, November 19, 2010 at 14:41.
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