14.1

Getting Started Guide

OJWH&I[SUDGOH

ITPSWITCH



CHAPTER 1 Welcome

Welcome to WhatsUp Gold

About WhatsUp Gold

Available editions

WhatsUp Gold optional PlUG-iNs..........ceirrsissssssssssssssssssssssssssssssnns 3

CHAPTER 2 Deploying

Deploying WhatSUP GOId ......irnninsensinsesssssssssssssssesssssssssssssssssssssnns
STEP 1: Prepare the NetWOork .......ecnneeonrenseseeesseennenns
STEP 2: Discover and Map the NETWOIK.......reinisinssssisssissssssssssssssssssssssssssssssssssssssssssssons 7
STEP 3: Customize reports........ccoeererrennenne 13
STEP 4: MaNAge the NETWOIK......rereinensissinesnsisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassens 17

CHAPTER 3 More information

Common NEtWOrk ManNAgEMENT TASKS ....cvvrerrrersreisimrissessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssons 22
For more information and updates........ccceeervverenererenernens 23




Welcome

Welcome to WhatsUp Gold

Network and application infrastructures have become some of the most critical elements in
business strategy. High reliance on network or application availability requires that all
businesses-from SMBs to Enterprises—take a proactive approach to preventing or resolving
outages with minimal impact to productivity and revenue. The Ipswitch WhatsUp Gold
product family leverages a powerful, yet affordable, easy-to-deploy and use, network tools
suite that ensures you always know the pulse of the network so you can respond quickly to
changes. When combining your network hardware with the value of WhatsUp Gold, you can
be confident that you have the tools to manage your network easily and reliably.

This WhatsUp Gold Getting Started guide steps through the overview process of deploying
three WhatsUp Gold products—WhatsUp Gold Premium, WhatsUp Flow Monitor, and
WhatsConnected—and suggests other network tools to increase visibility and access to real-
time network performance data.

About WhatsUp Gold

WhatsUp Gold monitors, reports, alerts, and takes action on the status of network devices, the
system, and services. WhatsUp Gold installs, discovers, and maps network connected assets in
minutes. Leveraging SNMP v1/2/3 and WMI, it enables predictive monitoring in combination
with powerful alerting and notification capabilities to keep the network infrastructure
running and you informed when issues arise. Intuitive web-enabled workspace reports and
dashboards provide quick navigation to over 200 reports, documenting all device, bandwidth
and application-related activity. WhatsUp Gold ensures network managers have 360°
visibility, actionable intelligence, and complete control to make smarter decisions faster. For
more information about what's new in WhatsUp Gold, see the WhatsUp Gold release notes
(http://www.whatsupgold.com/wug141relnotes).

Available editions

WhatsUp Gold is available in four editions. Each edition tailors WhatsUp Gold's features to
meet the diverse needs of WhatsUp users, from small networks to those spanning multiple
geographic locations.

*» WhatsUp Gold Standard Edition manages devices and applications on a single-
location network. Intuitive web-enabled workspace views provide drill-down access
to alerts and issues in real-time, and access to more than 200 reports that document
device, bandwidth, and application-related activity.
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WhatsUp Gold v14.1 Getting Started Guide

WhatsUp Gold Premium Edition provides all of the network management
capabilities of WhatsUp Gold Standard Edition, plus advanced management for
Microsoft® Exchange™, Microsoft® SQL Server™, and SMTP email servers. Premium
Edition also includes several features that let you monitor performance data in real
time, as well as support for application monitoring using Microsoft's WMI™,

WhatsUp Gold MSP Edition gives managed solution providers the ability to use all of
the features of WhatsUp Gold Premium Edition to monitor their customers' remote
networks from a central location in the managed solution provider's network
operations center. Managing multiple companies' networks at once has never been
easier.

WhatsUp Gold Distributed Edition extends the features of WhatsUp Gold Premium
Edition to companies whose networks are segmented across multiple geographic
locations. WhatsUp Gold Distributed Edition can detect issues at any of the company's
sites and can then report the issue to the effected site and to a central location.

WhatsUp Gold optional plug-ins

WhatsUp Gold optional plug-ins are available for use with any of the WhatsUp Gold
editions. These plug-ins broaden your monitoring and reporting capabilities to give you a
more complete picture of your network and its many components. For more information, see
the WhatsUp Gold web site (http://www.whatsupgold.com/).

WhatsUp Gold Flow Monitor plug-in for WhatsUp Gold leverages Cisco NetFlow,
sFlow, and J-Flow data from switches and routers to gather, analyze, report, and alert
on LAN/WAN network traffic patterns and bandwidth utilization in real-time. It
highlights not only overall utilization for the LAN/WAN, specific devices, or interfaces;
it also indicates users, applications, and protocols that are consuming abnormal
amounts of bandwidth, giving you detailed information to assess network quality of
service and quickly resolve traffic bottlenecks. WhatsUp Flow Monitor protects
network security by detecting virus and worm activity on the network.
Comprehensive reporting takes the raw real-time network traffic data from routers
and switches and presents you with useful information to understand trends,
utilization, and where network bandwidth is consumed. For more information, see the
WhatsUp Gold Flow Monitor User Guide on the WhatsUp Gold web site
(http://www.whatsupgold.com/products/netflow/index.aspx).

WhatsUp Gold WhatsConfigured plug-in enables effective management of one of
the most critical assets on your network—device configurations. It automates the key
configuration and change management tasks required to backup, compare, and
upload configuration files for networking devices. WhatsConfigured maintains and
controls configuration files and alerts when any configuration changes are detected.


http://www.whatsupgold.com/products/netflow/index.aspx
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The WhatsConfigured plug-in reduces the time and effort spent maintaining device
configurations and changes while providing increased security, compliance, and visibility

WhatsUp Gold WhatsConnected plug-in for WhatsUp Gold provides layer 2/3
network discovery and topology mapping to visually depict device connectivity down
to the individual port. It also employs deep device scanning that provides detailed
Information about discovered devices in a simple device list view, a device category
view, and a detailed topology view. You can publish any of the network maps as a
network diagram in Microsoft® Visio™ or export detailed device information to
WhatsUp Gold to automate the creation of detailed network topology map views.
WhatsConnected also includes Layer 2 Trace and IP/MAC Finder tools to validate
connection paths and report real-time availability data on devices. For more
information, see the WhatsUp Gold web site
(http://www.whatsupgold.com/products/whatsconnected/index.aspx).

WhatsUp Gold VolP Monitor plug-in for WhatsUp Gold measures your network's
ability to provide the quality of service (QoS) necessary for your VolP calls on your LAN
and WAN links. After a simple setup, the VolP Monitor accesses Cisco IP SLA (service
level agreement) enabled devices to monitor VolP performance and quality
parameters including jitter, packet loss, latency, and other performance values. The
plug-in’s full integration with WhatsUp Gold allows you to easily view graphs and
metrics for bandwidth and interface utilization and troubleshoot network issues that
affect VolP performance. For more information, see the WhatsUp Gold web site
(http://www.whatsupgold.com/products/voip-monitoring/index.aspx).


http://www.whatsupgold.com/products/voip-monitoring/index.aspx
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Deploying WhatsUp Gold

WhatsUp Gold makes it easy to deploy and be running quickly so you can get started
monitoring and managing your network. Use the following four step guideline to deploy
WhatsUp Gold and begin managing your network.

STEP 1: Prepare the network

Download and install WhatsUp Gold

Download WhatsUp Gold and any WhatsUp Gold plug-ins from WhatsUpGold.com. If you are
evaluating, the installation program includes the evaluation license and activates
automatically.

The installation program for WhatsUp Gold bundles and delivers all of the prerequisites of the
application, including Microsoft .NET Framework 3.5, Microsoft SQL Server 2005 Express
Edition, and Ipswitch Web Server. For more information on specific installation steps, consult
the WhatsUp Gold release notes. You can view the release notes from the first screen of the
installation program.

Enable SNMP on key devices

WhatsUp Gold uses SNMP to determine the manufacturer and model, components (such as
fans, CPUs, and hard disks), operating system, and specific services (such as HTTP or DNS) of
each device. We recommend configuring important devices to respond to SNMP requests.
You can use the Welcome Center Quick Setup Assistant to enable SNMP on the network
devices. The Quick Setup Assistant starts immediately following the WhatsUp Gold
installation.

Configure Flow Monitor on key devices (optional for
Flow Monitor users)

@ Important: The following information is an overview example. The process for configuring a
device to export Flow data varies widely from device to device and is dependent upon your
network configuration. Please see your router or switch documentation to determine the
correct steps for configuring your device.
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WhatsUp Flow Monitor collects NetFlow, sFlow, or J-Flow data exported from network routers
and switches. If you use the WhatsUp Gold plug-in, Flow Monitor, to monitor network
bandwidth utilization, the following example shows the command line interface commands
required to enable NetFlow exports for devices on which you want to enable network
bandwidth monitoring:

ip flow-export version 9

ip flow-export destination 192.168.28.4 9999

4 Tip: Instead of 192.168.28.4 9999, use the IP address of your WhatsUp Gold server.

In addition, configure each interface to export data to WhatsUp Flow Monitor.
ip flow ingress

-OR-

ip flow egress

If the device exporting flow data is also performing network address translation (NAT), we
recommend exporting egress data from the internal interface so that private network
addresses are displayed in Flow Monitor reports. Any other configuration results in all private
addresses reporting as the public addresses of the device performing the network address
translation.

WhatsUp Flow Monitor automatically begins tracking network bandwidth utilization when it
receives flow data. For more detailed Flow Monitor configuration information, see the
WhatsUp Gold Flow Monitor Help and the documentation for the router/switch that is
exporting data to WhatsUp Flow Monitor.
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STEP 2: Discover and map the network

Run the Quick Setup Assistant

The Quick Setup Assistant guides you through the initial configuration that is necessary for
WhatsUp Gold to discover network devices. You can use the Quick Setup Assistant to
configure the connection to your mail server and set up the default email address for email

notifications.

W WhatsUp Gold Welcome Center

IPSWITCH

New to WhatsUp Gold?

Run the guick setup
assistant.

The assistant is an easy
thres-step process that will
guide you through
performing a few basic
configuration tasks,
discoverying your devices, SNMS
adding them to WhatsUp

Geld. é \

| Show the welcome center at startup

W) \WhatsUp

‘Welcome Center

What's new on the WhatsUp Gold community?

On the WhatsUp Gold community site, you can ask questions and find answers about

WhatsUp Gold and network management in general.

Mew knowledge base articles Mew forum threads

Welcome to the new WhatsUp Gald
Answers repositary!

5 Help us test the new device
discovery engine!

Active momitor for an Application or

Process

. Feature Request added to Disk
monitoring

Utilizing WhatsUp Gold Database

Tools to Manage Database Size

System show devices that were

removed down
Upgrading/moving to a different ¥ New Exchange Monitor
machine

Mare.
Mare. i

@ Run the Assistant Now! ‘ Resources

These documents and resources can help you make the most of WhatsUp Gold.

Release notes Help system Make 3 suggestion

Getting Started Guide File exchange Mare.

¥ Show the quick setup assistant

Feature tour (videos)

P

Introducing WhatsUp Gold Alert
Center

Cverview of the Dewvice Status

* Workspace Report in WhatsUp Gold

424
viZ4

. Managing Custom Performance

Monitors with Bulk Field Changes
WhatsUp Gold Mobile Access

NetFlow Monitor with Firewalls, NAT
and VPN Tunnels: WhatsUp Gald
NetFlow Monitor

Configure NetFlow Sources with
WhatsUp Gold NetFlow Monitor

More.

Most importantly, the Quick Setup Assistant collects information about your SNMP
communities. The Quick Setup Assistant automatically generates SNMPv1 and SNMPv2
credentials for each community entered.

Configure action policies

Action policies are sets of rules that WhatsUp Gold uses to determine what actions it takes

when it detects network issues. By default, WhatsUp Gold creates an action policy that sends
email notifications to the address you specified in the Quick Setup Assistant and applies it to
all discovered devices.
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If you want WhatsUp Gold to take other actions when issues are detected on devices, you can
configure additional action policies. Action policies are primarily used to send notifications via
email, SMS, and pager, but actions can also be used to write events to common logs, restart
Windows services, set SNMP values, and run custom programs and scripts.

@ Edit Action Policy

Palicy name:

Wokify IT mainkenance team

Actions in the policy: |

State Change Action Tvpe Action to Perform
Q p at least 5 min Sound Action Sound-LIp5 Edit...
Do E-mail Action rrandolphiftalpha.ips...
Q Down at least 5 min - Sound Action Sound-Downb Remaove...
Q Do at least 20 min - E-mail Action mrandolphiztalpha.ips...

k.
Cancel

Help

[ ]only execute first action (for each state)

Action policies can be applied to specific devices automatically assigned to devices that
match a device role (such as an action policy that is applied automatically to all routers).

Customize device roles

When WhatsUp Gold discovers devices, it tries to determine the type of device so that it can
monitor devices appropriately. To determine the type of device, WhatsUp Gold compares the
discovered attributes of the device to a set of criteria called a device role.

Device roles do two things:

»  Specify the criteria that a device must match to be identified as the device role.

» Specify the monitoring configuration that is applied to the device when it is added to
WhatsUp Gold.
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WhatsUp Gold provides several default device roles that are used to identify most common
network devices. These default roles should correctly identify the majority of devices on the
network, but you can modify the device roles to customize what is monitored on each device
and what action policy is applied.

In addition, you can create new device roles to specify how WhatsUp Gold monitors and
reports on devices it does not natively recognize.

& Device Role Settings [P
| Device Role Settings '
i This dialog allows you to specify the default configuration behavior of the WhatsUp discovery, how 2 device is

going to be configured after its role has been identified.

Device
= | a DHCP Server
" DHCP Server ‘ . .
| A devica that provides automatic host configuration through the Dynamic

E it sorier Host Conhguration Protocol (DHCP).
€
v

% Firewall & Performance monitors B
' FTP server £
o Ping Latency and Availability
-:J Printer S =]
':j Router
.
# SAN device
-‘ ol
: 2 L i Ping
s Switch
7 ¥ Fan
o Telnet sarver & Temperature
& Power supply
55 uPs
- Configure
| Configure.. ||  Ada. o :
Help Close |!
e —
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Discover the network

After you have completed the configuration of network devices and the customization of
device roles, you can discover the network using WhatsUp Gold.

We recommend using the SNMP Smart Scan option to discover the network. Enter an IP
address of the Core router and an IP address of each Branch router as seed addresses, and
specify a Scan Depth. We recommend a Scan Depth of 2.

Settings

¥

Scan Type:
| 5P Smaet Scan )
Sead kodressas:

152,168.3.1

SHMP Credentials (4/5) -

windows Credentials (0/0)

Scan Method (Ping) -

Scan Advanced Settings

10
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When you start the discovery session, WhatsUp Gold begins scanning the network and

identifying devices. Discovered devices are added to the list in the Devices Discovered pane.

As each device is scanned, additional information about it becomes available, such as its

brand, model, and operating system. Based on what it discovers about each device, WhatsUp

Gold designates a device role.

@ WhatsUp Gokl vi4.0 - Discover Devices (=] =
File Advarced Help

e —

Device Summarny Host Name Address Beand Moded Operating System Rode
s Dewee Limit Unlirited atl-cxcodS06ipswiich_m 19216831 Web server | comp &
o Existing Devices 147 19216833 19216813 HP HP 41214 P Switch | camp
o == ——
AT e 16216834 162168 3.4 Weh sarver v | comg
Network Traffic —
o D 19216835 Wb server ® | comp
SKMP Bytes [infout] 418461 /357324 s
YXCH2007 2.1 16
W o Grvoun 2500 /7766 EXCH2007 19216835 Ermail senver - | camp
o Seanned 180 of 255 MPIDS1ACD 19216837 HP HP Laserlet | Brinder w | comg
Session Metrics MPIZ5F4FE 19216838 HF hp Laserlet 1 Web server = | comg
= Scan Start 6/17/2003 32724 PM 19216818 19216838 Web server = | comp
= Scan End T——
192.168.3.10 192.1683.10 HP HP Laserlet £ Prinder = | Devic
Elapsed Time 00:01:06 » . "
ATL-COLORL 192168.3.11 HP HP Calar Las Printer -| camg
Session Settings e
| =] Semn Type Range atl-apl.ipswitch mipswi  192.163.3.14 Welr server = | comg
+ SHMP Credentials s atl-splippatch mapswr 192168315 Web server % | comg
4 Windows Credentials {070} atl-ap3.ipewitch_mipswi 192158315 Heb server | camp _
m
Frogess 70.59% -

Device Information &

\!) Stop the current discovery session ‘

Add completed devices to WhatsUp Gold - | |
B Device lnformation T Scheduled Descoveries (0] | frd Saved Results [T}

After all devices are discovered, click Add completed devices to WhatsUp Gold to add the
discovered devices to a device group and map.

e Tip: You can add devices to the WhatsUp Gold database as they are discovered and before
the discovery has finished identifying all devices.

1
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Map the network

If you use the WhatsConnected plug-in with WhatsUp Gold, after devices are added to
WhatsUp Gold, you can configure a topology map with WhatsConnected. First, run a layer 2
discovery in WhatsConnected, then right-click the topology map to export the map to
WhatsUp Gold to monitor the mapped devices or to export the map to Visio to document the
network. Network topology maps provide an easy and fast way to browse the network
infrastructure and display physical connections between devices, simplifying the day-to-day
complexities of managing and quickly resolving network issues.

= WhatsUp Gold - Headquarters - Windows Internet Explorer

@. | g http)f127.0.0. 1 NmCorsole) Devicetanagemeant Devicalist [Devicel st asp?Devicalist.ribevicaGroupl D=4 7a0eviceList olistDewl % | *3 A
File Edit Miew Favorites Took Help

W dE 55|+ g whatsUp Gold -Headqua.., % | @ Ipswitch WhatsConnected fo..., g

Device Groups

= My Network
EIAI devices (dynamic group)

EJAN routers (dynamic group)
& [ dDynamic Group Examples

I Headquarters " LD i

[dRangeScan (5/11/2009 7 3556 AM)
# (@SmartScan (6/2/2009 559:26 AM) TR

b T T Pt e

0 L P o Y

u-’;.iﬁ. e

oy W
B M

B Hetwesh Dorvieas -‘-

I =]
'-\.x\._

[ [ =)=

Unlike other topology mapping solutions that simply overlay devices on a topology bitmap or
Visio drawing, WhatsConnected scans your network using industry-standard protocols (such
as ICMP, SNMP and LLDP) to automatically create Layer 2 topology maps of your network
segments. You can then export these maps from WhatsConnected to WhatsUp Gold,
providing a simple solution to actively monitor network devices from a topology map view.
You can also export the topology maps to Microsoft Visio, making documenting your network
topology nearly effortless.

12
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STEP 3: Customize reports

Set up workspace views

From the WhatsUp Gold web interface, you can group collections of reports into pages called
Workspace Views. Workspace Views give you quick and personalized dashboard-style
overviews of the health of portions of your network.

- WhatsUp Gold - Home Workspace - Windows Internet Explorer

@ = g B 127.0,0, 1 [NmConsoleMorkspace/Home WorkspaceHometorkspace. asx b R R B
Fle Edt  View Favorkes Took Hep
o - " »
9 S | g Whatslp Gokd - Home Workspace . f2 - @ - o~ 5heeoe v EhTocks -
Home Workspace
sl Reporis 1 Alert Center
A
Summany Counts Menu Interfaces Cwver $0% Bandwidth Unilization eni
Totals for: (Every davice) Device Interface Tramvsimiit Recene
Count Total mumber of Bl 19116834 Connection o P. 831 % [
221 Monitared Davites B uslec-63-243-52-90,cust usiec net Connection fo P 83x B i ]
160 Up Devices
Down Dewces el Mem
Devicas with Dioven Active Montors 5
0 Devicas in Maimanance ~ -
889 Enabled Active Monitors o
753 Up Active Monitors > e 7
Down Active Monfors .
Diwri Critical Manitors £ A Tokn
385 UpInterfaces S
B Cown interaces § 1 l,
214 Unacknowledged Devices Yo .
3 Actions firad In the |35t & hours el ot
" }) This is a sample map.
Top 10 Devices by Ping Response Time Menii // a8
Devvice Imerface Max (s} Avyg ims) :" i 1
Bl at-jwiltiams-2.ip. athjwilliams-2,ip 470 24.0 4 e
Bl uslec-63-243-52.  uslec-B3-243-52 0.0 15.0
51921682051 192.168,205.1 160 jan) SRl O e Many
B 193188318 192168318 3.0 20 Device Status
B 19218871 192168.7.1 30 20 ®1921608.2.20 Ping{Dawn &t least § min); HTTPDown atleast 20 min
B 192168872 192.168.7.2 1.0 0 497 168.2.80 PlngiDiown &t least 20 miny; HTTP{Down atleast 20 rin)
Bl 0AMAINCONTR..  CAMAINCONTR 0.0 20 B1921682051  InterfacelB:GigabitEthemet2is{Oown at least 20 mink, Interfac..
Bl 192168310 192.168.310 30 10 EB1921662051  Interface(S:GlyabliEthemet2isiDown at least 20 miny, Interfac..
Bl 19218833 192168.33 0 10 ER192168.317 Interfac (10102 GigabitEthemetdZ)Tiown 3l least 20 min); int...
NPIZ5F4FR NPIZ5FAFS (192, 0 10 1921683202  PihgDown atleast 20 min), HTTP(Down & least 20 rin)
Bl1097168.3.207  Ping{Down at laast 20 min) ~

Ipswitch WhatsUp Gold Premium Edifion v14 0 Technical Previ

http: 1127000, 1 mConsole/ReportsFul| Device [Problemire asfRpt St atbeChanpeTimeline [RptSt ateChange Timeline. aspTnDevicel] '_" J Trusted stes

We recommend creating Workspace Views to show the health of the network. In addition,
you may want to create Workspace Views that show the statuses of devices of different types,
such as a Routers, Switches, or VolP devices Workspace View.

13
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Customize device status reports

The Device Status Report gives you a detailed look at the health of a single device by
aggregating multiple reports that apply to that device. You can view the Device Status Report
for any device you are managing using WhatsUp Gold.

The Device Status Report is automatically configured to display the most commonly viewed
information about a device, but you can customize it to your specific requirements. For more
information, see About the Device Status workspace in the Help.

e WhaisUp Gold - Device Staius - Windows Internet Explorer

G S = | @k bitp:/327,0,0.1 NmConsalefWierkspace DevicaStatus DeviceStatus. asp?_rDeviceID=2088_nReportD=225b0eviceTtabus. iorkspacell | #3 | X o -
File Edt Mew Favorites Tods  Help
. »
R g WhaksUp Gold - Devies Stabiss - B = v |i.pBage ~ 0} Took -
Device Status
Device Performance Monitor Summary M Device Active Monitor States Menu
::gtl::?nce Monitor Typs I';(:Ilm Callection Polling II:H:I"\-EI Monitor Siate
T q min o skno
CPU Utilization & CPUs i || T (- a0 Uik ookt
ms:uhlli'a:ran g :.'-lldlsV..‘_ = :gmm ontior State
rface Utilization cive interfaces min
& u st 5
Memary Liilization All memary items 16min ’::_ITP I;p ﬂ ::::- & :_:_:::
Fing Latency and Availabiity Default intestacs 10min Orelnqei : IE 21 - ]:4 A i
Dervice Toolbar Menu
Display name: 192 168 204 30 Tail of State Change Log Menu
Device type:  Router Tools
. Star Tima Moo State
<> ¢ 192 16800430 = R0 i =
:::.2::“ 122 .I:,E gg 430 eumiem Mon 05/22 224 FM Telnel Up atleasts min
: — Mon 0622 224 PM HTTP Up atleast S min
Device Afiributes Menu  Mon 0522 223 FPM Fing Up at feast 5 min
Mon 05/22 219 FM Telnet Up
e e Mon 05/22 2-13 P HTTP Up
Brand: Mon 06/22 2:13 PM Fing up
Category: bz Sat 08120 818 PM HTTP Down atleast 20 min
Clukae Edbaskan Sat0E20 816 PH Teinet Down atleast 20 min
Description: Linux MRTG200 2.6 5-7 257-default #1 Mon May 15 14:14:14 U a0 0520 316 P Ping Dewn atleast 20 min
Locafion: Deviab Sat 0520 801 PH HTTP Ciowm at least & min
MACAddress:
MACAddressVendor Tail of Action Actrvity Log | Single Device} Menu
H;rni : MRTE200 Date Action Name Trigger
ol 11614180723210 Sat 0820 758 PM mrandolphi@alpha ipswilch com Down at least 2 min
Device SHMP Details e Ping - Last 4 Hours (Single Device Response Time) Manu i
< »

TPESWITCH Kncwiedge Base Trairw Tpswatch Inc ipswitch WhatsUp Gold Premium Edifion v14.0 Technical Preview 1 Build 483
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Configure Alert Center Thresholds

As soon as WhatsUp Gold is installed and your network is discovered, Alert Center begins
monitoring and alerting on a variety of thresholds for devices across the network. Disk, CPU,
interface, and memory utilization are tracked for all devices, as are ping response time and
availability. If you are using Flow Monitor, additional thresholds are keyed to Flow Monitor
data, exposing and alerting on network traffic that could indicate a problem.

Alert Center Home

# idert Conter
Viwwe Al = [Eiliarsy Mo Fiter [=]  Sotby ftems out of theshaid =
'_ | Rumaing Mot ation Polices
Pokcy Rama Huoifficasian Progeess Triggared by Time Creaded

Thara: are cumsntly no Runming Notdcation Policias

-1 Percrmance Ping Availabiity Falls Beiow B5% {38 ilems] mME 1 Perirmance CPU Ulization Froseds 30% |7 Bems) = [ E
iy Descriphion: Averaps Ping Avadabiity dorng ha past M0 mingles fals below 956% o Deacriphon: ssecage CPU Ubiataon damg the casl 30 mmules saceeds B0
Device Iminiaca  Parcent packet Loss Tima hhermed | Device OPU Awerago Utknason Tima Alarnos
afl-sprescoft ipswitch_m ipswiich com 18218831113 GBET% Won 041 298 PN afl.jbaniondap pswich_m ipswiich com infal (1) TR Tua SAM2 2:00 PA
- bl | perwitch_mugswiich com BETH 8 236 PN ali-joaninn-lap pawiicn_m ipswiich oo il (2 TR
ali-tudd iperwilch_mogawic oo BET W Saliy 2H PN JBSP-YEEM Irle| (1] %
TR SATENE swTich com BET % Sai 0500 1137 AN ATLA32 Irdel (1} BT%
EXCHIT BET W & ai-rip i Ipewich_m ipewich com Il (11 (3R R
[re} BB si-saytond ipswich_m ipswitch com irdel (1] 1000 %
all-instal-vis | pEwLoh_mps i com BGEE % ARENAVEDNPPRO Il (11 100.0 %
INSTALLWINGD BEE W
ali-c-main ipswilch_m ipswetch com [ LR -
CRMINDI EETH 1 Perkemance Desk Ulilzaton Exceeds 85% {4 ilams) = M
1134 pawiieh_m ipewiich com BETH
ii-ihan 3 ipswelch_mpswiccom BB W = Dhacripun; st ags [k UIHLSNON Quing B pasl ] 4% ducaegs 0%
PWE16TEST BETH
ATL CoAgi BEAW ::1:9 E;sk Amri::EI::.mn
Abrancheau ipawich_m ipswilch com 58
ATL-ADAZKE-S [
“.t iy ot sjnn?‘fi -5 ayton3 pewilch_m ipswiten cam Y B5E%
ATL103 67 % JHTEST & 855 %
e U AR ips Eoi BES% afi-rdp 1.ipswitch_m pswiich.com =2 85I %
dE00.4 ipswich_m ipswhch com BETH
ATL-ITHAOD WA BEAN MetFlow Convarsason Pannes Excasds 1000 i)
- findermann pawich_m ipswikch com BET W
s osgispiglochioasni e scriuroraranc) i D riglan: Hiwta Pl 801 OF [808n 1at wilh miors I 1000 Comvisalion Danens in Ihe leet 15
SERVERDIINGTALL il BET W .."...m_.,
ATL-GA2KI-ET G2 1583240 66O %
ALWUGSOL 1921583724 BET W Host Convrsation Parnes Timad Aderiisd
BEHPRUNG ip Salch_ M sawite oom 182 1R D B2 BT %
JEBNP-VEEM 2 BETNR Mo Comarsation Partnes alait detal racords .

IirswiTCH
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You can create myriad of other thresholds to monitor other types of performance, passive,
and Flow Monitor data, which can be applied to all devices collecting that type of dataorto a
select group of devices. For more information, see Using the Alert Center in the Help.

& Edit Disk Utilization Threshald [>T
Mame: _
Performance Disk Utilization Exceeds 95% 1“}

¥ .f_-J

Threshold
The threshold will alert when:

disk utilization | exceeds (95 % W

for more than |1 days A

Devices to Monitor
Manitor all devices with disk performance data by default

Motification

IT Maintenance Team v E]

Threshold Check
Check threshald every |60 minutes.

[ Automatically resalve items no longer out of threshold

Beginning in version 14.1, you can associate thresholds with WhatsConfigured plug-in tasks.
Data for task thresholds is displayed in a workspace report on the Alert Center tab and can be
emailed via Alert Center Notification Policies. For more information, see Using Alert Center with
WhatsConfigured in the Help.

. WCFAC2 (2items) wil | [7] | E

Q Description: WhatsConfigured scheduled task Backup Running Task running task Backup Running
Config checking for configuration changes or failed configuration attempts or successful runs

Device Configuration Result Time Alerted
QA-2821 ipswitch.com Successful run Mon 08/24 2:15 PM
QA-2821 ipswitch.com Successiul run Mon 08/24 215 PM
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STEP 4: Manage the network

Configure network devices (optional for WhatsConfigured users)

If you use the WhatsConfigured plug-in, you need to configure and assign credentials to

communicate with devices you plan to manage on your network, configure task scripts and

tasks, and assign tasks to the appropriate devices.

WhatsConfigured enables effective management of one of the most critical assets on your

network—device configurations. As a fully integrated plug-in for WhatsUp Gold,
WhatsConfigured automates the key configuration and change management tasks required
to maintain and control configuration files for networking devices, reducing the risk of
network outages caused by misconfigured devices. You can leverage this automated

configuration to reduce the amount of time spent ensuring network devices are configured

correctly, freeing valuable time.

o

-

BECLOA

& Device Properties © =% % _ipswilch.com

Mo Covi g Saic s acived A ing e —
Hame Description Last run - Add |
Backup Running Task Backup the Runnng Config  9/21/2009 02:04:11 § Eﬁ"ﬁli{\fﬁ |
Backup Startup Task Backup Starup Config Task E

[ RﬁnN:}w |
Archives saved for this dewce ‘
Time created - Created by Key | | Restore__ |
9/18/2009 02-04:12 PM Backup Runming Task runming-config __Qe_let_e__|
916/2009 04-09:44 PM Backup Startup Task startup-config :
9/16/2009 02.04 2T PM Backup Running Task  running-config E
9/15/2009 020408 PM  Backup Running Task  running-config l
OAACINNG NF-NA-1R B Racbun Bunninn Tack  nnminaoeanfin . Miew |
|4 e—— gL Compare... |
l Ciose. |

S =~

Configuration tasks can be scheduled to run on a regular basis or can be manually ran as
needed to upload, download, and backup configuration files, manage device credentials, and

more.

For more information, see the WhatsUp Gold WhatsConfigured Help.
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Configure a NOC display

After you have discovered your network, configured WhatsUp Gold and other plug-ins, you
can optionally extend the visibility WhatsUp Gold provides to your Network Operations
Centers (NOC) using Dashboard.

Dashboard is a standalone utilitarian application included with WhatsUp Gold Premium,
Distributed, and MSP editions. Dashboard cycles through report pages on the WhatsUp Gold
web interface, providing network administrators with constant insight into network health.
For more information, see About the Dashboard Screen Manager in the Help.
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Assess issues with real-time tools

Throughout reports in WhatsUp Gold, you can view Instantinfo popups, which let you see, in
real-time, how the metric shown on a report is performing. For example, if you're viewing an
interface utilization report for a device, Instantinfo popups allow you to see the real-time
interface utilization. This helps you to quickly evaluate the health of the device.

Interface Utilization

Wileyices o Reports 1 Aed Center
Date range;  Last 2 Hours - FI
Select Interface: Startt B 0o a -—.Ph B il
al Ime 2972009 . | A - Chart L -]
Port 1o Gateway Router 39 (1. « S0 il et Eropontie
End time: 6292009 [EJ1039AM -
June 23, 2008 8:35 AM - June 29, 2009 502 AM: WEIEIC]
B Recerce: B Transm:
100
a0+
B4
7o
iE &0
]
g 50
B
g 4o
T
a
30+
204
104
o
B35 am ES0am
Real Time Intarface Ulilization
S56G - Wlerface m
EO00 3
£ aom .
4 ” - o
:
2 zm
1]
103533 o 14016 am 10:41:03 am 10r41:44 am 04233 om x43168m
Min 83353 kbps  Mac 1 Mbps  Avg 1 Mops  Last 90054 kops
S5G - Irkerface
Fort to  Router 1.9 (149)
— ket Port fo Calew ey Rouer 3.2 (149)
Summary Interface Spasd 100 00 Mbps
Min [ EHS Avg Pfam Litilization % Max |Hilization % Aovg Lhtilization %
Recene: 3E5.70 Kbps 293 Mbps 1.00 Mbps 037 % 393 % 1%
Transmit 21917 Kbps  B55.41 Kbps 35053 Kbps 0.22 % 0.86 % 0.35 %
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Similarly, you can use two network tools to view real-time data on network devices: the Web

Task Manager and Web Performance Manager. Bringing the power of the Microsoft Windows
Task Manager and Microsoft Windows Performance Monitor tools to the Web, these tools let

you view real-time device data directly from the web interface.

& Web Partermance Manitor il SNl ED X Remo g

[

i = |

528 Wipe T =50 B 50 = Fpm
My (168 b I g B

e
i

B Network Tool: Web Task Manager

Sias orrpuien Knise | Diaplay Mams i

Addrese or hostname Calai
192.168.3.169 Speed: Momnal -

(L) Precusin | % Pracasser Trrw Pracsssts Procesar Trra Totsl

CPU Usage CPU Usage Histony

PF Uzage Page File Usage Hslon

Tolals Prvsical Mamony ()

Handlas 48285 Total JEEA03G

Thraads BT focailable 982616

Processes B0 Systam Cacha™ ATHE4
Comme Chamge () Karnal Memory (K)

Tolsl 4B2ToE Total 175028

Limit EOTETI Paged 157640

Peak” 494964 Monpagad 173839

FProcesses ¥ Parformance Interfaces

& Internet | Protected Mede: OFF Kok -
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View reports on the go

With many network management solutions, the most information you can get from your cell
phone is a notification of an issue. With WhatsUp Gold’s mobile interface, you don't have to
run to the computer every time you get a message about network health. The mobile web
interface lets you view thirty-five WhatsUp Gold and Flow Monitor reports from virtually any
modern mobile device, so you can troubleshoot issues as soon as you find out about them.
For more information, see Using WhatsUp Gold Mobile Access in the Help.
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Common network management tasks

Use the information below to learn more about common network management tasks in
WhatsUp Gold and the sections in the Help that pertain to those tasks.

To: See:

Monitor performance (CPU, disk, memory, and interface use)  Using Performance Monitors
for critical devices

Monitor standard IP services on a device, such as HTTP, FTP,  Using Active Monitors
or SMTP

Listen for device events, such as authentication failuresand  Using Passive Monitors
Syslog messages.

Use reports to troubleshoot and monitor performance and Using Full Reports
historical data collected in WhatsUp Gold.

Set up workspace views for your users. Understanding and Using Workspaces
Set up users and role-based security access. Using the WhatsUp Gold Web Interface
Set up and route alerts to the appropriate network Using Actions

administrator.

Customize network maps to reflect your company's network  Using Maps
topology.

Group devices by type, location, services, or some other Managing Devices, Dynamic Groups
attribute.

Set up user-configured thresholds and notification policies Using the Alert Center
on performance monitors, passive monitors, WhatsUp Gold

system health, the Flow Monitor plug-in, and the

WhatsConfigured plug-in.
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For more information and updates

Following are information resources for WhatsUp Gold. This information may be periodically
updated and available on the WhatsUp Gold web site
(http://www.whatsupgold.com/support/index.aspx).

Release Notes. The release notes provide an overview of changes, known issues, and
bug fixes for the current release. The notes also contain instructions for installing,
upgrading, and configuring WhatsUp Gold. The release notes are available at Start >
Programs > Ipswitch WhatsUp Gold > Release Notes or on the WhatsUp Gold web
site (http://www.whatsupgold.com/wug141relnotes).

Application Help for the console and web interface. The console and web help
contain dialog assistance, general configuration information, and how-to's that
explain how to use the features. The Table of Contents is organized by functional
area, and can be accessed from the main menu or by clicking Help in the console, or
the ?icon in the web interface.

Additional WhatsUp Gold guides. For a listing of current and previous guides and
help files available for WhatsUp Gold's multiple versions, see the WhatsUp Gold web
site (http://www.whatsupgold.com/wug14guides).

WhatsUp Gold optional plug-ins. You can extend the core features of WhatsUp Gold
by installing plug-ins. For information on available plug-ins and to see release notes
for each plug-in, see WhatsUp Gold plug-ins documentation
(http://www.whatsupgold.com/wug14guides).

Licensing Information. Licensing and support information is available on the
Mylpswitch licensing portal (http://www.myipswitch.com/). The web portal provides
enhanced web-based capabilities to view and manage Ipswitch product licenses.

Knowledge Base. Search the Ipswitch Knowledge Base of technical support and
customer service information. The knowledge base is available on the WhatsUp Gold
web site (http://www.whatsupgold.com/wugTechSupport).

Support community. Use the WhatsUp Gold community site to interact with other
WhatsUp Gold users and share helpful application information on the forums, view
KBs and documentation, submit new product ideas, access the script library, and keep
up with the latest news on the blog. The wugSpace support community for WhatsUp
Gold is available on the WhatsUp Gold community site
(http://www.whatsupgold.com/wwc14forumsmore).
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©1991-2009 Ipswitch, Inc. All rights reserved.

This document, as well as the software described in it, is furnished under license and may be
used or copied only in accordance with the terms of such license. Except as permitted by such
license, no part of this publication may be reproduced, photocopied, stored on a retrieval
system, or transmitted, in any form or by any means, electronic, mechanical, recording, or
otherwise, without the expressed prior written consent of Ipswitch, Inc.

The content of this document is furnished for informational use only, is subject to change
without notice, and should not be construed as a commitment by Ipswitch, Inc. While every
effort has been made to assure the accuracy of the information contained herein, Ipswitch,
Inc. assumes no responsibility for errors or omissions. Ipswitch, Inc., also assumes no liability
for damages resulting from the use of the information contained in this document.

IMail, the IMail logo, WhatsUp, the WhatsUp Gold logo, WS_FTP, the WS_FTP logos, Ipswitch,
and the Ipswitch logo are trademarks of Ipswitch, Inc. Other products and their brands or

company names, are or may be trademarks or registered trademarks, and are the property of
their respective companies.
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