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New Features in Ipswitch WhatsUp Gold v14

Welcome to WhatsUp Gold v14!

Ipswitch proudly introduces the most powerful version of WhatsUp Gold to date. WhatsUp
Gold v14 offers a Welcome Center and Quick Setup Assistant that aid you in easily setting up
WhatsUp Gold for your network; a totally revamped Discovery console that intuitively
categorizes your network devices in specific roles; an Alert Center to manage notifications for
all of your WhatsUp monitors; new critical active monitors that allow you to configure the
order in which monitors are polled according to the up or down state of monitors that you
specify as critical; 13 new dynamic active monitors in WhatsUp Gold v14 Premium Edition; 3
new actions--2 that utilize a brand new percent variable picker; an improved and renamed

Flow Monitor plug-in with new reports and support for sFlow and J-Flow; and much, much
morel!

Refer to the v14 Release Notes on www.WhatsUpGold.com/support for Ipswitch WhatsUp
Gold product features and information.
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About the Welcome Center

The first time that you open v14 console, you are greeted by the WhatsUp Gold Welcome
Center. This dialog includes a variety of links to helpful, insightful information on how to use
WhatsUp Gold for your network management needs. From here you can launch the Quick
Setup Assistant, see what's new on the WhatsUp user community, view new Knowledge Base

articles and forum threads, view product videos, and access helpful resources like the User
Guide and Help system.

& WhatsUp Gold Welcome Center

= [ =
IPSWITCH

& \WhatsUpGold Welcome Center

New to WhatsUp Gold? What's new on the WhatsUp Gold community? Feature tour (videos)
On the WhatsUp Gold community site, you can sk questions and find answers about p [miroducing WhatsUp Gokd Alert
WhatsUp Gold and network management in general. Center
Run the quick setup 1 Overview of the Device Status
assistant 1 I New knowledge base articles New forum threads P Warkspace Report in WhatsUp Gold

viz4

The assistant is an easy e
three-step process that wil ”“'J'f_‘:'°”’
guide you thraugh =

* Run the Assistant Now! ‘

Welcome to the new WhatsUp Gold
Answers repoasitory!

w  Help us test the new device

diccavery enginel

These documents and resources can help you make the most of WhatsUp Gold.

Managing Custom Performance
Manitors with Bulk Field Changes

performing a few basic (2] h Active monitor for an Application or " Feature Request added to Disk .
configuration fasks, SEtup Process monitanng WhatsUp Gold Mobile Access
discoverying your devices, SMME Utilizing WhatsUp Gold Database System show devices that were Metflow Monitor with Firewalls, NAT
edding them to WhatsUp ( Tools to Manage Database Size " remaoved down B and VPN Tunnels: WhatsUp Gold
Hok 6_-\ Upgrading/maving to a different i Mew Exchange Monitor Mertiow Mackce
Distower machins » Configure NetFlow Sources with
v " More. WhatsUp Gold NetFlow Monitor
tare.
Maore.
Resources

Release notes Help system Make a suggestion

Getting Started Guide File exchange More...

| Show the welcome center at startup (¥ Show the quick setup assistant
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About the Quick Setup Assistant

You can start using WhatsUp Gold quickly by using the Quick Setup Assistant. This discovery
assistant guides you through the three steps involved in discovering devices on your network.
You will setup notifications, configure SNMP credentials, and run a discovery scan. After you
complete the discovery scan and add devices to the WhatsUp database, you are ready to
manage your network using WhatsUp Gold.

= WhatsUp Gold Quick Setup Assistant =& @

@® WhatsUp Gold Quick Setup Assistant

WhatsUp Gold comes with a wide range of notification optians, called actions. In quick setup
mode WhatsUp uses the email action to notify you of problems and to send you status and
o o repart information. Click Configure Emaill to access the Global Email Settings dialog

Setup
natifications Configure Email

@
2 3E
Set up SNMP
credentials

Bk b

Discower
devices

Close |

The Quick Setup Assistant is accessible on the WhatsUp Gold console from the Welcome
Center (Tools > Welcome Center).
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About the Discovery console

The new Discovery console and web interface includes a new and improved discovery engine
that identifies network devices more accurately than previous versions of WhatsUp Gold.
Network discovery scans each device to determine its manufacturer, model, and running
software and services. WhatsUp Gold uses this information to categorize network devices into
new device roles, and then uses these roles to automatically assign commonly used monitors
for each device.

& WhatsUp Gold vi4.0 - Discover Devices = | (=) |
| File  Advanced Help
| Progress Summary [ ] Davices Discovered ®
Device Summary Host Kame Address Brand Mode Operating System Role ’
|
| s Device Limit Unlimited ati-cscodS06ipswiich 19216831 Web server = | comp B
L Existing Devices 147 19216833 1821683 HP HP 41714 P Switch w | comg
| i)
|‘l:| Discovered Devices 127 AEA T > " T |
| 15216834 19216834 Wed server * | comp
Metwork Traffic
I.:[‘ DC 182168315 Wb server * | comy
i SNMP Bytes infout] 419461 /337324 I
EXCH2007 19216835 |
o pous peviout 7600 / 7766 EXCH2007 192168156 Email server * | comp
|
id' Sennnad 180 of 25% MPIDS1ALD 19216837 HP HP Laserlet F Printer * | comg
| Session Metrics MPIZSFAFE 192.168.318 HP hp Laserlet 1 Wb server | comp
|- St ol
17/2009 3:27:2
| Scan Start 6/17/2009 32724 PM 19216830 Web " Bl i
Scan End s
| 1921683110 HP HF Laserlet £ Printer w | Diavic
|~ Blapsed Time 000106
HP HP Color Las Prirter * | camg
| Session Settings et
| = sitch eI ERr] |
Il'.l Sean Type Range aswitch_maipswi 192168314 Web server * | comy
| SHMP Credentials a7 atl-splipsatch mapswn 192168315 Web server * | comp
|+ Windows Credentials {070y atl-ap3.ipswitch_mipswi 192163316 Wed server w | camp _
Progress .. J358%  w
Device Infermation @
%
!-/I Stop the current discovery session
Add completed devices to WhatsUp Gold | - I
Device Infarmation Scheduled Dwcoveries (0] S sults [0}
|n 1 Scheduled D 0] |H" ad Hesultz [0}
-—- 'J

For more information, see Discovering network devices in Help.

About Device Roles

When WhatsUp Gold discovers devices, it tries to determine the type of device so that it can
monitor the device appropriately. To determine the type of device, WhatsUp Gold compares
the discovered attributes of the device to a set of criteria called a device role.

Device roles do two things:

»  Specify the criteria that a device must match to be identified as the device role.

»  Specify the monitoring configuration that is applied to the device when it is added to
WhatsUp Gold.
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WhatsUp Gold provides several default device roles that are used to identify most common
network devices. If your network includes devices that are not identified by this default set,
you can create custom device roles.

Device roles are configured on the Device Role Settings dialog which can be accessed from
the Discovery Console's Advanced menu. This dialog allows you to specify device
characteristics that WhatsUp will use during discovery to categorize the devices in your
network by specific device roles.

i Device Role Settings L | B ]
-1 Device Role Settings
Il 458 I
i This dialog allows you to specify the default configuration behawior of the WhatsUp discovery, how a device is

going to be configured after its role has been identified.

Y Device _. % DHCP Server

A device that provides automatic host configuration through the Dynamic
Host Configuration Protocal (DHCP),

v
-\J

FTP server E 3 R
Pirg Latency and Availability

g e Configure .
=i+ Router

*

monilors -
@ SAN device
-d —
: "
== Switch n9
| - ¥ Fan

a Telnet server £ Temperature

P & Power supply
| UPS

- - Configure

Configure... | Add.. o l 3

| kelp | Close |!

For more information, see Using Device Roles in Help.

About Alert Center

WhatsUp Gold Alert Center handles alerting on performance monitors, passive monitors,
WhatsUp Gold system health, and WhatsUp Gold Flow Monitor plug-in through user-
configured thresholds and notification policies.

Thresholds

Thresholds are the benchmark mechanisms Alert Center uses to check against the database. If
WhatsUp Gold finds that an aspect has exceeded or fallen below the parameters you set in a
threshold, it is considered out of threshold. These out of threshold aspects are logged as items.
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You can find data for Alert Center items on the Alert Center Home page and in Alert Center
reports. For more information, see Configuring Alert Center thresholds in Help.

& Alert Center Threshold Libeary o=
Mame = Descnption Mew.. |
% Flow Manitor Conversation Partners Exceeds 1000 Hosts that sent or received data with mare than 1000 conversation partner Edit
¥ Flow Monitor Failed Connections Exceeds 1000 Hosts that have sent or recerved more than 1000 faled connections in the __Q?E-'f___
18 Flow Menitor Interface Traffic Exceeds 90% Average incoming or outgaing MetFlow interface traffic during the past 60 Dejete...
% Flow Monitor Top Sender/Receiver Exceeds 500 MB Hosts that have sent or recened more than 500 MB in the last 15 minutes
@ Performance CPU Utilization Excesds 90% | @ Edit WhatsLip Health Threshold & @
# Performance Disk Utlization Exceeds 95% Mo
W Performance Interface Utilization Exceeds 9 lln;ha{sup Health "."*
*
Perfo M Lhilization E: ds 95 )
@ Performance Memory Utilization Exceeds Threshotd
¥ Performance Ping Availability Falls Below 95 | This threshold will alert when:
8 Performance Ping Response Time Exceeds 7| Database gize exceeds B0 % v (Size limit: 4 GB)
=+ WhatsUp Health
L Total peformance monitars excead 3000
Total pafformance monitor records excead 2000000
Total passiye monitor records exceed 1000000
| Total expired records exceed 500000
Total devices being monitored exceeds 0 % of license limit
ally View WhatsUp database
b ﬁ Database l @ Senvices ) l Qﬂ Flow Monitor
HNotification —
Email Bob and Sue - | [
Threshold Check
Check thrashold every 5 minutes.
oK |
7| i N bk
Automatically resolye items no longer out of threshold Cancel

Notification policies

When an aspect goes out of threshold and is logged as an item, associated notification
policies begin sending notifications to alert users of the problem. These policies can include
multiple steps that begin at user-specified intervals to notify multiple people of persisting
problems. After you have fixed a problem, you can notify other users of the fix and stop
subsequent steps of a running notification policy. For more information, see About
notification policies and About running notifications in Help.
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Alert Center Home

Alert Center Home is the Alert Center control page. Similar to the WhatsUp Gold Home page,
Alert Center Home displays threshold data in workspace reports. From these threshold
workspace reports, you can update out of threshold items. For more information, see About
Alert Center Home and Updating Alert Center items in Help.

Alert Center Home

i Al = Eiterdy HoFiber [=]  Soby hems outofthshod =

[ r | Rumaing Motlcaion Polices
Pokcy Hama Huotificaiion Progeess Triggared by Tima Creatod

Thara ars curmsnily no Rurming Notdeatien Folcios

1 Pertormancs Fing Availabity Fails Below B5% (36 items)| ®ME 1. Peromance CPU Lslization Excedos S0% (7 mems) =@ &
By Descripbon: Suecags Ping Ssalabiily dunng Me pas) M minules s B=iow 96% & Descriphon: Ave2aps CPU Ublzatan darng ihe st 30 mnules sxteeds 0%
Device Inieriaca Parcenst packed Loss Duvice o Arerage Uilkzason
all-sprescoipsaiich_mipswiich com 18521883133 BET S afl-jbenion-fap pawiich_mipswiich com insal (1) TR
-t parwitch_m ipawinai com o ¥EE 3 43 BETS - baninn-lap pawiion_m ipewiich oo e TR
alii-tudd ipsrardch_mopawfich com TEEHRIN BETH JB-SP-YEEM briisi 210%
eI Kl SArears. iEEwiich. com 182168348 BETH ATL132 Infal 2Tw
EXCHIGT 102160 38 BETH adi-rdpt | pEwilch_m ipgwich cam i oo
oc TRL! BEAN SH-maton ipswilch_m ipswich cam I 160.0 %
all-instal-vis ipEwich_mpssnocom 1821881753 GHE %W ARENWEDFPPRD Il 100.0 5%
ESTALL Wikl 183 v6E 3 58 BEG %
ali-ci-main ipswilch_m ipswitch com BEAN
CONTNDR BETH ¥ Perlcrmancs Desk Utiknation Excocds §5% {4 ilems) = M
o1 3 ipmwiich_mipewiich com BETS
i hand ipsweich_m spamich com BT % = Dl Pl A ns Dk LAFESODR QUG Pa pEsl 1 SapE Seiaeds B5%
WRST16TEST BET W
ATL-QABabd HEE % Davice Dish AETage UNELEson Timse Aluriesd
ATLOAZI 450 e0% atl-ibranchean ipTwRch_mLipswiich com o BEE%
iE Frige] Al-gayan ipswilch_m ipswith com (3] B5E%
ATLA03 BETH LFTEST c 855 %
it u pET_m i ey 18 83 143 BEA% afl-rap1 | pEwatch_m pssich cam (=] 852 % S 0516 54T AW
d200-1 lpswitch_mipswiich com 1821883319 BET W
ATL-IBAAOD- WIS 192188 114 BEAN HedFiow Commersason Parineds Excoods 1000 i~ M|
aff-findermann pawiich_m ipzwitch com 122030 BET N
afl. findemann2 ipswich_m ipswiich com BETH s 0510 745 AN % o = . P e = 2
% E D ripinn; Howts Pl 50l or isceted data wil mors e 1000 comseepaiion parinery in he st 15
SERVERDUNETALL BET W EMA 1157 AW mnules
ATL-DA2KI- BT 6EO% Mon D5/1E 1067 AN
JLWLIGEOL 182 1883324 BET % Mon D58 10036 AN Hosi Conwersation Pariners Tima Aderied.
B-DRLN G ip Ewileh_m eawiten oo 102 1600 B2 BET % uah O5ME 1005 AN
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Alert Center reports

Alert Center reports can be used to monitor and troubleshoot Alert Center data. You can
access Alert Center reports from the web interface's Reports tab. For more information, see
Using Alert Center reports in Help.

Alert Center Log

[3 Alert Center Log entries during Sunday, June 14, 2009 12:00:00 AM - Friday, June 26, 2009 08:43:00 AM

Diate range: Custom ~ [Go
F[':'::;‘:*’“"’ = Start time- 06147008 [ 12-00 AM =

Endtime. 0626/2008 [ gaaam ~
Date - Message Severity
éunuav,- Juna-m .20'215-01 ‘2 IT =H F S‘tcaﬁu;-g ine alsﬁ [‘Zéntw “rﬂurmal.-:n
Sunday, June 14, 2009 01:28:52 PM Started the Alert Center wnformatan
Sunday, Juna 14, 2009 01-26:31 PM Stopping the Alart Canter Information
Sunday, June 14, 2009 01:13:36 PM Staried the Aler Contar informatsan
Sunday, June 14, 2000 01:12.38 PM Stopping the Alsa Canter wiformatan
Sunday, Juna 14, 2008 01-10:57 PM WugHealth threshold check failed. Esmor:An emor occured while performing the quer . Ermar
Sunday, Juna 14, 2009 01-10-4 PM Staried the Alert Canter Informatan

Sunday, June 14, 2009 0109 26 PM

Stopping the Alen Center

informatian

Sunday, June 14, 2000 01.09.10 PM Wugttzalth threshold check failed. Esror.An emor accured while perdorming the guer. . Emor
Sunday. June 1. 2009 010410 FM WugHealth threshold check failed. EmorAn emor occured while performing the quer . Ermor
Sunday. Juna 14, 2009 071:03:47 P Staried the Alert Canter Informatian
Sunday, June 14, 2009 12 62 09 BN Stopping the Alen Center Informatsan
Sunday, June 14, 2008 1251:37 PM Started the Alert Center iformaton
Sunday. Juna 14, 2009 125137 PM Failed to find an assambly for the plugin for Whatslp Haalth. GUID=Tdde30a0-206-  Error
Sunday, June 14, 2009 12:51:28 P Stopping the Aleit Centar Informatsan
Sunday, June 14, 2000 124512 O Failed to fnd an assembly for the phagin for WhatslUp Health GUID=Tdde30a0-2065- . Error
Sunday, June 14, 2000 12.45:48 PM Started the Alert Center Information
Sunday, Juna 14, 2000 124548 PM Failed to fnd an assembly for the plugin for WhatslUp Heslth. GUID=Tdde3020-205- . Error
Sunday, June 14, 2009 124359 PM Stopping the Alat Center informatian
Sunday, June 14, 2009 12.43:28 P Staried the Aler Cenler wilormaban
Sunday, June 14, 2009 12:43:28 PM Failed tw find an assembdly for the plugin for VWhatsUp Health. GUID=Tdde30a0-2065-.. Ermor

Using Alert Center and actions

In previous versions of WhatsUp Gold, you could only receive alerts on active and passive
monitors. Alert Center brings alerting in WhatsUp Gold full-circle, by introducing alerts for
performance monitors, the WhatsUp Gold system, and WhatsUp Gold Flow Monitor plug-in.

The table below illustrates the feature you use to receive alerts of a particular type.

Actions Alert Center
Alerts on active monitors L
Alerts on passive monitors [ ] o
Alerts on performance monitors [ ]

Alerts on the WhatsUp Gold database [ ]
Alerts on WhatsUp Gold services [ ]

Alerts on WhatsUp Gold Flow Monitor [
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Though Alert Center is a powerful component of your network management solution, you
will still leverage traditional alerting. The two features do not mirror one another and operate
differently. While Alert Center relies on visual cues and email notifications, there are many
different types of tasks you can perform using actions, such as service restarts, system
reboots, sending text messages, and more. Neither feature is meant to be used exclusively,
but rather should be used strategically to support your network management requirements.
Together, Alert Center and actions complete alerting in WhatsUp Gold.

For more information on alerting through actions, see Using Actions in Help.

For more information on alerting through Alert Center, see About notification policies in Help.

New active monitors

WhatsUp Gold v14 Premium Edition includes 13 exciting new active monitors that greatly
extend your monitoring and alerting capabilities:

= APCUPS Monitor

= Exchange Monitor

= Fan Monitor

= File Properties Monitor

» Folder Monitor

= FTP Monitor

= HTTP Content Monitor

=  Network Statistics Monitor

*  Printer Monitor

= Process Monitor

= Power Supply Monitor

= SQL Query Monitor

=  Temperature Monitor
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About the APC UPS Monitor

This monitor watches your American Power Conversion Uninterruptible Power Supply (APC
UPS) device and alerts you when selected thresholds are met or exceeded, output states are
reached, and/or abnormal conditions are met. For example, an alert can be sent when the
UPS battery capacity is below 20%, when the battery temperature is high, when the battery is
in bypass mode due to a battery overload state, and many other UPS alert conditions.

W Add APC UPS Morrtor [

Hame

APC UPS Monior

Dni:nptlun

WMentors APC UPS (Uniersal Power Supply) dewces

Threshoids

Pararrate Fail I | Conhgure
I ¥ Battery Status Battery stelus not ‘narmal

+ Battery Capacity Battory capacity below 20%

¢ Batiery Runiime Battery runtime lefit below 5 minutes

¥ Owiput Load Load above 95%

Mendor the following sutput states
Onitput State o
4. Abnormal Condition Present
AVR Boost Active
AVRE Tnm Actre

¥ Bad Output Voltage

Mandar tha followng abnarmal cendibons

Annarmal Condition

¢ Backfead Protection Relay Opened

¥ DBatlery Failure - iz
¥ Biattery Voliage High =
¥ Bypass Contactor Stuck in Bypass Condition =

- LCancal

For more information, see Using the APC UPS Monitor in Help.
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APC UPS Performance Monitor

In addition to the active APC UPS monitor, you can also set up an APC UPS performance
monitor. This monitor collects statistical output power usage information and graphs APC
UPS power utilization over time. This monitor detects when UPS devices are close to
maximum performance level, and what time of day networking devices connected to UPS
devices are using the most power--both indicating the need to equally distribute the load
across several UPS devices.

Custom Performance Monitors

B9 atapct.ipsw... FBC
i Devices £ Alerd Cantar

st range: Today - | Go
Saloct Monilor )
5 e 757 F: = Chat F
P o tart time. [TN32003 [ 1200 AM Wl Chart Properties
Endtime:  07H32003 B2z2Fm -
July 13, 2009 AEEIE
&
a0
B
300 0m 4003 00 o 00 10100 1200 pan 2000
Summary:
Minimum Masirnum Averag
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About the Exchange Monitor

A new Exchange Monitor has been added that includes support to monitor Microsoft

Exchange 2007 and 2010 Beta1. Use this version of the monitor to check Exchange roles and
services, and performance thresholds.

& Mew Exchange Monitor =~
MNama:

Exchange 2007 Monitor

Description

Exchange active monitor

Perormance aspects to monitor

I.Calegury I Configure. ..
I Hub Transport Serer

v| Mailbox Server

Outlook Web Access

Senices to monitor

Serace Name 3

Active Directory Topology Serace
Anti-spam Update

EdgeSync
File Distribution
MMAPL
| ¥ Infarmatinn Stars * O
¥ Use in rescan Cancel

For more information, see Monitoring Microsoft Exchange Servers in Help.

About the Fan Monitor

The Fan Monitor checks select Cisco, Dell, and HP device fans and cooling devices, such as
active and passive cooling components, to see that they are enabled and return a values that
signal they are working properly. The monitor first checks to see if a device is a Dell, Cisco, or
HP device, then checks any enabled fans and other cooling devices. If a fan is disabled, the
monitor ignores it; if a fan does not return a value of 1 - Normal (for Cisco devices), 3 -
OK (for Dell Servers), 1 - Normal (for Dell PowerConnect switches and routers), devices), 4

- OK (for HP ProCurve Servers), 2 - OK (for ProLiant switches and routers) the monitor is
considered down.

12
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T Note: Not all types of device fans and cooling components may be able to be monitored
using the Fan Monitor. Check the make and model of your device fan or cooling component

before attempting to monitor.

& Edit Fan Monitor

Mame:
Fan
Description:

Fan active monitor

Advanced. ..

SRl

Cancel

For more information, see Using the Fan Monitor in Help.

About the File Properties Monitor

This monitor checks to see if a file in a local folder, or on a network share, meets the
conditions specified in the monitor's configuration. With this monitor you can check to see
that a file is less or more than a specified number of megabytes, that a file has not been

modified after a certain date, and more.

& New File Properties Monitor

Name:

Description:

File Properties active monitor

Path of the file to maonitor:

Monitor is up if

File exists -

7| File size is less than - bytes ~ [Z
¥| Last modified date is ]
Y| File checksum using SHA1T - is Fil

>

—

Cancel

For more information, see Using the File Properties Monitor in Help.
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About the Folder Monitor

This monitor checks that a local or network share folder meets the conditions specified in the
monitor configuration. For example, you can monitor folders for the existence of specific files,
whether a folder exists, when a folder size is greater than or less than a specified size, when
the number of files in a folder is greater than or less than a specified number of files, and
more.

& Mew Folder Monitor [ =]

Mame:
Description:
Folder active monitar

Path of the folder to monitor:

Include sub-folders

Files to include
@ Include all files

Include files with names matching following wildcard expression

Monitor is up if

Folder exists -
V| Actual folder size is  lessthan - bytes « al
¥| Folder size on disk is lessthan - bytes ~ o=
. - | 0K |
| Mumber of files is less than - =Y et
| Cancel |

T Note: The Folder Monitor only checks folders local to a machine on which WhatsUp Gold is
installed, or folders on a network share accessible from the WhatsUp Gold device.

T Note: This monitor uses the Windows credentials assigned to the device.

For more information, see Using the Folder Monitor in Help.

14



New Features in Ipswitch WhatsUp Gold v14

About the FTP Monitor

This active monitor performs upload, download, and delete tasks on designated FTP servers
to ensure that the FTP servers are functioning properly. You can configure a single monitor to

perform all three tasks, but note that if any one of the tasks fails, the entire monitor is

considered down.

& Add FTP Monitor

Nama:

Diegcription
FTP Actwve Monitor

Server settings
ETP server
%Device Address

Usemama:

Password:

¥| Use passne mode

File actions

Timeaut {seconds)
k-

#| Use in rescan

ra D
o
1

#| Upload ¥ Download | Delate

[ ==

Ok

Cancal

For more information, see Using the FTP Monitor in Help.
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About the HTTP Content Monitor

This monitor requests a URL and checks the HTTP response against the expected content. If
the response does not return the expected content, the monitor fails. You can use this
monitor to ensure that your web pages are available for viewing or that they are rendering on
certain browsers. For example, you can check to see that a web page contains specific
content that is to be listed after a certain date, such as "lpswitch introduces its newest release,
WhatsUp Gold v14." If the monitor does not find the content that you request it to find, the
monitor fails and you know to update your web page.

LI Note: You can access some HTTPS sites, such as Gmail's login screen, using the HTTP Content
Monitor.
@ Add HTTP Content Manitar [ o]
Hame
Descrption

HTTF Content Monitor

HTTP server settings
URL

http/M%Devce Address/MmConsole/
Authentication usemames Authentication password

Proxy saner Proxy port
o

Timeout (secands)

3

Web page content
Web page content to find

Use regular gxpression

Eeque 51 URL contents

Advanced, .|

Ok

/| Use in resgan Cancel

For more information, see Using the HTTP Content Monitor in Help.
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About the Network Statistics Monitor

This monitor uses Simple Network Management Protocol (SNMP) to query a device to collect
data on three device protocols, Internet Protocol (IP), Transmission Control Protocol (TCP),
and User Datagram Protocol (UDP), and alerts you when the thresholds you specify are met or
exceeded. For example, you can use the IP received discarded threshold monitor to watch for
situations where a router with Quality of Service (QOS) has priorities set for Voice over IP
(VolP).

@ New Network Statistics Monitor | = |

Nama:

Description
Metwork Statistics Monitor

Thrasholds to monitor

| Parameters « D If - Configure._.
| IP delveries Datagrams delivered axceeds 0 B
IP receive ermors Received datagram emors exceeds 0
I IP received Received datagrams exceeds 0
IP received discarded Datagrams discarded exceeds 0
I IP requests Cratagram requests exceads 0 -

Object ID: 1.3.6.1.2.1.4.9 (ipinDelivers)

Description | Advanced.. |

The total number of input datagrams successfully defrerad to IP user-

protocols (including ICMP). oK
Cancel

For more information, see Using the Network Statistics Monitor and Using a Network Statistic
Monitor to check for IP data received and discarded in Help.
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About the Printer Monitor

This monitor uses SNMP to collect data on SNMP-enabled network printers. If a failure criteria
is met, any associated actions will fire. For example, you can monitor printer ink levels, for a
paper jam, for low input media (paper), for a fuser that is over temperature, and more.

@ Mew Printar Monitor [ | [oESa]

Hama:
Dascription
Frnnter active monitor

Failure Criteria

If the ik level in any of the carindges falls below %o

<1 If the pnnter reqgisters any of the following alers

Alert Descriplion

General Aleftg
| Cthed

| Unknown ﬁ
Advance
¥| Cover Open :

¥| Cover Closad = oK

¥ —_—

Cancel

| 4 (1]

For more information, see Using the Printer Monitor in Help.

Printer Performance Monitor

In addition to the active printer monitor, you can also set up a printer performance monitor.
This device-level performance monitor watches the ink and/or toner levels of a single printer
cartridge. In order to monitor all cartridges on a single printer, you must create separate
instances of the Printer Monitor for each cartridge.

r Note: Because the monitor applies to a device-specific attribute (a specific printer cartridge),
you must configure the monitor from the device's Device Properties dialog.
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About the Process Monitor

This monitor uses SNMP to monitor the status of device processes and issues state changes as
needed. The Process Monitor can detect whether a process is running. You can use this
monitor to verify that anti-spyware or antivirus software is running of a device. If the monitor

does not find the specified program running, an associated action will notify you of this
potentially harmful vulnerability.

& Add Process Monitor [ 3]

Hamea:

Description

Frocess Manitor

Process Mame

Advanced
Threshold To Monitor
Dgwn if the process is  not loaded - . K
L-ancel

For more information, see Using the Process Monitor and Using the Process Monitor to check for
antivirus software in Help.
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About the Power Supply Monitor

The Power Supply Monitor checks Cisco switches/routers, Dell servers, Dell Power Connect
switches/routers, and HP ProCurve and switches/routers, HP ProLiant servers, and other
device power supplies to see that they are enabled and return a value that signals they are in
an up state. The monitor first checks to see if a device is a Cisco, Dell, or HP device, then
checks any enabled power supply devices. If a power supply is disabled, the monitor ignores
it; if a power supply does not return avalue of 1 - Normal (for Cisco switches/routers), 3 -
OK (for Dell server devices), 1 - OK (for Dell switches/routers),4 - Good (for HP ProCurve
switches/routers), or 2 - OK (for HP ProLiant servers), the monitor is considered down.

L] Note: Not all types of device power supplies may be able to be monitored using the Power
Supply Monitor. Check the make and model of your device power supply before attempting
to monitor.

@ Mew Power Supply Monitor [
Name Advanced.
Description oK
Power supply active monitor Cancel

For more information, see Using the Power Supply Monitor in Help.
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About the Microsoft SQL and MySQL Query Monitor

This monitor lets you check that certain conditions exists in a Microsoft SQL or MySQL
database, based on a database query. You can define the criteria you want to exist in the
database and as long as the specified conditions are present, the SQL Query Monitor is in an
up state. If the database data changes outside the boundaries of the query criteria, the
monitor triggers to a down state.

@ Mew S0L Quary Monitor [ =

Hama:

Descnption
SCAL Query active monitor

Server Properties

Sener type
Microsoft SQL Server -

Senver Address: Paort (optional)

ServerMamallnstance

SQL Query To Run

 Build
Wiy
Maniter = Up If
Mumber of rows returmed is
Contant of aach retneved row matcheas the following cribieria
|
WValue of Condiion
Monitor is up f
0K
Cancal

For more information, see Using the SQL Query Monitor in Help.
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About the Temperature Monitor

The Temperature Monitor checks select Cisco switches/routers, Dell servers, HP ProCurve
switches/routers, and Ravica temperature probes to see that they return a value that signals
they are in an up state. The monitor first checks to see if a device is a Cisco, Dell, HP, or Ravica
device, then checks any enabled temperature monitor devices. If a temperature probe is
disabled, the monitor ignores it; if a temperature probe does not return a valueof 1 -
Normal (for Cisco switches/routers), 3 - OK (for Dell server devices), 4 - Good (for HP
ProCurve switches and routers), 2 - OK (for HP ProLiant servers), or 2 - normal (for Ravica
temperature probes) the monitor is considered down.

& Mew Power Supply Monitor | =
biame: Advanced
Description Ok
Temperature active maonitor Cancal

For more information, see Using the Temperature Monitor in Help.

About critical active monitors

Critical active monitors allow you to define a specific polling order for a device's active
monitors; you can make one monitor dependent on another monitor on the same device,
such as making an HTTP monitor dependent on the Ping monitor, so that you are not flooded
with multiple alerts on the same device if network connectivity is lost.

In a critical monitor polling path, critical monitors are polled first. If you specify more than one
critical monitor, you also specify the order in which they are polled. Critical monitors are "up"
dependent on one another; if critical monitors return successful results, non-critical monitors
are polled. If any of the critical monitors go down, all monitors behind it in the critical polling
order are no longer polled and are placed in an unknown state for the duration of the polling
cycle. If at the start of the next polling cycle, the critical monitor returns successful results,
polling of successive critical monitors and non-critical monitors resumes.

When critical monitoring is enabled, and you specify a critical polling order, you now receive
only one alert when a device loses its network connectivity.

Only monitors that you specify as critical follow a specific polling order; non-critical monitors

are not polled in any specific order. Additionally, if multiple non-critical monitors fail, all
associated actions fire.
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Critical active monitors can be viewed and configured from the Device Properties - Active
Monitors dialog (In Device or Map View, right-click on a device, then select Properties).

& Critical Active Monitors to poll on Device:ATL-VIMS1 ===
#| Enable critical moniter polling for this dewce
Critical monitors (polling order):
IMonitor Mame Argument  Metwork Interface Comment
HTTP (Drefault)
I
. g Critical I Non-critical
Mon-critical monitors
IMonitor Mame Argument  Metwork Interface Comment
% Ping (Default)
The polling of ATL-VMS1's non-critical monitors depends on the ‘Up’ state of
each its cntical monitors (HTTP). If amy one of the cntical monitors go Down’,
polling will not continue. oK
Cancel ]

For more information, see Configuring a critical polling path in Help.

New actions

About the SNMP Set action

This action sends an SNMP Set to a device in order to change a specific SNMP action. You can
configure SNMP Set Actions perform a number of tasks, including rebooting a device,
changing the state of a network remotely, disabling or enabling a device feature, etc.

The SNMP Set Action can use any SNMP credential defined in the WhatsUp Gold Credential
Library and supports all types of writable objects (strings, integers, timeticks, etc.).
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If the action's operation fails, errors are reported to the Action Log.

@ New SNMP Sat Action [= =[]

Hamae:

Description
SHNMP Set Action

Device Settings

IP address or host name

SHMP v1v2/3 credenhials

putlic (SNMPy1) = J
Object Details
Object identifier Instance
Value type
Unsigned Integer - Advanced
Value to set-
Ok
Cancel

For more information, see Using an SNMP Set Action in Help.

About the Log to Text File action

The Log to Text File Action uses Percent Variables to gather information about your network
devices and logs a custom message to a specified text file with the Percent Variable results.
You can specify the name and location of an existing text file or create a new file and location
to which the message will be written.
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This action is useful if you would rather receive network messages in a text file that can be
saved, as an alternative to receiving an email or SMS alert.

@ New Log To Text File Action [

MNama:

Dascription
Log To Text File Action

Log file:

Lag file write mode
Append -
Log Message

Device . Activel
[Device.Type: IDevice.HoatHams (YDevice.Addresa)..

nicorDownNamrs=s is YDevice.Steace on % -

[Details:
pMonitors that are down include: %Device.ActiveMonitorDownlNames
PMonitors that are up include: SDevice.ActiveMonitorUplames =

piotes on this device (from device propercy page):

[Thiz measage wag logged on ¥5System.Date at ISyscem.Time -

OK
Right-click in the Log message’ area to add a WhatsUp percent vanabla Cancel

For more information, see Using the Log to Text Action in Help.

About the Windows Event Log action

The Windows Event Log Action uses Percent Variables to gather information about your
network devices and logs messages to the Windows Event Viewer dependent on the Percent
Variable results. You can select to have messages logged as error, warning, or informational
messages. You can easily sort messages in the Windows Event Viewer by the source that you
specify in the action.
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This action is useful to use if you typically check the Windows Event Viewer for network
messages, as an alternative to receiving an email or SMS alert.

@ New Windows Event Log Action [

Hame:

Description:
Windows Event Log Action

Sourca: Eyent ID:  Level:
Ipswitch WhatsUp Log Action 1000 Eror -

Log Message:
|sDevice.RotiveMonitorDownNames is &Device.S5tate on & -
Device.Type: %Device.HostWHame (%¥Device.Address)..

IDecails:
Monitora that are down include: &Device.ActiveMonitorDownNames
Monitors that are up include: %Device.RctiveMonitorUpNames

m

Bloces on this device (from device propertcy page):
tDevice.Hotesa

This message was logged on ¥3yatem.Dacte at ISystem.Time - 0

Right-click in the 'Log message’ area to add a WhatsUp percent vanabde  Cancel

For more information, see Using the Windows Event Log Action in Help.

The Log to Text and Windows Event Log actions now use an improved Percent Variable Picker
that allows you to select the Percent Variables you would like to use in an action's code.
Percent Variables help you customize notification and log message information.

Percent Yariables, .. 3 Syskem. .. k

Device. .. 4

Active Monitor. .. ]
Payload

Passive Maonikor. .. 3
State
Marne
Argurment
Cornment
Metwork interface address

For more information, see Using the Windows Event Log Action or Using the Log to Text Action in
Help.
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About Find Device

The new Find Device feature allows you to easily find the device group(s) to which a network
device belongs by performing a simple search. After finding the device groups in which a
devices resides, you can open the device group that contains the device, edit the device,
remove the device from a selected group, or remove it from the WhatsUp Gold database.

@ Find Device ==
Search
Digplay Name -
Eor:
ATL
| Exact match . Find. |
Display Name Hostname IP Addrass Device Group =
B ATL103 ATL1D3 192 168.3.103 RangeScan (5/12/2009 10: [ View Group)
ElATL106 ATL105 192 168.3.105 RangeScan (5/12/2009 10
B ATL106 ATL106 192 168.3.106 RangeScan (5/12/2009 10:
B ATLI0T ATL1O7 192 168.3.107 RangeScan (5/12/2009 10 Edit |
B ATL132 ATL132 192.168.3.132 RangeScan (5/12/2009 10: Delete.. |
B atl134 ipswitch_m ipswitch___  atl134.ipswitch_m.ipswitch... 192 168.3.134 RangeScan (5/12/2009 10
B ATL136 ATL136 192 168.3.136 RangeScan (5/12/2009 10-
B ATL140 ATL140 192 168.3.51 RangeScan (512/2009 10
B atl160 ipswitch_m ipswitch._ 192.168.169.1 192 168169 1 RangeScan (5/12/2009 10:
Bl atl160 ipswitch_m ipswitch__. 192.168.174.1 192 168.174 .1 RangeScan (5/12/2009 10
B atl160.ipswitch_m.ipswatch_... atl160 ipswitch_m.ipswitch. . 192 168 3.160 RangeScan (5/12/2009 10- - Close |

The Find Device feature is accessible from the web interface from GO menu at Device > Find
Device. For more information, see Performing a device search using Find Device in Help.
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About the Argument field

An Argument field has been added to the Device Properties - Active Monitors dialog to help
you differentiate between interfaces on devices with more than one interface by
automatically including the iflindex interface number. You will also find the Argument field in
the Up and Down dependency dialogs (Device Properties - Polling dialog), and the Critical
Active Monitors dialog.

& Device Properties 55 8 . p—— & " [

wgabit Efhemet 1/2
Gigabit Ethemet 2/1
Sigabit Ethemet 22
(GagabitEthemet 23
Gigabit Bthamet 274
(GigabitEthemet 2/5
Gigabit Bhemet 2/6 R —
GigahitEthemet2/7 Enable...
Gigabit Ethemet 2/8
Gigabit Ethemet 29
Gagabit Bthemet 2710

GigabitEthemet2/11

5 defmlt) g met2/12
e T e pre m -
U s = Chick the "Critical, .." button o select critical monitors and set their polling order.

& e _ o) Lo i |

-

o
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New in Flow Monitor plug-in

New Flow Monitor reports

The Interface Usage report provides you with a view of the total amount of incoming and
outgoing traffic for Flow Monitor source interfaces over the selected time period. Interfaces
can be displayed separately, or grouped together by interface name. When you group
together by interface name, all interfaces under a single display name are added together,
and all data displayed is a total for those interfaces.

Interface Usags

% Flow Montor
[Cisie range: Last 15 Minutes. = | Go Group . Imeface -

Intariacs Hama Incaming Byles Dubgoing Byles Total Biples =
Leingran - Ciaca 4510R) Productian 3iGa LT 86 G
iAgtanta Layar 3 Seiich - Cisco 45606 VLAN Tome I W 1 46G3 1318 277 GA
ihugurie TE A Q&) Extamal 1058 14857 MB 120cH
ihugusia TS & QA Inbzmal § 145 56 MB 106 &8 11068
iLeinghan - Ceaca 4510R) VOF ific E529TMB FBIEIME H2EDME
iddbanka Layer 5 Switch - Cisco dB06IVLAN To QA T 21191 MB R67EMB EdDUEE ME
iiilarka Daia) Estaimal HeEi MB 15208 MB 45070 MB
idbanka Dt Inbermal 15206 ME 30681 ME 40 a8 ME
iilania Gataway Rouler) conraclion 1o cusiomer LN 12ETOME X075 ME 448 45 MB
istiants Gateway Ronter) Muink1 W0 THME 126 Th MB 449 45 MB
[falanta Layar 3 Sesich - Cisco 4506) VLEN ToOEV T 302 MB 40.B4 WE 1B NE
38 Tost] 207 % Mebwerk 182 MB AT WA 7.2 WE
138 Tast] 193 % MNebwiak 4T WE 132 ME HAENE
iddlanta Layer 3 Swich - Cisco 4506 254 ZXET W8 45T MEB Hawa
ridlanta WOIF) Connaciion o Paale: 4.33MB 420 ME E43ME
iaglanta WOIP) Connact to Port GAAZ on Cieco 4806 4 20MB 4L 23ME BA3ME
(DEV Taat) 203 .5 Medwink 4E3IMB 112 MB ETEMB
Lesnghan - Craca 4510R) SAN Maragamart 2aEMB 296 ME £ apME
TOEW Tast) 204 & Mebwirk 112ME 1008 B KB 210 MB
iAdtanta Layer 5 Seiich - Cisco 4506 268 Z2661 KB ZU23KB 45284 KB
Tumpar deica| ge-0v1md BB M@ KB B0 KB
umpar deaa) ga-0in 0 20EKE 0 Bytas 206 KB

IrsWITCH

For more information, see About the Interface Usage report in Help.
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This workspace report displays a summary graph of the top Internet Control Message
Protocol (ICMP) errors occurring on the selected interface during the time period selected for
the Interface Details report. This information helps identify the top ICMP errors experienced
on the network during the selected time period. For example, routers that cannot be reached

or unavailable services.

ICMP Types

rt Lineeachabla (72.11%)

1 Host probibRed (2 38%)
sively Probibited (2.91%)

ICMP Type
Port Unreachable

Echo Reply

Echo

Communication Administratively Prohibited
Communication with Hosl prohibited

For more information, see ICMP Types in Help.

Byles

42001 KB

T2 76 KB
ERB9 KB
16.07 KB
13.87 KB

@i EE

Echo Reply (12.49%)
Echo (10.11%)

Percent of lop 5

121 %
W1249%
Bi10.11%
| 291%
| 238%
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This workspace report displays a bar chart where each bar represents the percentage of

packets that fall within a given size range in bytes. The data used in this report is based on the
packets being transmitted over the network during the time period selected for the Interface

Details report.

Packet Size Distribution

75

Packel Size
0-100
100200
200-300
300-400
400-500
S00-600
&00-700
TO0-800
800-900
200-1000
1000-1100
1100-1200
12001300
1300-1400
1400-1500
1500-1600

For more information, see Packet Size Distribution in Help.

16.08%

1 63%) a2l 05 86% 259 20% s3ed 399 B4% sovp axed S0
e e e = = T = = T

Packels
51346
105041
10652
5326
G718
5630
B156
8360
4135
9064
10731
5882
4033
15666
246735

155722

Bytes
3228833

18045806
2612346
1911126
3031487
3129333
5257064
6206321
3544525
8586474
11188745
6847002
5043931
21417965
369231680
233583008

IR

3 B%

Percentage of Packels

f 786%
M16.08 %
| 163%
0.82 %
1.03 %
0.86 %
| 1.25%
| 1.28%
0.63 %
| 1.39%
| 1.64%
0.9 %
0.62 %
| 24%
%
2384 %
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Added improved Flow Monitor report configuration to allow fields in the Top Sender and
Receiver workspace reports to sort by Bytes, Packets, and Flows.

Top Senders

hostgetor com (60.94%)

8.14.183.107 (0.93%)
oft-tech.comau (1.32%)
in.alz yimg.com (1.45%)
2115 st drvw net (1 60%)
18 pevwiich com (1. 53%)

Sender
@ gator524 hostgator.com

@ 8.14.193.114

@ LEXav

@ 741258150

@ 156.21.3.1

@ cds115atlinw.net

@ alpha.ipswitch.com

@ a25N0d068 best.cdn.a2s.yimg. com
@ vsoft-tech.com.au

@ 814193107

Flow Monitor now supports user permissions that allow WhatsUp Gold admins to configure

Packels
241847

109467
67574
7471
6551
6352
29321
5603
5401

rTi

814133114 (26.07%)
LEX-TV (2/85%)
741258159 (1 87%)
156.21.3.1 (1.64%)

Byles
34596 MB
14300 MB
15.03 MB
10.61 MB
931 MB
9.08 MB
867 MB
824 MB
T50MB
52T MB

which user accounts can view and manage Flow Monitor data. This keeps unwanted user
accounts from viewing or manipulating information on certain Flow Monitor sources.

m Note: In order for a user to be able to block access for other WhatsUp Gold users, the user
must have the Manage Users access right (From the WhatsUp section of the GO menu,
Configure > Manage Users). Additionally, the user for which you are trying to block access
should not have this right, as this will allow them to block access for other users.

@ Flow Sources

Curently 11 sources of 1000 maximum enabled
#AtaaData

¥ Atlanta Gateway Router

¥ Atlamta Layer 3 Swilch - Cisco 4506

# Allanta VOF

@ athrmiller ipswitch_m ipswatch com

¥ atltphung ipsatch_m ipswilch com

¥ Augusta TS £ A

¥ CROBLES-DELL (Probe) 77777

# DEV Test

¥ HP Procurve swilch (sFlow)

# Juniper dewce

¥ Lexington - Cisco 4510R

# 0A Test

¥ uslec £3-243.52-90 cust uslec net

Protocel

NetFlow

NetFiow
NetFlow
NetFlow
MatFlow
NetFlow
NetFlow
NetFlow
MetFlaw
sFlow

NetFlow
NetFlow
MatFlow

@83 E
& Configure Flow Monitor Report = )
Report name:
Top Senders
Mayimum rows to retum:
10
Percent of top 10
Sort by
16094 % Flows -
607 %
| 265% |Packets |
| 187% |Flows |
| 164% [ Shattvee
| 16% Pie chart {transparent 30) -
| 153 % Width: Height:
| 1459% 500 200
[ 1.32% Time graph scale:
003 %, Auto scale -
Minimum value
Maximum yalua: I OK ]
Cancel |
e
Edit
Access nghts..
[ @ Flow Sowce Access TRights T
Atanta Data | ]
User name - _ Biock Access _ Select Al
& Bob Degelect All
& claudio
| & guest 7
| & plliams
& maeuburger £
| & mewimm
| & netfiow
[ & sayton
Close |
O%
Close

For more information, see Flow Source Access Rights in Help.
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About ifindex on the Flow Interface dialog

The Flow Interface dialog now includes the ifindex number of an interface to help you
differentiate between network interfaces.

@ Flow Interface ="
Interface: Unnamed
{  ifindex: 3
Type: Unknown
Slatus: Unknown
Last incoming: Mon Jun 22 09:27:51 2009

Last outgoing: Mon Jun 22 09:27-51 2009
Speed: (bps) Undefined

[] Hide this interface from the Flow Monitor
Home page and related configuration
properties.

[ Specify a custom speed for this interface

o .
Cancel

In
Qut bps

This number is included in parenthesis next to the interface's name on the Flow Source
dialog.

™ Unnamed (3)
= Muli0)
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The iflndex number represents a unique value for each Flow Source interface. You can assign
a name for the interface iflndex value to make the interface more easily identifiable.

For more information, see Flow Interface Properties in Help.

Added support

WhatsUp Gold v14 has added support for the following applications and devices:

Cisco and Juniper Netscreen CPU and Memory Performance Monitors
64 bit OSs - Microsoft Windows XP Pro, Vista, and Windows Server 2008
Microsoft SQL Server 2008

VmWare ESXi 3.0 or later

Microsoft Hyper-V Server 2008

For more information

Following are information resources for WhatsUp Gold. This information may be periodically
updated and available on the WhatsUp Gold web site
(http://www.whatsupgold.com/support/index.aspx).

Release Notes. The release notes provide an overview of changes, known issues, and
bug fixes for the current release. The notes also contain instructions for installing,
upgrading, and configuring WhatsUp Gold. The release notes are available at Start >
Programs > Ipswitch WhatsUp Gold > Release Notes or on the WhatsUp Gold web
site (http://www.whatsupgold.com/wug14relnotes).

Application Help for the console and web interface. The console and web help
contain dialog assistance, general configuration information, and how-to's that
explain how to use the features. The Table of Contents is organized by functional
area, and can be accessed from the main menu or by clicking Help in the console, or
the ?icon in the web interface.

Additional WhatsUp Gold guides. For a listing of current and previous guides and
help files available for WhatsUp Gold's multiple versions, see the WhatsUp Gold web
site (http://www.whatsupgold.com/wug14guides).

WhatsUp Gold optional plug-ins. You can extend the core features of WhatsUp Gold
by installing plug-ins. For information on available plug-ins and to see release notes
for each plug-in, see WhatsUp Gold plug-ins documentation
(http://www.whatsupgold.com/wug14guides).

Licensing Information. Licensing and support information is available on the
Mylpswitch licensing portal (http://www.myipswitch.com/). The web portal provides
enhanced web-based capabilities to view and manage Ipswitch product licenses.
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Knowledge Base. Search the Ipswitch Knowledge Base of technical support and
customer service information. The knowledge base is available on the WhatsUp Gold
web site (http://www.whatsupgold.com/wugTechSupport).

Support community. Use the WhatsUp Gold community site to interact with other
WhatsUp Gold users and share helpful application information on the forums, view
KBs and documentation, submit new product ideas, access the script library, and keep
up with the latest news on the blog. The wugSpace support community for WhatsUp
Gold is available on the WhatsUp Gold community site
(http://www.whatsupgold.com/wwc14forumsmore).
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