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c) 7Y —HATUAE [PTR] 2R L £,

d) [REZ—HMNZ27 V27 LET, LTFOXI RERNFRRINET,
>10.50.21.156. in-addr.arpa.
host = mail.domain.com.

TT— 3T ARG LET, HEDDNS — A2 KA ML TWAESIZ, HA A
BEIELET, DNSH—EZN ISP TH A XN TWAEAIL. IPS 134 LT,
BEHEAMHE L T TEE,

“nslookup” Y—/&ZFEH L TCDNSBREEF = v 7§52 :

1

Windows @ “nslookup” =~> R&#5{TL T [MX LV a—FR] Z2ERLET, NAA
VEINIELWR A R EFEE L CWVWD Z L ZHERT 572012, [MX La—R] 2%
RLET, X, UTOL A LET,

nslookup
>Is -t MX domain.com

Zoa<wry NI, UTFOX)REREELET,
>domain MX 10 mail.domain.com

Windows @ “nslookup” =~ > RC[A La—R] ZFR~L, mRAMBELWIP T
RLAZBELTWD Z L 2R LET,
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nslookup
>Is -t A mail.domain.com

Zoawry NI UTFOX) RERERLET,

>mail .domain.com A 156.21.50.10

Windows @ “nslookup” =~ KT [PTR La— K] #FE /KL, IP 7 KL ANIEX
IRARA RN ERELTWD Z L2 fER L £,

nslookup

>Is -t PTR 156.21.50.10

Zoa=wy NI TP XD fE#E K33 T,

>mail .domain.com PTR 156.21.50.10

T —ITR_RCEELET, HHFDODNS —_EZHRA ML TWAEAIX, HA L
BEIELET, DNSH—EZN ISP THRA RN TWAEAIE, IPS IZHEE L TE
FAREL T 7EE0,

IMail Server DA > A h— )LD

<{EF>H)® T IMail Server Administrator % BA4a3 25212, ( Microsoft Windows 2003 @

Internet Explorer % 3 DO 55451%), “Internet Explorer Enhanced Security
Configuration (A %N O 7 7 U FEENRRSIND5ERH Y £7T, ZOEEHNRR S
N, 2077 UF0BINTcExF 2 Y T A REA T a VIZOWTORFEME D
eHOlcZolY 7% 7Y v 7 LET, IMail Server Administrator ® URL % [=— B /LA
Y IRy N EREF [N ATy KA R Y —r O [BFEY A RSB LT
HRWVAREMERH Y £,

IMail Server A V' A b —/VEHERT HIZiE. ROFIEIZENET,

1

[AZ—R] A==2—M7D, [FuF T A]>[lpswitch IMail Server ]> [IMail Server
Administration] & Z4R L 97,

EJ A

[RZ—F] A==a—005, [Fu T A]>[Ipswitch Collaboration Suite]>[IMail
Server]> [IMail Server Administration] &®&R L £7 (ICS DLIFNZA > A h—/L
L=V a v aBREBLOEA), Ipswitch Web Admin Dt 7' A L _R— U RFIRE
ET,

2—PLLNRRT— KA AL ET, IMail Premium OAI1E, [f R b—IL§
Z Ipswitch B8] X—UNERR S ET, [IMail Server] 27V v 27 LET,

IMail % 713 IMail Plus ®¥4 1%, [Ipswitch SL§h] ~— 238 &+, [IMail Server
Administrator] X—YBERINFET,

[IMail Server Administrator] ~—I21%, —fFHREBE X A7 DU A FRFER
ENTWET, = FIA TV a VT 7B AT H2DI, AT BT 50
A7 %7V TCEET, FT7E2RINTLHE, ElOFTEST—2 9 =2 H 7T
Bl LAY a v~ U7 RFRRSNET, Fib T T 5 [ —FEH] ~—
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VA BEOEHEAN—UA~NE R LA T T HIE, EloF e —T g v
N—=D V75717 LET,

IPSWITCH

a Logged in as: localhost | Log out

iy
Return to All Domains 3
— @ m User Administration ip245.com
Domain Properties
» User Administration
Default User Settings Wildcard Search: Search | Clear |
- | Username Hame | System Admin | Domain Admin List Admin Disabled
[ ;-3 domain Domain 245 Mo ‘fes Mo Mo
[ a new245 MNew 245 Mo Mo Yes Mo
[ ﬁ root System Administrator Mo Mo Mo ‘fes
T & user24s User 245 Mo Mo Mo Mo
[ a whatever What Ever Mo Mo Mo Mo
User
Administration F sed | Delste. | |
Settings

ch Inc. Al Rights

Ipswitch.com | Help System | Knowledge Base | iCare

4 [FAALVEE 27V v 7 LET, [RAAL V] X—=UMRBE, FIFAEER A —/V R
AALDY A RNPRERENET,
F7-1X

IPSWITCH & Logged in as: localhost | Log out
P
|Mdl| Ser\/ar Home System Domain AntiSpam Collaboration Services Logging About
R enrnito Home ﬁ Mznzage Collsborstion Ussrs
@ Mznage Collsboration Groups
Public Czlendars & Contacts
- - Collzbaration Settings
IMail Domains Search: Search | Clew
@) Help r ‘ Name a | Top Directory IP Addresses
Domains [T dina.augusta.ipswitch.com C:\Program Files\[pswitch\Messaging \IMail 192,168.6.246

Select a domain to ip245.com C:\Program Files\Ipswitch\Messaging\IMail'ip245.com 192,168.6.245
administer Users, Aliases,

r
Lists, LDAP Settings, Rules, T virtual.com
r

C:\Program Files\Ipswitch\Messaging \IMail tvirtual.com Svirtualoo 1

Attachment Blocking, and

Spam Filtering settings.
Using IMail Domains
Administering IMail Users

Adding a Mew IMail User

virtual2,com C:\Program Files\Ipswitch\Messaging \IMail tvir tual 2,com Svirtualdo2

005 Copyright ch Inc. AllRights R ed. Ipswitch.com | Help Systemn | Knowledge Base | iCare

[FAL] Z T~ T AZRDEET, T 74NV MDAV RAL  (Fi2iF, HANCERINW/ZA—L K
AANYBRAAL L ZT VR MIERINET, BDOA—IRAL o ~DERZBLRLOLET, [FA
AVER EI ) v LET,
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5 1REAEARELTHRET DA NAL Y (BlZ1E, mail.domain.com) 27 U v 7

LET, [FALDTaRT ] ~=UhEEd, UTaF=v 7 LET,

» FAA VA (ERXF A M 721X OHN), Z O4HID IMail Server % A > A h—
NLTearyBa—FDRA MM E—ETL 2R LET,

» RAAVZAUTRAEBFAPZA YT RA)LKRERA D= NZDRAAL 4%
T RUVARETHA Y E—VEZITMD L HICT25E1F,. ZOFRANHOTAY
T AR L £,

A=) KA A DR EIZ DWW TOFEMIL. [IMail Administrator ~/V 2] 258 L
TL &V,

L—P T —F N— R DR IE DHETR

A=)V DIRZAZTFREINE D N ERFET 2121E, 1 IRAA MIRETH 1 Appa—HF
RENPFEL TV DORENRDH D £,

1 & x F235IMall 2 =7 =2 N=X 2 L TOSHGMNL, A A b=/l a—
VAR LI FTREMEDS B 0 £,

IMail =—%7F — & X—2Z IMail = —FPER I N0 E I D ERERLET,

1 /IMail Server ©-7 > X ;f—2DfERR)  [onpage 27] THHINTWD XL 91T,
BIREINTZ LR A=V ALY (KA R) T, EflloFer—r g v _"—p[2—F
BE]| 27 Vv LET, [2—FEH] X—UDBRHEET,

IPSWITEH & Logged in as: localhost | Log out
” \/‘I || Ser\/er Home System Domain AntiSpam Collaboration Services Logging About
Return to All Domains
m User Administration ip245.com
Domain Properties
: U;:;;’I‘:?;::S;::: Wildcard Search: Search | Clear |
User Uhllhes
H| | Username Name | System Admin | Domain Admin List Admin Disabled
[ ’_‘m domain Domain 245 Mo Yes Mo Mo
- a new245 Mew 245 Mo Mo Yes No
- ;. root System Administrator Mo Mo Mo ‘fes
[ .; user 245 User 245 Mo Mo Mo Mo
- .; whatever What Ever Mo Mo Mo Mo
User
Administration fes i
Settings
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“root” —H L2 WEAIE, ROFNEIZHE-TT A hx—HFZBMLE7,
2 [B] 227V v7 L, W [IMail =—HBM X—Y TCa—VFEREZADLET,
=D, NA T URAR—RAE AN 1 ~ 30 LFETRITFNIER D A,

IPSWITE P: & Logged in as: localhost | Log out
@ Server
9 Help Add IMail User dina.augusta.ipswitch.com
Domain Name (OHN): dina.augusta.ipswitch.com
User ID: doodle
Full name: Doodle Bug
Fassword:

Confirm password:

[¥| add as Collaboration User

¥ Add as Ipswitch Instant Messaging User

Maximum Mailbox Size: |-~\|me: 'I

Maximum Mailbox Messages: [ Unlimit=a

Encoding: = |

[ Allow Password Change I#! allow Web Access e
[¥! Grant Account Access I List Admiristrator Permissions

[¥] sccess Information Services I Domain Administrator Permissions

[ access LDAP Attributes ™ system Admiristrator Permissions

[#! allow web Calendaring

¥ allow Use of Ipswitch Instant Messaging

K save € cancel

© 2005 Copyright Ipswitch Inc, All Rights Reserved.
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3 —VZEMTIHE. REFEI 227V y7LET, ZO=2—FIDIEL, 1KRAKA b
D2 —HF DY A MTBMENET,
HéETa—VOREERRLIZY, BELEZYTH5E8F, [2—FEH] X—T0
[t—%H] VA b Ta2—FE2 Y v LET,

1 RAEA FTWindows NT £ 721X Active Directory —%F —Z RX—2ARFEH I N T
WABSEIX, 77 ANV DT I T MILLTD 2 2127251379 CF, T72bb,
Administrator & Guest T3, 7 A I —VZBMT 208N H D551, #@Hle
Windows EHY — /I T U v R EBIMLET,

<HEFC>Windows NT 77— 4% X— 2 & Windows 2000 7 —# N— A TIN5 T —H _X— &
HY — L EEHLTOET, BEEEO Windows NT £ 7213 2000 O = —H 7 — & X— 2
Ta2—HOBEDY A MERRLIZY, 2—FEEBMLZY, =2—FEHIERLZV T 5
(Z1E. Windows DB EDFBIIHE > gl 28 By — /L (Bl 21X, Windows NT User
Manager % 7=1% Active Directory users and computers)Z{#H L ¥4, IMail
Administrator % ffi > C—¥ %2 F/Rx, B, HIFRTXEHA,

1 /RAER RBHET —F R—RZE SN TWVBREB LN T — 2 _XR— 2083 ASh
TWRWEA, RO FNEICHENE T,

1 [IMail Administrator] T, [Z—WEHEH] X—TD 1L KFA LD [2—F4 VU R M IZ
EHET,

2 BANO2—VEZBIMLET,
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BINL 72— 1%, Windows TEE L7274 A M4 T IMail Server 726 A — )L & %13
TEET, HlxIE, =—%Fjohn ZBML, DR A R4 A mail.domain2.com ®
e, Zoa—%3 john@mail.domain2.com W57 KL AD A — )L &2 5Z[F T
7,

<HEFLSLREBA NDZ—PFNZD RAL L DHET RLALTHA v —T52ZITD &
T HEEE. ZORBEFIA NAOZA VT AEERLET, flziX, Ligoa—3
2% john@domain2.com 48D A —/LV &% T 5 X 9129 541X, mail.domain2.com
2% LT domain2.com ® KA A A U T A (KA MxZA U7 R)Z/ERK L £, IMalil
Server DFEEIZDOWTOFEMIZ,  TIMail Administrator ~/V] DA —/L KA A 2 (
HRA N BEERE TSRS,

TARNT A FEFERALIZA—NVDERE

TARNT AU FEFEHLTA =N Z2EZET 51205, ROFIMAITHENET,
1 BEFANY=RDBBEEHLTND I L ZMBLET,

2 [V—ER]¥TE7VvI L, Xy hT—Fa—PFHERT—FEANLET,
[F— b R EH] R—URHE £,

irswiTe :‘ & Logged in as: localhost | Log out
|i| berver Home System Domain AntiSpam Collaboration Services Logging About
Return to Home ;_-%
@ Help
- | Name a | CurrentState Version
T IMail IMAPS Server Running 10.0
™ IMail web Calendar Service Running 10.0
[T IMail LDAP Service 2.1.22
T IMail POP3 Server 10,0
T IMail Queus Manager Service Running 0.0
T IMail SMTP Server Running 10.0
I IMail Sys Logger Service E‘“ﬂl 10.0
I Ipswitch WorkgroupShare Service Running
T Premium Anti Spam Service Running
[T Ipswitch Instant Messaaing Server Running
Start Stop
L) star multiple services may take a moment,
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3 SMTP. POP3 BLTNIMAPA H—EAREE L TWAENE I AR T-DICTF =
w7 LET, AT —ZAN[BEDORAT—FZ R VFRENET, SMTP 25—
L AN BERICEE S 4L, “Running” &7 > TWAIEX9 T9, POP3 & IMAP4 73
“Running” CRWEEIT, BV —ERXADOBROFT = v 7Ry 7 AERIRL T, [RF
—MNEZ7Vv I LET,
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4 FBAA—NITAT 2 bEEELFET,

IMail Web Messaging (Web 7 71 7> b)) il L TW 253546, Web 77 U4
B L., W&IZ http://localhost/IClient/

F720E

http://<IMail Server hostname>/IClient/

WY EF, Bl
http://123.100.100.80/IClient, k(2 ENTER %L £, Ipswitch Web Admin ¢

TA U R_R—=TUNFETRENET,

5 Lz —Y 7o honTanloxzEHL e /4 s L, oo —H2 R
—VEEELET, FO%, TDA—LREF A —/LZ{E Inbox IZFRENDMNE
IMEMER L E T,

<{FEE IMail Client 2> — L7 7V r— 9 o OX—2 3 ) IMail Server (24 > A b —JL
SNET, root” DA —)LR v 7 AEFATED, IFEAEHEHENTWRWT I b
DIFRRLT A N ZATH L ZIZKITNEHET, IMaill 7 247 770 r—32 3 g,
TV Ra—HFDA—)VK v 7 A% FaT 25 BRTIE IMail Server J:Tﬁﬁﬁ L/o@wf<
ZEW, MUA—NRy 7 AL T E— T 7 EANTHhiILTW\5D o (E=F
DIVE—KITATEDYT7 FNT =T IZH - TE) MENEL 5 AH TE?P%U&?

6 BE—WNLRxy NT—=ZDOHNHEDY E—FETA—ILT RLA~ND A — /LY —E R
ETARNTHITIE, TAMAE—=VZEELET, A7 —Fy MIEHR LTV
LA 1%, imailtest@ipswitch.com {2 A —/L & 15{E L £ 7,

7 A=Y —NRIEFICEEL TWAD Z ENERTE UL, MBEREFA—IL AL
V(RAR) Eax—FEEMLET,

TyTTVL—FK

ZDkvT v a ik, [HAA—T 3 O IMail Server BT w7 L— RS — Y A%t

& LTWET, IMail Server X, A= g U EITEKRBRINS A A b—/LE R Tz

FALY NUICHBMICA VA R—LENET, ZOF4 L7 NUDOEHE, BE). /-

ITARIDOER 2 770200 T TE S0,

1 LY AU F— HKEY_LOCAL MACHINE\Software\lpswitch\IMail ®/ N> 7 7 >
TEEY £9, (regeditexe ZFIA L. ZDOF—EFMK L, [LYVARY] A=a—
N [VIARNY 77 ANV AR— N Z&IRLET, )

2 HHA A M= ESND b D LR UFRRICHENET,

<EFESHTTRTO IMaill —E R ZE1E L., IMsil Administrator > % —7 = — X% LT
Mo, Ty T T —RETHILERDD £,

32
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N T—F_XR—REFEH LT v ST L— R

1 ANLLEDORA PR —H T —Z RXR—=Z %> TV BHRETO/A— 3 22 IMall
Server #fHA VA M= VT 2855, T —X X—AT —TJVIZH LW Z BT 5 30
HYET, L, Web I Lo F—REEE TOME I E 2 TBIMNO 2 —F 2 k9 5 L3
NHDHTDITTT, ZOHFLWINL, INET —Z X=X % H LT\ % IMail Server 7~
2 N llZa—F—T B E T IER Y FH A

A= PF—H N2 L LTT VT 4 7T 4 L7 b U (AD) BV OBHAIL, BEE R
DT VT 4TTFAL7 MV ATvarolEREBRSBBOLET, ZOFH LW
vaic kY, AD DY K= ke (LS, Web — A LEovF 2 ) 7 o0 bkl
SN, RT3 —< U ANNRVGESNET,

A A h—/LDOE, IMail Server IZ XV, BED Y AT ANBIEINRT — X X— R %
FHTINEI PRREINE T, TOEXZINNIV]DOHEAIL. RICFXATa 7Ly
LFD 3 oDF T arnFranEd,

s ZODOA VA M= T ST ALY BEWIZHIDY IMail Server - — YRR E RS AT
HEDIFEHEND TR TCOINET —F RXR—A T =T ZBIMEND X HIT 51T
IZ. W 22 ) 7 LET,

s T—TNET v T T — hETICA A N ERHITT AT, [WNZ]EZ Y v T
L%,

o YHERE A FEICIEMNT AGEIE. [T 22U v LET, BERVINY
U= /) —F NIZROMY £, WHNTEZH, 2O VA =NV T 0l T L%
HEESTIVNERH Y £9,

<ES W Z)E 7Y v 7 LT, EOEEA A M= LA, IMail Server 2355 912 1%
RELZRWABREMEDR H Y £7,

71 A% 15 ODBC K7 A /3% IMail Server O [HNN—2 g U CEA SN TWEgEA, 20K
TANE FHLWIIEET 5 X0 BEETLMERDHY £3, FAD ODBCUser.dll B
FANRD Y —A3— K (SQL H— 33 LN Access HICFR#EEH A D) 1X . LA FdD URL T
IMail ¥ R— ht v & =X rm— R NTEET -
ftp://ftp.ipswitch.com/Ipswitch/Product_Support/IMail/odbcuser.dll
ftp:/ftp.ipswitch.com/Ipswitch/Product_Support/IMail/odbcuser.dll

LDAP & —# _X—ZADT v I L—FR

IMail 8.1 LAF% TiX, OpenLDAP FEENFEH SN TWET, 7y 77 L— RZIZFEL T
BLEHRDH HBEAFD LDAP 7 —Z X—AR b, L FOPh#iiEE &0 9, 7B
HiEE & b uL, BEfFO LDAP fE#IFHIBR S E T,
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» T w77 L— KEIZLDAP T — % RX—AD/NN 7T v 7l £9, LDAP 7 —#
R—=2RZT7 7' AT 5HIZi%, OpenLDAP 7 7 A L REMPNTWDHT 4 L7 U D5
rE AN LET, 774/ FTliE, ICS DA A h—/L/3ZX, C:\Program
Files\Ipswitch\Collaboration Suite\IMai\OpenLDAP T3, IMail ®1 > A h—/L/3&
I%. C:\Program Files\Ipswitch\IMai\OpenLDAP T3, L FD 7 /L4
I%. ..\OpenLDAP ..\OpenLDAP 7 4 /L X D FIZEBIE T,

=  binOpenLDAP /34 F U BKAN S I D 7 4L H

*= Openldap-data KA A VEEDT —HX—ADEHDH 7 4+ /VE BT XTHEH I
TWD T HNE, KT AN, TENENAFD R AL ATHRATAHT BN
—/Cl/\gsj«o

» schemaOpenLDAP Zx—~7 7 A LD END T NV E, AF—<T 7 A )L
BAEA TS s NOTURF A BRDEFHEA RN T 7 A LT,

*» SharelucdataLDAP — YR — T =X 77 A AN EGEENET, TV oT=
T AIERE LWL I L TLEE N,

» T w77 L— KT 5HIIC [LDAP BHEIZT 7229 3] zL7°ya YEIZIVTLET,
IMail Administrator CZ DA 7L a N7 7B AT HITIE, [RAL V] X TIZ~v T A
rebt, [2—VEE] 22 ) v L, RIC mmft&~ya/A~f[%ﬁ
2—YRE| 7V v 7 LET, [7F“5E:L~47L RE|N—UNRAEEST, Ty T L—
K3 %R0 [LDAP BT 78R T B A7 a a7 V735707 vy s L
£7

<EESWNZ]EZZ7 Y v 7 LTEDEEA A =T 554, IMail Server 28 1E L < FERE
L72WATREMER H D £9,

T UFANRMEREDT v T L —FK

LLHTIZ IMail Server % A A h—/L LTz Z &1 H HA . antispam-table.txt 7 7 A /L %
EEZTLINEIDERDDVLERHD ET, A A M=/ H AT v TREIRS L,
WEAF D antispam-table.txt 7 7 A V& EEZ T L0 TOF 7 v a U HPVRSINET,

» [ VTHLWY = RERFO T 7 A MBI L ET, BIFOHEB ZHIBRLIZY
BLZY LEEA,

-[tia%ﬁ®774wvié%bi¢o:@774wf7~F%EMLtD\7~
RMEZZETE L7256, 29 WomiBIREH X EEXINDI0EIREINET,

. (BT ANVEEELEEA,
<EFE> A VA R —/L1IZ, antispamseeder.exe = —7 4 U T ¢ — &> T, BED

antispam-table.txt 7 7 A MZH LW — RH U v h & FB) Cv— Y T E9, il
Wi,  TMail Administrator ~Vv7°] &ML T Z &0,
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IMail Server 7 A > A h—)b

IMail Server Z 9% 21, Windows @ [ k1 —/L %)L O[Fa 7T ADBMN
EHIRR] 7 7Ly hEEALET, UTOLERTOIVET,

[z ha— LR —E R 5 IMail h—E ARHIBRINET,

HKEY_LOCAL_MACHINE\Software\lpswitch\IMail ® T @ Windows L > X kU iZ&
HETCOHEBENHIBRESNET, (7272 L. Ipsiwtch F—THIBR SN EHA)

setup.exe IZL > CTIER ST 4 L7 b U &7 7 A M GBS TR0
B, BT 4 Lo NY ET A UBEIBRESET, BlE, =—FEBEML
oG AE (BEWY root B A— IV EZITE 722 ERRNWEE) 1X, Users 7 «
L7 NUDHIBRSHET,

<{EFE> EFEo X 912 IMail Server ZHEIFELTH, IMaill 7 4 L7 RURZDT 4 L7 FUILE

FNLTWLHTT 4L M) ET 7 A NMTHIBRENERAL, ZNEDT 4 L7 FIRT
7 A NVEHIERT 21iE, FEITHIBRT DLERHY 7,
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In This Chapter

IMail ANLIVIIUS 127DV T e 37
IMail Antivirus AdmiNiStration .........coeveeeeieee e 37
Symantec Scan Engine Web Administrator.............cccccvvveeeeee. 38

IMail Antivirus {Z-2VNT

IMail Secure Server % 721% ICS Premium 2006.1 U U — X LIET% ZHEA DB S, BEH
DA =P —=NTE, RHUFERT 4V AAF v —0D 1 DHF|J]T& % Symantec
@ ScanEngine 3 ##E SN TWET, IMail BT 7 2 U —0 2006.2 U U — & LUKk,
IMail @ Premium Antivirus (Symantec @ ScanEngine) MERNCFIH CE T8, £72
IMail &> —A L RAZHELTHET,

IMail Antivirus searches all incoming and outgoing mail for viruses, worms, trojan horses,
and other destructive code.IMail Antivirus TliL, £A— /LA v&— L 7 7 A NVYLIE T
DY ARNEBERD Y 4 NVAERE LT, ZOMBEFITLET,

BEFD T 4 VAD— IR R RR T2 2 L THHO U A VAT 22—
AT 4w 7 HEHR A S CWET,  Ifit detects a virus, IMail Antivirus can attempt to
repair the infected file, delete the message, or send a bounce message back to the
sender. 77 7 A VB MMER S 4L, RIBEOEHFITEE LML T 2 EF A — LDk
FEENEd, 6T, VAT LEHEL, BRELEEFA—ILVORELEDO ) LA 1L
b7 LR ERETEET, A7 a v TR ETHRIEHICA v =V ERETE
RN L ERBED A v =V EBEETEET,

IMail Antivirus Administration

LLF 226 IMail Antivirus DR EZ SR TX £,
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= |Mail Administrator [IMail Administrator] @ [Antivirus] ¥ 7% 27 U v 7 LE7,
[Antivirus X E] ~— VDB E E T,

IPSWITCH & Logged in as: localhost | Log out
™ )
5OFVOF Home System Domain AntiSpam Collaboration Services Logging About

Return to All Services

A
\M Premium Filter Settings

Service: StarEngineService

LDAP Status:  Running
Queue Manager

Web Calendaring Stop |

Anti Spam

&) Help ¥ Enable logging
¥ verbose Logaing
Il Flag missing Subject: header as spam

Il Flag missing From: and To: headers as spam

Update Engine Options:

Update Priority: I Bslance vl

Full Database Update Interval (1-7 days): 1

Differential Update Frequency (1-60 minutes): |10

Proxy Server:
Proxy Port:

¥ Enable Telemetry

H Save
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TANVAAF Y VBT, BT 7 A VT HUHERE L0, T
FIANAY—=R—=D P T RLARKR— LY XA L7 T R ASLEIER T A
— T RUVRAZRET HITIE, ZON—=U 20 ET, FEMC->VTiE,  NMail
Administrator ~V7°] 2L T &0,

Symantec Scan Engine Web Administrator

Symantec Antivirus Scan Engine Web Administrator % 18 U C Symantec @ Scan Engine
7u AV EEHEREILT VEATEET, [T TF U A NARE] X—T D 18004
(Scan Engine Web Administrator ™5 7 /L kDR — R B3 & 12Hi< [FrF o P—
— IP7 FVRNICZ AN L7 IP 7 R L AT Scan Engine Web Administrator (27 7 £ AT
XTI,

i :

http://123.100.100.80:8004, Scan Engine Web Administrator ®7 7 4/ /XA T — R
X admin T, [Symantec Antivirus Scan Engine Administration] ~X— U3 E R S v E
7T
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¥1 ScanEngine 5.1.4

The new Symantec Scan Engine has several added features:

e Spyware scanning
¢ Adware scanning
= URL Filtering - IMail currently does not support this feature

= Content filtering (Dynamic Document Review) - IMail currently does not support this

feature

Scan Engine changes:

= Scanning now uses ICAP mode on port 1344 rather than Native mode on Port 7777.

= Scan Engine admin now requires SSL on port 8004.

= The admin no longer uses a username. Only a password is required. If no password

was set during installation then access is not restricted.
= The User Interface has been modified for improved usability.

ﬂ Scan Engine - Windows Internet Explorer =

=[Ol

@ | v | hitpsiiflocahost 04/
W (& scan Engine ] ]

;] *pllx |\.wESealch

ol

My v B v oo - hPage v pTools v 2

SR - L
(o .
P ¢ Symantec Scan Engine 5.1
a Quick Status Total Incidents
Home
o “ersion number 51424
Server started: Dec 5, 2007 3:18:14 PM GMT-05:00
Contiguration Server up time: 0 days (1 hours 30 minutes 2 seconds

.. - Date of virug defintions: Dec 5, 2007
E Date of URL dictionaries: Dec 5, 2007
mrei® Date of DDR dictionaries: Mow 2, 2007
Policies.
: License status: AMURLIDDR Licensed
Total requests. e
by B Total files scanned: T4ETT
Reports
Total ME scanned: 156
M Recent Activities
i Viruses Found
Wirus Statistics Fittering W Paolicy Violations
i URL Blodks
Aigi Muriber of viruses found: 133 Wb sites blocked: i i DDR Blocks
ystem; Wl Container Violations
Wiruses repaired: a By URL list: a
Wirusss quarartined: n By DOR n
Security Risk Statistics Quick Links
Adware Found 0 Lgadpduts

Spyware Found 1] Change pasavord

Cther Risks o

q; Symantec Scan Engine is running @ ;|

Il File Atribute Vielations
o Spyware

il Adware

| Other Security Risks

, symantec. |

llicense package received, [T

| [ Localintranet

[Riowe - 4

PLFD X 5 724 < @ Symantec Antivirus Scan Engine Web Administrator O 7 > 5 7

ANVADEEE AL A ATEET,

* IMail Antivirus Server ~® HTTP /XA R 7 R L X
* |Mail Antivirus Server % E1779 %5 HTTP A" — &5
» Scan Engine Web Administrator /XA U —

» o RO
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= FEHRIZOWVTIX, [Symantec Antivirus Scan Engine Web Administrator] @ [Help]
7Y w7 LTLTIESN,
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In This Chapter

IMail ANtisSpam (Z-DU N Tiiiiiiiiiiieiecee e 41
TUFANLEREZFE S TTED I L 43
T T AIRBHERENDT T B A e, 43
IPSWItCh 0D A /X I DIERTE ..o 46

IMail Antispam 22V

IMail Plus & ICS Premium (2006.2) ki i%. Premium Antispam 2388 ST E
9, Premium Antispam (%, Mail-Filters™ O S3E#8i%k. TEIFRE., EEET v 77— b,

T F AN LM R L L QW ET, IMail Server Tk, A7 A bOi#BI & A A
LA S D TWET, IMail Server [2%F L CTHERT v 75— haRETHZ L
\Z & 0| Mail-Filters 1385 KD A /S AR L K\ false-positives (RAFRFN) % el T &
7

IMail #5777 X U — ORI T N T, BT U F ANAEREN IR SN TWET, 7
VT ANRLERRIL, ARLEHEBIL, ARANRBEED inbox OEhE Z 5T R0 E DI
T2 DIEENIIAX LFEELET, A=A vbE—T1F, BT ANXNANREKIRIC
BEENDELINCTANEZET A NDOEEEZ N D@l LET,
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@RIz A > A h—/v L7, [IMail Administrator] D [T > F AKX T %7 v 27 LT
[Premium Antispam X E] IZ7 7 EATEE T, [FAAL L LYLANLT 4L H] ~—
URERINET,

iPsSWITCH & Logged in 2s: localhost | Log out
‘ M al | Ser\/er Home System Domain AntiSpam Collaboration Services Logging About
Return to All Domains 9 =
—_— @ dina.augusta.ipswitch.com

Domsain Properties
User Administration
» Spam Filtering
Alias Administration
List Administration Mail-Filters provides several tools for administrators to use in creating, removing and managing spam

o Premium Filter

LDAP Settings
Attachment Blockin lad Statistical Filter
Inbound Rules

e — Examines sach ward in the bady of an email message to determing if the message is spam.

White List
Peer List Phrase Filter

Searches for spam phrases in the body of an email messsge and identifies the message with matching criteria as spam.
@ Help

HTHML Features Filter

Select the HTML festures to search for in email messages, then set the number of features that must be present in & message in order for the message to
be identified as spam.

) URL Domain Black List

Configures IMall Server to search for and take action on domain names that appear as URL inks in an email message,

& Broken MIME Headers
Use the Broken MIME Header Filter to identifiy MIME Header characteristics that result in SPAM e-mail

[~ Enable content filtering for authenticated users

L) This setting applies to all the antispam filters listed above.

2, spE

Enables stronger message sender authentication using an extension of Domain Name System {DNS) called Sender Policy Framework {SPF).

& Connection Checks

verifies that the user connecting to your IMail Server is not assodated with a black list defined on the mail server, e

=
H save

T T

Help System | Knowledge Base

Ipswitch com iCare

[FLITARENCT 78 ATHINL [FVIT AT NEZ| V272270 v 7 LET,

irsw I..": H & Logged in as: localhost | Log out
|M’;_3L|| Ser\/er Home System Domain AntiSpam Collaboration Services Logging About

Return to All Services &

.
M Premium Filter Settings

POP3

IMAPR

ST Service: StarEngineService
LDAP Status:  Running

Queue Manager

Web Calendarin: Stop. |

Anti Spam
@ Help ¥ Enzble logging
V! verbose Logging
v Flag missing Subject: header as spam

¥ Flag missing From: and To: headers as spam

Update Engine Options:

Update Priority: I Eslance vl

Full Database Update Interval (1-7 days): 1

Differential Update Frequency {1-60 minutes): |10

Proxy Server:
Proxy Port:

¥ Enzble Telemetry

Ipswitch.com | Help System | Knowledge Base | iCare
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T UFANRMMEREESOTTEBHI L

w BFA—INLT RLA, RAALY, arvT oI 7 40E ) o 7 FR+T 597 %y b
VAT DHETA NI AR (NTAT >y 7 RLR) 2Bk LET,

» EBAINA - }%”%ﬂ@XNA%ﬁHY7FVXWE@%@WEiﬁ%&b
L2, B A—NA =V EREARERDNS 77 v 7 VA NS 5720
Pefe 7 4 VB Y T BV E T,

= "Mail FROM" 7 KL A & HELO/EHLO K A A &M EZMFET 2 MEETF = v 7 (B¢
TANBY ) EBNI L, BEETA—NA Y E—VIZONTOHG| X DNS &
BEFEITLET,

 BEETA—ALT FLX (7\7 TENTZETA—N) IPEDET A —LEEEEIL
T 5HE &M LS5 72912, Sender Policy Framework (SPF) #%6E % {3 Li*ﬂ

= Mail-Filters 7’/5&2/\Jaﬂirﬁ%‘:{%0T AR LB 2 BEIICE BT 512
Premium Antispam 7 ¢ /L% (ICS Premium, IMail Plus 3 X O IMall Secure Server
AA — hOHZTHIAFEE) Z6EH L E9, Premium Antispam @ 7 ¢ )L X R EIL, 12
W U FANLT 4 VEREURTDOEE A =M L TEA S NET,

 EBTANRA BTV OHLROARILDOT T, FFEDANLT L—RERETL7
— AV A RNERETDHITIE, ZVv—RXT4NZV) 7 (NEZ74NVEY 7))
LET,

. BRAyE—TEGHT L, TR ANRANE I DEHWT 5O, HEH T 4 v X
Vo7 (NEZ4NE) D) EZHBIZLET,

v REEZNDE SN D AR D & HFFED HTML # Z1IZOW T, A vt —U %
BT HTDICHTIMLERE 7 4 V2 U o T2 B LET,

* HREFEBIXWIMGSRCHTML Z 7 L7 L —2TFTFARMAvbB—ICHEND R A
A4 (URL) Z#%ET 2D URL RAAL T Z v 7 URARNEERLET,

= MIME ~y ¥ NENT-ET A —L & A5 LTHRYE S 72912, broken MIME
header 7 4 V2 V) 72 HhZ LE T,

= AL A= URNANRLT A N %B&Lt@—u\ NS TND ARAD X-~
ZIZHEASNWT A=V E N T v 7 TH0IC, BENV—LVERELET,

T FANRNLEEE~DT 7R

Ty TFRANRET L a i — "L UL RAL L ULD 2 OD LG T 7%
AINET,
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= Y=L ~YLOFRE[IMail Administrator] D [ AT L] XTI~ T A2 HbEE T,
KIZ, [DNS 7S v Z YRR %2V w27 LET, DNST T v U R A=W

SRS

IPSWITEH

IMail Server

& Logged in as: localhost | Log out

Home System Domain AntiSpam Collaboration Services Logging About

@ help @

Save Logs To: | Mo Leg

LI [ verbase Logging

r |DNSBIackListsx

| Type

| Server

| Query Domain

Enabled TCP First

[T blackist.com

ADDR

blacklist.com

s Mo

Delete...

H Save

© 2005 Copyright Ipswitch Inc. All Rights Reserved.

Ipswitch.com | Help System | Knowledge Base | iCare
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PNV TET Ty 7 VA NEREL, HIZ Wi, 2=V %N E
I, 7T v 7 U AN JMM*?%~»F%4/TﬁmT%éi9 @5%K\#
RC, =N TRESNTHEIMEEINDLERH Y 7, X, v

Aﬁ@%i\t@77y7)xk_@¥f—w%x4/®ﬁ%%ﬁ7¢éﬂ%&
DET, [DNS T T v 7 VAR RX=UTHMNIESNZT T v 7 VA NDRDR, KA
A2 (BRAR) LALVRETHEMTE £,

=T Z w7 U X NOEM, fmE, HIBRIZIZ, [DNS 77 v 27 VRN AT Ta v
%ﬁmbiﬁoﬁﬁ%~ﬁm_mEéMTwé77/&)xk IZ3XTC,[DNS 77
v 7 AR IZERSINET, FFMICOWTIE,  TIMail Administrator ~V>7] %
THHRLTEE N,

» RAA U DFRLE Click the IMail Administrator Antispam tab. The Antispam Settings
page opens.

IPSWITC :‘ & Logged in as: localhost | Log out
b()r\/@r Home System Domain AntiSpam Collaboration Services Logging About

Return to All Domains - =

T
Ea- i

dina.augusta.ipswitch.com

Domain Properties
User Administration

+ Spam Filtering
Alias Administration
Ao Mail Filters provides several tools for administrators to use in creating, removing and managing spam

Lo Premium Filter

LDAP Settings

Attachment Blockine ; Statistical Filter
Inbound Rulles
bbundaies Examines each word in the body of an email message to determine if the message is spam.
White List
Peer List =) phrase Filter
Searches for spam phrases in the body of an email message and identifies the message with matching criteria as spam.
& Help

=) HTML Features Filter

Select the HTML features to search for in email messages, then set the number of features that must be present in & message in order for the message to
be identified as spam.

KE) URL Domain Black List

Configures IMail Server to search for and take acton on domain names that appear as URL links in an email message.

+f Broken MIME Headers
Use the Broken MIME Header Filter to identifiy MIME Header characteristics that result in SPAM e-mail,

™ Enable content filtering for authenticated users

i) This setting applies to all the antispam filters listed above.

2, sPF

Enables stronger message sender authentication using an extension of Domain Mame System (DMS) called Sender Policy Framework (SPF).

% Connection Checks

Verifies that the user connecting to your IMail Server is not associated with a black list defined on the mail server. b

(=

K save

" 2005 Copyright Ipswitch Inc. All Fights Reserved.

Ipswitch.com | Help Systern | Knowledge Base | iCare

BINLE RAAL VHICEESERT UV F ANRNAT 4 ML Z B, BH, B3 512
[FAAL L LA_LT o FANRM REZHEH L ET,

» [FUIT AT 4Z](ICS Premium, IMail Plus ¥ X O IMail Secure Server A A —
NDHDA T a2 > TF)IMail Server 3 L OV ICS FEHEIZHHE SN TV HIERET > F
ANEBT L VZITINZ T, éﬁ%ﬁx/\f’bﬁﬁ%ﬂﬁﬁ% SNET, FHFMICONTIE, U
TD—20 Tlpswitch ~D 2R ADHEEE] 2 ZBHL S0,

s A TANEBE FDOBFRA—INNARANE I NEIRET HEOICEFA—IL A
TV ORLTHE T — REHELET,

s T VL—RTYNEEBFANA = DORLNTANRAT L—RE BB L, AN
AW ASTWND A =% L E1,
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» HTMLBERET 4 N H ANRLDORNETHDH A vE—NOI HTML HERE 2 K5k Li‘ﬁ‘

A=) FIFAREZARLABIPIARLT 73 LTS AT

W< oD HTML #f ﬁ>mymmt774n/:ﬁz@%méﬁ%%n%é@ﬁéf;ﬁbiﬁg

URL RAAL VT T 7V ARMAYyE—NTURLY U7 & LTERIND RAAL

VHREBRBEL, FOLIRA vk L THRONANE LR ETEET,

%hkMMEﬂyﬁ%%%mxﬂAﬁ%%~wk@éMMH%MH%@%&%ﬁ
. [BERIZMIME ~y X 7 oV FEFERLET,

wu\nﬁ(ﬁz}*;‘_'ﬂ' IOWTDORNETZ A NVEY VT ODEMERGEE AL —F b2 F L
PRA =V L THNE T ANE ) TGN T AT T g w2
IWLET,

<EFES[FRAEHF AL —FIZOWVWTORETZ A NEZ ) TOFERE] 47> a v 28R L8
TH NEBE T AN TV AT ARKRA NEHEENOZE LA vE—Td ?ﬂ‘bf
BREBLERTA, 2O LITED, AvE—URRRAL LTHES THEBI S, RIC
BEHENRZDA—NEREOZEEEE LTEGRICA AR 2ET 4 NVEZ) T
naz E&EBGIELET,

»= SPF (Sender Policy Framework)Sender Policy Framework (DNS ¥ 27 A ~DJL5k
YEERT 2EF A — NV EEHEOBLGEIEZ AN LET, BhiEShE (A —7 &
NIE) BT A—NAVT FRLRANPLDOET A —NVEREFILT 2EHEORD W L
EJr RN

(BT v 7] BEROP—ANER L TWDENT T v 7 U A MT#Ei> TV
WZ E R LET,

FEAC WL, TIMail Administrator ~Vv7°] ZZ&M L T 72 &0,

Ipswitch ~MD A /XA DERTE

PP ANA A=V % |pswitch (ZERIET D &, TV I T LDANLT 4V E DI/NT F—
T UANWETE ET, Ipswitch (T, FD A NRLEEEHER L. A/ SABLEH A2 B0
THIZDIT, FD AL A —)L% Mail-Filters =5 ¢ Z|CHRH L X4, £ 93T, fih
DA—FNRANRLEHIRTH—8ERD LD, TOBAN T 0 — LT — X X=X TR
BRENET, il 2K RIZCTHEHOIC, 207 a—LF —ZR_R—RT, 2~35T ¢
\Z IMail Server - C7 v 75— hENFET,

lpswitch ~Z XA A — L& ERET B I12IX

= |f you receive a spam message in your mailbox, forward the email to
reportspam@ipswitch.com [mailto:reportspam@ipswitch.com] .
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TUIT AANRANT 4 VH T, BBREEFA— L T2 LICESEZENTD
T4, 2720, BEENBEBRMA v — VA2 ZEINTHEA. RO AL E 2L
FTENT LD LY T — LT —HR—=ZZBINTEDLDT, TOEFA—NET

Rk < 72 &0,
Ipswitch ~FBRREN R /S5 A — )L ZERET BT

r BEHOA—ILR Y 7 ATRBHANLA v =V % ESNESAIT. £0%
A —/L % falsespam@ipswitch.com [mailto:falsespam@ipswitch.com] % T Jix
ELTZE W,
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Mail Servers & DNS

In This Chapter
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T TEE Y,
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D EHA, BlZIX, ipawitch.com %> F T =27 NDOKRA 44T KL ZADHIZIZLL O
EoRbD0RHY £,

testl.ipswitch.com 156.21.50.1
test2.ipswitch.com 156.21.50.2

test3.ipswitch.com 156.21.50.3

DNS #H—_TII, 29 Wo7e7 FL AT HRA MO~ vy B IR RIES TV E
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IXZDFRA N EEHEEECTEET,DNS Y — 27 =) —%4T7 95 Z &1L, “DNS & " &
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ZEA—IL
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6 EEA—NH— T, ZEA—NT—DIPT RLRIZEEFEL., A—LEEEL
9,
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=2 ZEERWNT, FICFERBAELET,

LB 31

A= )P —NOHIZIE, ZEA—NVIITONWT, TOA—IVNENTHDZ EE2HRT D
7eOlZ, 7 RLA ETYURESREZFETTHHO00HY £, ZUTiE, A—LzHf
T D T2 DITARIEITMA D A — L — T 5 REE N 5 5 KEREH 2 1ET
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http://www.ipswitch.com/_download/main.asp?product=WP-0000, which provides a
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IXH Y £H¥ A, 7277L. mail.domain.com 78 &2 s 3F T LT-E . T oEERITIZR
L 2513 A — P — X, BSRNEN S 2 \D MX L 22— K| Z D34 cecil.domain.com
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WPTR L a— RRAMETY,  For more information, see "Setting Up DNS for Multiple

Mail Hosts [on page 9J ".
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