DomainKeys/DKIM for
TIPSWITCH

Mall Server

Getting Started Guide

TIPSWITCH



Ipswitch, Inc. Web: www.imailserver.com
753 Broad Street Phone: 706-312-3535

Suite 200 Fax: 706-868-8655
Augusta, GA 30901-5518

Copyrights

©2009 Ipswitch, Inc. All rights reserved.
IMail Server — DomainKeys / DKIM Getting Started Guide

This manual, as well as the software described in it, is furnished under license and may be
used or copied only in accordance with the terms of such license. Except as permitted by such
license, no part of this publication may be reproduced, photocopied, stored on a retrieval
system, or transmitted, in any form or by any means, electronic, mechanical, recording, or
otherwise, without the expressed prior written consent of Ipswitch, Inc.

The content of this manual is furnished for informational use only, is subject to change
without notice, and should not be construed as a commitment by Ipswitch, Inc. While every
effort has been made to assure the accuracy of the information contained herein, Ipswitch,
Inc. assumes no responsibility for errors or omissions. Ipswitch, Inc. also assumes no liability
for damages resulting from the use of the information contained in this document.

Ipswitch Collaboration Suite (ICS), the Ipswitch Collaboration Suite (ICS) logo, IMail, the IMail
logo, WhatsUp, the WhatsUp logo, WS_FTP, the WS_FTP logos, Ipswitch Instant Messaging
(IM), the Ipswitch Instant Messaging (IM) logo, Ipswitch, and the Ipswitch logo are trademarks
of Ipswitch, Inc. Other products and their brands or company names are or may be
trademarks or registered trademarks, and are the property of their respective companies.

Update History

November 2009 First Edition v11.01



CHAPTER 1 DomainKeys / DKIM

About DOMAINKEYS / DKIM ... e e e e e e e e e e aa s e e e e e e eeennes 1
How DomainKeys / DKIM WOTKS .......cooiiiiiiiiiiie oottt e e 2
DOMaINKEYS / DKIM FAQS. .. uuuuuiiuiiiiiiiiitiiuettiertreseeersiersaeerrerner——.——————————————————————————————. 2

CHAPTER 2 DomainKeys / DKIM Signing Setup

Step 1 - Enabling DomainKeys / DKIM .........ouuiiiiiiiiiiiiiiiie e 6
Step 2 - Creating @ DKIM SelECION........ciii i e e e eeaaens 7
Step 3 - Creating @ DOMaINKEYS SEIECTON ........cviiiiiiiiiiiiiiiiee e 13
Step 4 - Enabling Your New Selector.........cooooviiii i 18

CHAPTER 3 DomainKeys Verification
VErfICALION SEIHINGS ...t e e e e e s e e e e e e s eeeees 19

CHAPTER 4 For More Assistance
IPSWITCR SUPPOIT. ...t e e e e e e e e e e e e e 23



DomainKeys / DKIM
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About DomainKeys / DKIM

DomainKeys and DomainKeys ldentified Mail (DKIM) are e-mail authentication
methodologies designed to verify digitally signed e-mail on a per-domain basis. Both
methods were designed for protection of e-mail identity and have assisted in the control
of "spam" and "phishing". DomainKeys and DKIM use asymmetric key cryptography to
sign messages with a private key and use DNS to distribute the public key for signature
verification.

DomainKeys (RFC4870 (http://tools.ietf.org/html/rfc4870)) is a precursor to DKIM
(RFC4871 (http://tools.ietf.org/html/rfc4871)), though both are currently in use,
DomainKeys is considered deprecated by DKIM.

DomainKeys

DomainKeys is a domain-level e-mail authentication standard that uses public/private
key encryption and DNS to prove the legitimacy and contents of an e-mail message,
and also verifies that the domain used in the "from" or "sender" header of a message
has not been modified while in transit.

Public Key / Private Key

A public key/private key-pair is created for the sending domain. The private key is
stored securely on the mail server and is used to sign all outgoing messages. The
public key is stored and published in DNS as a TXT record of the domain.

When an e-mail is sent, the mail server will use the private key to digitally sign it, which
is part of the message header. When the e-mail message is received, the DomainKeys
signature can be verified against the public key on the domain's DNS.

For detail specifications on DomainKeys see RFC4870
(http:/ftools.ietf.org/html/rfc4870).


http://tools.ietf.org/html/rfc4870
http://tools.ietf.org/html/rfc4871
http://tools.ietf.org/html/rfc4870
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DKIM

DKIM is very similar in functionality to DomainKeys, with an enhanced standard that
provides more flexibility and security. Although DKIM does not filter or identify spam,
widespread use of DKIM can prevent spammers from forging the source address of
their messages. If spammers are forced to show a correct source domain, then the
other spam filtering techniques will work more effectively.

Some of the improvements provided by DKIM are as follows:

= Multiple hashing algorithms (as opposed to just one available with DomainKeys).

= Capability for one DNS text record to handle multiple domains.

= |Improved option for canonicalization, that validates header and body separately.

= Capability to delegate signing to third parties.

= Capability to self-sign additional headers.

= More advanced options for customization using DKIM. (e.g. Hash Algorithms, Body
Settings, Expiration)

For detail specifications on DKIM see RFC4871 (http://tools.ietf.org/html/rfc4871).

How DomainKeys / DKIM Works

How it works:

1 The sending server has to first generate a public and private key-pair.

2 This public and private key pair must be assigned to a Selector. A Selector is just
the name given to a set of signing options.

3 The public key must be published in a TXT DNS record with the Selector Name on
the public facing DNS server for that mail domain.

Once these steps are completed, the sending server can now sign outgoing mail. Once
the message is received, the message is parsed and the signature is identified. Then a
DNS lookup attempts to retrieve the public key for that Selector. If the TXT record is
found, the public key is then used to verify the signature. If everything is correct, the
message passes, if not, the receiver must decide what to do with the failed signature.

DomainKeys / DKIM FAQs

Which one should | use?

DKIM should be preferred as Domainkeys is considered deprecated. However, there
may be older servers which require Domainkeys but do not implement DKIM. You may
also choose to sign with both. However, be aware that the RFC gives fairly broad
leeway to verifiers in determining what constitutes a failed signature, so you need to
have some idea what the receiving server is expecting. Also Domainkeys settings must

2
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be applied on a domain-by-domain basis and require DNS records to be set for each
host alias of each domain that is signing. DKIM can use a single selector for all domains
on the server.

Is Domainkeys another anti-spam method?

Domainkeys and DKIM should not be considered an anti-spam solution. In addition to
other anti-spam checks, they can be helpful in identifying spam, but by themselves,
they are not very effective.

Can | setup message signing without verification?

DomainKeys / DKIM signature signing and message verification are setup in your IMail
Server to allow as much flexibility as possible.

= DomainKeys / DKIM signing is setup on a per-domain basis, allowing the IMalil
Administrator to only have one domain or all domains (including both IP'd and
Virtual domains) to sign outgoing messages.

= Verification of in-coming messages can be turned off for one domain or all domains
without affecting signing of outbound messages.

T.' Note: Verification is controlled only for domains with IP addresses. Virtual domains use
the settings for the host assigned to the IP address on which the message arrived.
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DomainKeys / DKIM setup is fully functional in both the Web Administration and the
Console Administration. For purposes of this document only the Web Administration will
be used to demonstrate DomainKeys / DKIM functionality.
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Step

1 - Enabling DomainKeys / DKIM

DomainKeys / DKIM must be enabled at the System level. Go to System >
DomainKeys / DKIM in your IMail Administrator. (For Console Administrator go to
System and click tab DomainKeys / DKIM.)

T e &Logged i a3 localhost | Logout
1! IMail Server Pr— ST
Sustem Setina E
Sysaem Traler J System DomainKeys | DKIM Signing Options (Selectars)

Exchanga AddeSime Status: Enabled

» Domainiteys | DRI

DS Biack Lisls
Soool Manager
wm ding, mppusta gewich.com | wakcom
Defgul Veb Preferences T oosTeme [ ding. augusta ipgwitch.com Domainieys
T Isswory Testhame BUGUSHa GaWREh.com | wakcom DKme
'@ Halp M iwede dam dina 13 @awREh com| dine Augusta, P wEch com | wayne mhn Domainkeye
Add | Delete
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Step 2 - Creating a DKIM Selector

To create a DKIM selector, go to the System > DomainKeys / DKIM in your IMail
Administrator. (For Console Administrator go to System and click tab

DomainKeys / DKIM.)

Click "Add" and a pop-up window will appear asking to either use the "Wizard" or
the "Advanced" option. The wizard is recommended for IMail Administrators
unfamiliar with DomainKeys / DKIM, and will be used is this guide.

m Note: The "Advanced" option requires full understanding of all DomainKeys / DKIM

options and how to create the DNS records.

Click the "Wizard" button to continue.

Slgnlng Options

Choose the DKIM selector type, set by default.

= Enter the Name for the selector.
= Enter the DNS Text Record name for the selector. The selector Name is how this
set of signing options can be identified.
= Description is optional.
S 1PAWITCH &Logged in a3 localhost | Logout
l!‘ Server Home  System Domain  AAb-ifus  ANI-Spam  Collaborabion  Services  Logging
3 tisko }J) Signing Options |Selector) Wizard

DomainkKeys and DRIM allow messages to be cryptographically signed. which allows receiving Servers to vty the
source and contents of messages. Both specifications are similar in nalure, however, DKIM handles email routing
pefter than Domainkeys and is considered to be the preferred method of signing messages

Type © Domainkeys & DKIM

Hiarme jTesmei

The value used o identify this selector lacally in the system. This value is only used for

identification dI'IU vill ol be used outside of this server

DHS Test Record jTem:mmo

rovide a name for the selector that will be placed in the DNS. This can be any text string that is a
|"lf‘8| DS domain name. The DNS record where the selector will be piaced will be named

YourDNSTestRecordvalue._domainkey E' AMpke. com

Description This i & test _:j

=

Your notes about this selector limited to 1024 characiers

3 Cancel Hext ¥

AN Tignh Aesered

\epyetich aom | Halo Svitem | Frametados B | (Cary
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Canonicalization Algorithm Settings

This page is setting the Header and Body Algorithms. The default setting
"Relaxed" is recommended to allow whitespace and folding whitespace
modifications in a message to be tolerated.

IPEWITEH

IMail Server

i Help

@Logged in as- localhost | Logout

_33’ Signing Options [Selector) Wizard

Header Algorithm: € Simple & Relaxed
Body Algorithm  Simple & Retaxed

The simple and relaxed header and Dody algonthms prepare the email befare signing occurs. This is known as
canonicalization and does not atfect the message that is actually sent in any way. These algonthms attempt to handle
cases where normal transformations that occur to @ message as it is sent will cause a signature to be verified
Incorrectty. The 'simpde’ Canonicalization algonthm tolerates aimost no modification of the message, while the
‘'relaxed’ canonicalization algorithm aliows some typical transformations to occur without breaking the signature (such
as modifying whitespace and folding whitespace in the message and its heagers). The relaned canonicalization
algorithm i recommended unless i is critical hat a message not be modified in any way dunng fransit to a receiving
mail server,

[ #Back || Hoxt |
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Domain Selection

The Available Domains displays all domains that exist on the IMail Server.
Select the domain(s) you wish to be applied to this selector.

irswWITEH

& Holp

IMall Server

% Signing Options {Selector) Wizard

Please choase which domains are allowed to use this selector for signing. Domains added to the list on the right are

abile 10 use this selector 1or its users

Available Domains

Coemain

wiayne john

. & Back Hext ¥ |

[

2>

44

Domains Assigned To This Signing Option

|5.|'Cmr

| Domain

diep pugusta pawech.com
Wk e
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Multiple Domain Selection

m Note: This step only appears when multiple domains have been assigned to a selector.

DNS Text Record Options:

A single domain to sign for all the selected domains. This is the simplest and the
recommended method.

Each domain sign for itself, requiring a separate DNS Text Record for each
domain.

& Help

& Logged in as: localhost | Logout

. irsw rf: H
[_ﬁ Mail Server _Home  Syslem Doman Anivius Ani-Spam  Colaboraon | Services. Loggng

oy
j’}' signing Options (Selector) Wizard

& Al domasns Use the fallowang domain's DNS records Idlﬂa augusta. ipswitch com ;I

€ All domains use thair own DNS records

DKIM has the ability for all domaing to point to one specilfied domain for thesr DNS records. Thes is the simpliest and
recommended way of satting up DKIM, K you wish, however, you can choose to enter a DMNS racord for every domain by
selecting the second option shown above

£ Back Hext ¥
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DNS Text Record Setup

This page displays the information needed for setting up your DNS text record.
Create the DNS text record as displayed on the page name.

If multiple DNS text records are displayed, then be sure to create a DNS text record
name for each.

Copy and paste the public key displayed into the DNS text record.

m Note: To avoid time-out issues, click next, as this information is displayed on the

Selector edit page.

'8 Tip: Remember to check for the "p=" in front of the key

r - ‘.""'_“_E &Logged in as localhost | Logout
IViail Server Home System Domain Anivius  Anu-Spam  Collaboration  Services  Logging
i
Signing Optiens (Selector) Wizard
@ Hsln ;j

Piease inseri the text shown below info the specibed DNS text records

Text 1o be insered

foiFifze36iaaspd NRyqUgSdT  fcawT el FuaiRFgosUnPqas, _‘J

AEdEe s VD rrvdma i gF IR F LEUR Gy SEIRCEp=-awl 30V

=

DINS text reconds to alter
Testtiame _domainkey dina augusta ipswitch com

If you do not have access o your DNS records. contact your DNS administrator to add these records. Please note. that it is
recommended that you confinue to the next screen and save this selector if the process of adding the DNS records will take
more than a few minutes

Tomtich o | Fhai Srvabers | Fricowieckys Blase | e
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D

NS Test

This last screen allows you to test your DNS setup once all the DNS text records
have been created.

m Note: This "DNS Test" button also exists on the Selector edit page.

The status displayed is for the selector. The Status is set to "On" by default.

Tip: Although the Status for the selector is " On", the signing will not begin until the
selector is "Enabled" for a domain.

Click "Done". The selector is now saved.

Once DNS is functioning correctly and you are ready for the selector to become
active, you will have to edit the selector and enable the selector for each domain

@ Important: After updating or creating a selector be sure to restart your SMTP and
Queue Manager services.

[—.-n IPEWITEH

alLogged in as: localhost | Logout

!] Slﬁ‘!\."er Home System Domain  Anti-Spam  Collaboration  Services  Logging

@ Heip

By
}J‘ Signing Options (Selector) Wizard

The test button below allows you 1o check and see (f your DNS entries have been comectly st up. Once that has
been confirmed, you may urm this selector on or opt to leave it off for the time being, In the évent that the test
determines thal your DNS entries are not Set up, you can still save this seleclor. however, i is recommended that
you set the stalus 1o off It is also recommended that you go ahead and save your selector ralher than simply leave
this screen open in your browser if entering the DNS information will take more than a few minutes as the browser
will time out and your information will be lost

Important. Afer saving your selector be sure {0 restan your SMTP and Queus Manager sendices

Tast DNS Setup

Status. & On € Off

4 Back b Done

Flosrin fematioh com | Halp Suibeen | Knowhene B | iCaw
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Step 3 - Creating a DomainKeys Selector

= To create a DomainKeys selector, go to the System > DomainKeys / DKIM in your
IMail Administrator.

= Click "Add" and a pop-up window will appear asking to either use the "Wizard" or
the "Advanced" option. The wizard is recommended for IMail Administrators
unfamiliar with DomainKeys / DKIM, and will be used is this guide.

m Note: The "Advanced" option requires full understanding of all DomainKeys / DKIM
options and how to create the DNS records.

= Click the "Wizard" button to continue.

Slgnlng Options
Choose the selector type: DomainKeys.
= Enter the Name for the selector.

= Enter the DNS Text Record name for the selector. The selector Name is how this
set of signing options can be identified.

= Description is optional.

Lz

i Help

_I. irlwn:u

Serve Home | System & Domain  Ant-wirus Ani-Spam ~Cofiaboration —Services | Logging

&Logged in as. localhost | Logout

1l
#.r" Signing Options (Selector) Wizard

Domainkeys and DRIM afiow messages fo be cryptographically signed, which afiows recelving sernvers 1o verty the
source and contents of messages. Both SLEEIII‘-ICM:-:IHS ar-= similar in nature, however, DRIM handles emai routing
petter than Domamkeys and 15 consideérad 1o be the preferred method of Signing messages

Vpe & Domainkeys © DKM

Hame [DrTastiey
The value used to identify this selector locally in the system. This value is only used for
igentitication ana will nol be used outside of this server

DS Text Record. [DKTestName
Prowvide a name for the selector thal will be placed in the DNS. This can be any text siring that is a
lxgal DNS domain namée. The DHS record whene the selector will be placed will be named
YourDNSTextRecordValue _domainkey example com

Descnption This 18 & mess =]

Your notes about thes selector limited to 1024 characters

Naxt ¥»
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Canonicalization Algorithm Settings

= This page is setting the Message Algorithms. The default setting "No Folding
Whitespace" is recommended to allow whitespace and folding whitespace
modification in a message to be tolerated.

=  Click "Next".

IPAWITEH

IMail Server

% Signing Options {Selector) Wizard

o Help

Message Algonthm ¢ Simple & Mo Folding Whitespace (nows)

The simple and Mo Folding Whitespace (nofws) message algorithms prepare the emadl befare signing occurs. This is
known as canonicakization and does not atfect the message that is actually sent in any way. These algonthms attempl
to handle cases where normal transtormations that occur to a message as i Is sent will cause a signature to be
venified incorrectly. The 'simple’ Canonicalization algorithm tolerates almost no modification of the message. while the
‘nofws’ canonicalization algorithm alows some typical transformations to occur without breaking the signature (such
as maoditying whitespace and folding whitespace in the message and its headers). The notws canonicalization
algonthm is recommended unless it is critical that a message not be modified in any way during transit 1o a réceiing
mall server

4 Back Hext 3

Vil System | Hngwisde A | s
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Domain Selection

= The Available Domains displays all domains that exist on the IMail Server.
= Select the domain(s) you wish to be applied to this selector.

m Note: All the domains being applied will not be enabled, until you after the selector is
created and manually enabled.

S Heip

irswWITEH

&Logged in as. localhost | Logoid
lMEl]l Sewer COREOTRR i i ERe ) OO SN GeMIE DR 000 NON G I=eNIces) Bl

335 Signing Options (Selector) Wizard

Please cheose which domains are allowed to wse this selecior for signing. Domains added to the list on the right are
able 10 use his Selector for its users

Available Domains Domains Assigned To This Signing Option
Selector

Dmsin

widyne pohn | Do
dina awgusta pawich com
wal com

i

e

E44

€ Back Hext 3

o= Enoisdon Bans | Kve
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DNS Text Record Setup

DomainKeys does not have the option of a single DNS record to sign for all the
domains (as DKIM). All domains assigned to this selector MUST have its own DNS Text
Record, as shown in the wizard.

= This page displays the information needed for setting up your DNS text record.

= Create the DNS text record as displayed on the page name.

= |f multiple DNS text records are displayed, then be sure to create a DNS text record
name for each.

= Copy and paste the public key displayed into the DNS text record.

m Note: To avoid time-out issues, click next, as this information is displayed on the
Selector edit page.

'Y Tip: Remember to check for the "p="in front of the key

;Lagged in 83 localhost | Logout

|
}-’ Signing Options (Selector) Wizard

Please insert the text shown below into the specified DNS text records

Teirt to be inserted
= ST e = - —— == TennTE - eNET &

DNS text records 1o alter
DKTestName _domainkey dina augusta ipswitch com

DETesiName _domainkey wallcom

IT ¥OU do not have atdess 1o your ONS records. contact your DNS administrator 10 add these records. Please note. that it is
recommendead that you continue to the nexd screen and save this selector if the process of adding the DNS records will 1ake
fricre han a féw minutes

€ Back Hext ¥

Eowwitoh oo | Mgln Syitern | Enowbedpe Bace |1y
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DNS Test

= This last screen allows you to test your DNS setup once all the DNS text records
have been created.

m Note: This "DNS Test" button also exists on the Selector edit page.

= The status displayed is for the selector. The Status is set to "On" by default.

\ Tip: Although the Status for the selector is " On", the signing will not begin until the
selector is "Enabled" for a domain.

= Click "Done". The selector is now saved.

@ Important: After updating or creating a selector be sure to restart your SMTP and
Queue Manager services.

r!?| '|I‘rll'u|r:_|:. aLogged in as: localhost | Logout
B Mall Server Home | System Domain ~ Ani-Spam Collaboration —Services  Logging

}J' 2 signing Options (Salector) Wizard

@ Help

The test button below allows you to check and see if your DNS entries have been comrectly set up. Once that has
been confirmed, you may turm this selector om or opt 1o leave it off for ihe time being. In the event that he 1est
determings thal your DNS entries ané not $el up, you can still save this seleclor howaver 1 is retommended that
you set the stalus 1o off Il is also recommended that you go ahead and save your selector rather than simply leave
this screen open in your browser if entering the DNS mformation will take more than a few minutes as the browser
will time out amd your information will be lost

Important: After saving your selector be sune 10 reslan your SMTP and Queus Manager sendices

Tast DNS Setup

Status. @& On © Off

4 Back I Done

Temaiach, com | Hislp Sviteen | Enowiesios Hass | iCaw
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Step 4 - Enabling Your New Selector

Once DNS testing is successful, the IMail Administrator will need to edit the selector
and "Enable" the selector for each domain.

@ Important: Only one DomainKey selector and one DKIM selector can be enabled at
one time for a domain. Example: A DKIM selector "selectorl” is enabled for
domainl.com. The IMail Administrator decides to enable "selector2" for domainl.com.
"selectorl" will automatically be disabled for domainl.com.

Enabling a Selector

= From your IMail Web Administrator menu selection go to System > DomainKeys /
DKIM.

= Click on the selector to edit.

= Scroll down to Available Domains.

= You will see the domains that have been assigned for the selector.
= Click either the "Enable All" button, or check the boxes manually.

.:I-“"'“"c," ;Logged in as localhost | Logout
kA [ .
(7] Mail Server Home  System Ooman Ani-ius Anl-Spam  Colaborabon  Sewices  Logging.
A
Available Domains Domains Assigned To This Signing Optien
Domain
F——— Domain b Enabiad
ding. seguats pawich. com =3
w alcom 3

Enatie Al | Digatle Al
Test DN5 Setup

b Save # Cancel

18
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In This Chapter

Verification SettiNgS........cccvvviiiiiiiei e 19

Verification Settings

Verification Settings

Only domains with IP addresses can be assigned unique verification settings. Virtual
domains will default to the IP'd domain settings that the message used when it arrived.

@ Important: DomainKey / DKIM Signature Verification will not be processed when an
address exists in the “Relay Mail for Addresses”.

To view the DomainKeys / DKIM Verification Settings page

= From IMail Administration home page, click Domain > DomainKeys / DKIM, and
the DomainKeys / DKIM Menu page appears. (For Console Administrator go to
Domains > DomainKeys / DKIM Signature > DomainKeys / DKIM Verification.)

= Click on the second link DomainKeys / DKIM Verification Settings.
= To display the verification settings, "Enable" DomainKeys and/or DKIM.

19
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The Verification Settings should now display.

l_‘. Trswar cH & Lopged in as: localhost | Logout
A e r
l 1 IIEl oervel Home  Sysiem  Domain | Anti-vius  Ani-Spam  Coilaboration Services | Logaing

e SIDIMEING F [_) Your changes have been saved

Domain Propeies

Lser Agminisiyaton ﬁ DomainkKeys / DKIM Verification Settings Domain: Id-na augusta ipswitch.com j
Detayli Settings
AL . F Enable DKIM
= Qi =L Yt ar
Exchangy agdreg Sing F Enable Domainkeys
Sar Lilfies "
ainKave 1 DKM Masimum Number of Signatures To Check Per Message: |3 (1-50)
» Vierification Settings Verification Category | Action To Be Taken | Target Prefix Subject  With
Add Sslectnr Wizand Ho Signatiee nger X-Header Yes [Mo Sign)
‘=_-| k= Link Eilf EONG
Allas Administatian Invalid Signature Forward to Address admin@jonn wayne | Yes [Invalid Sign]
e DNS Unreachabie Insen X-Header Yes [DHS Unavail]
e.giﬂ.!s&ii'ﬁ o ) 7 )
Mo List Messa0e |valig QNS Selector Inser X-Header es [Bad DNS Selecior]
Subgcriber Search vVerfication Failed nsert X-Header Yes [DKIM Failed]
CIAP Settings
Attachment Blacking Eass ione No
Blocking Mgssagg
Inbovnd Riules
Quibound Rulas
Aimite List
Paar List
@ Help
b Save

Verification Categories

No Signature. The message is not signed using a recognized algorithm. If you are
only checking for DKIM, and a DomainKeys signed message is received, it will be
treated as unsigned.

Invalid Signature. The syntax or formating of the signature is incorrect. As a result,
verification can not be performed.

DNS Unreachable. The DNS server for the signing domain cannot be reached.

Invalid DNS Selector. The DNS Text Record for the selector exists, but is not
properly formated, or has a syntax error.

Verification Failure. The message is signed and the DNS records are correct and
properly formated, but the signature verification failed. This can be caused by a
number of reasons, including modification to the message body, headers, or key
(the private key used to sign does not match the public key in DNS).

Verification Options

None. No action is performed.
Delete. Immediately deletes the message.

Forward to Address. Forwards the message to a specified e-mail address. Enter
an e-mail address in the text box to the right of this option.

Insert X- Header (default). Inserts an X-Header into the message indicating that
the message was verified and identified.

20
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Move to Mailbox. Moves the message to the user’'s mailbox specified in the text
box to the right of this option. If the mailbox does not exist, it is created.

Reject Connection. Immediately ends the message connection, and message will
not be accepted.

T Note: DNS Unreachable will return a 452 error, and a 550 error for the following failed
results: Invalid Signature, Invalid DNS Selector, and Verification Failure.

21






For More Assistance
Ipswitch Support

The Ipswitch Support Center provides a multitude of product related resources such as
Knowledge Base articles, peer support forums, patches and documentation downloads.
It also lists Ipswitch’s Technical Support staff’'s contact information, hours of operation,
and information about service agreements. You can access the support center at
http://www.imailserver.com/support/ (http://www.imailserver.com/Support/)

IPEWITCH
Fodemtt | mmimenn | Pewsazen | Suppodt | Pusimaes | P Bvabaslion ol
Mail Server Techmcal Support Center ‘:‘_ﬁ Panrr Fregrama
e E ol v o
releapd Apal 14, 00§
’ Oerqugly | Upgradei
Halp & Uiger Cosdad

‘-Smﬂ_ﬁdh; j_ it P Ty

= Prowigus Upsr Gusies -

Cortwal Techriosl Suppord

Teobrsoal Suppaon 5 avakabde 10 PRy owrers of Ipswiich pevduots sbkch are wihin samanty (B0 days Trom daoe of
erchiata), of cowsred By 3n ctie Sarvice AGresie. Tou can purchaie 3 Service Aoresmard has, shich inchaded 12
micrild of urliriled fupdsn aned 3l Lpgrades, Impodand infarmation abod lpamloh's st Policiad.

win gl o Welahor
Evaluators onfy. pase Pobsmltl queriions wis gl of contact the B Sales fegm.

Top KB dticles

= Propryerm !

Campmaicile vt ol IMSll Sarver Ut

 Bobpll Survar Fonum
iprmich hay crasted e Bonam Bo erable o b chare B Server prodiuct idear and quperiancar sth other urers
ook Thak FONAT) o8 QiefobfBly UMW med , bl i il R0 BRIy [Pl (T Peieis . B e Melpr it pdwdtoh
Fdicilanced, fleais tonbact duppod

= Prodhyot Dupoussion Rt (Ambve andy)
Ardi-Spam nlormalicon
T rapori antispamn False postrvermpativer pleass reler to the artkohes balow
= Commicych Framivm Angs Soam (inchuded with ol 10.00 30 newar)
« gl Fivary Prormigm fedl-Sogm (nokoded with Bal 1008 and aariker)
Ordirsk ReSoarcas
® Bpches and Lpgrades - Regirtersd wrars for the oument mapsr wiersien o1 a2 product may obtain patches and maner
AN el BN woion . LGPiag 10 D SekeT MU i oF B il % BvRiEbE oobly indar eIy oF

w IRSCE « Thargw apploanions dor Biel Sarver Balp vou 1o 234 and marage users, dkaees, keis, wed moee
= Produce Lifeeesly dafingisns ared cisment maus of aach wisrsion of our products
o DG Hlp - Halgthul infammation on DM teeme nd Selindions, DNS md B, and Bnde 1o DINS fepourcs fled

23


http://www.imailserver.com/Support/

	DKIM CoverGettingStarted2
	CopyrightDKIM
	DomainKeys Getting Started Guide.pdf
	DomainKeys / DKIM
	About DomainKeys / DKIM
	DomainKeys
	DKIM

	How DomainKeys / DKIM Works
	DomainKeys / DKIM FAQs

	DomainKeys / DKIM Signing Setup
	Step 1 - Enabling DomainKeys / DKIM
	Step 2 - Creating a DKIM Selector
	Signing Options
	Canonicalization Algorithm Settings
	Domain Selection
	Multiple Domain Selection 
	DNS Text Record Setup
	DNS Test

	Step 3 - Creating a DomainKeys Selector
	Signing Options
	Canonicalization Algorithm Settings
	Domain Selection
	DNS Text Record Setup
	DNS Test

	Step 4 - Enabling Your New Selector
	Enabling a Selector


	DomainKeys Verification
	Verification Settings
	Verification Settings
	Verification Categories
	Verification Options


	For More Assistance
	Ipswitch Support



